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CHAPTER 1

INTRODUCTION

Ranking documents is a key function of computer applications, especially in the context of
search engines. Many ranking techniques have been analyzed and used in practice, including
analysis of text, link structure, and semantic meaning of content. A high search ranking
has a direct correlation to the number of visits to a site and therefore can directly affect
revenue. Therefore, web spammers have an incentive to manipulate their pages in attempt
to raise their page rank, the process also know as spamdezing. The exact techniques used by
search engines are not publicly available so that spammers do not have direct knowledge of
their ranking methods. However, an analysis of search results show that the techniques used
by search engines to identify web spam are not completely effective, as a recent search! for
kardashian pharmacy that resulted in 5 of the top 10 results being web spam shows. Iden-

tifying and removing web spam from indexes is vital to the integrity of ranking techniques.

1.1 MOTIVATION

The impact of spamdexing is felt by search engine users, legitimate companies, and the
search engines themselves. Search engine users may feel frustration and dissatisfaction when
they inadvertently arrive at a spam page from search engine results, but more importantly
they could be subjected to malicious content that exploits browser or plug-in flaws. Malicious
content could have disastrous results, including stolen private information and/or installation

of unauthorized software, such as a virus or worm.

1On October 16, 2010



Spamdexing also affects legitimate companies because they may experience less traffic
when spam pages that exploit ranking techniques have higher rankings. [1] states that users
only look at the first page of search results 85% of the time. Therefore, the difference between
being ranked 10 and 11 (if there are 10 results per page) is substantial. More site visits would
result in more revenue for companies and it is imperative for invalid pages to be removed
from indexes, or at least be ranked lower than legitimate pages.

Search engines also are impacted by web spam. In addition to the degraded search results
that users will experience, search engines will also incur expenses for crawling, indexing and
storing web spam. The expenses include consumption of computing and network resources
as well as hard drive space. Salary costs are also incurred for the programming of spam
detection techniques and manual classification if needed.

These costs are not insignificant when viewed on a large scale and a successful classifi-
cation method that stops spam from being indexing and stored would benefit each of the
three parities listed above. As larger knowledge bases of semantic data and relationships
become available, such as structured extractions of Wikipedia?, there is potential that this

knowledge will help provide alternative and better ranking mechanisms.

1.2 CONTRIBUTIONS

This paper discusses a Semantic Association Ranking application that ranks the relationships
between documents based on the close-ness of the entities found in each document. The
research can have many applications throughout the electronic world, including improving
search engine results and web spam identification. Ranking mechanisms using a large dataset,
i.e. DBpedia’s knowledge base, and based on semantic association similarity are analyzed and
evaluated. A real world example of ranking a list of URLs for similarity to a given spam page,
in hopes of identifying spam candidates is evaluated by using the WEBSPAM-UK2007 dataset.

Figure 1.1 shows a diagram of the application with inputs of a classified page, i.e. a page

2http://www.wikipedia.org



whose spam /nonspam status is known, and a set of unclassified pages. With these inputs, the
ranking application outputs a ranked list of pages that are the most similar based on semantic
closeness of the associations between entities found on the pages. While the application alone
is not found to discern spam from nonspam, when used in conjunction with other methods,
it may be a valuable addition. Speed concerns of the ranker are highlighted and Bloom filters

are used to provide a reliable, accurate, small and fast ranking method.

INPUT OQUTPUT
Page Rank
HTML
P, 0.987
Known Semantic P, 0.856
Page Ranker
P, 0.510
W
HTML ot P, 0.000
HTML 1..n ranked
kﬂ“‘\' rows
Unclassified Associations
Pages
P l..n

Figure 1.1: Overall System Architecture



CHAPTER 2

RELATED WORK

Several research efforts focus on analyzing and ranking Semantic Associations with growing
knowledge bases, such as DBpedia! and Freebase?. [2, 3] explore DBpedia’s data by providing
user interfaces to find connections between entities. Associations between two entities are
provided in real time with intermediate entities and relationships defined. In [2], The dataset
is treated as an undirected graph and pre-processed to retrieve the maximal connected sub-
graphs. These subgraphs are used to immediately determine if two entities have a semantic
association. If two entities have an association, the user is able to view the associations by
providing a maximum distance for the associations. [3] uses a SPARQL endpoint to query
for relationships at run time, but does not treat the graph as undirected. It only allows one
change in direction of an association throughout the path to improve performance. So for
two entities, A and B, it will find associations that have a path directly from A to B, B to A
or with an intermediate node, C, where there is a path from A to C and B to C or from C to
A and B.

The application presented in this paper also uses a pre-processed version of the DBpedia
infobox dataset, but does not focus on the ability to explore how entities are related, only the
shortest path between them. Also, this application will perform many lookups for each pair
of documents examined and therefore the shortest path between all entities was computed
beforehand.

[4] ranks entities on Wikipedia from a given passage into a hierarchy of categories,

including most important, important related, unrelated and not sure, using several ranking

thttp://www.dbpedia.org
http://www.freebase.org



techniques. They found that a good determinate of the importance of an entity is to use an
inverse entity frequency (ief) method, which calculates how rare the entity is compared to
the total number of sentences in the passage. This method reduces the value of more general
entities and could be generated for all entities in the DBpedia dataset. The ranking methods
used by this application are simple and do not account for the rank of entities in associations.
However, it is likely that a more robust ranking algorithm that combined taking ief with the
association ranking methods used in this application, would improve the results.

As more information is added to Wikipedia, DBpedia’s knowledge base will continue
to grow and the number and types of associations known will increase. Improvements to
Wikipedia proposed by [5] where links to other articles are given a Semantic annotation
would give DBpedia the ability to glean more information out of Wikipedia’s pages. Other
applications, such as [6, 7], make use of multiple online knowledge bases and ontologies
to discover relationships at run time. The application presented here could use more than
one ontology for relation discovery, however the ontologies would have to be incorporated
during pre-processing as the time and space required to discover the many associations found
between two documents would not be feasible in real time without pre-processing the relation
discovery step.

[8] focuses on ranking individual semantic associations between entities using various
semantic and statistical metrics, including a user-driven context and path length. A human
subjects evaluation was performed and one result was that humans tended to rank shorter
associations between entities higher. This application will allow for ranking documents based
on a context of 5 general categories, i.e. people, places, organizations, works, or other. How-
ever, it could be extended to include more specific contexts because type information is
available for each entity in the dataset.

Bloom filters, devised by Burton H. Bloom in [9], are used frequently with speed critical

applications to reduce intensive set membership queries, while allowing a percentage of errors



due to false positives. Popular applications, such as Google’s BigTable? database system and
the Squid Proxy cache?, use Bloom Filters to reduce expensive lookups [10]. [11] uses an
extended bloom filter to speed spam ranking and provides a 6x speed improvement over two
popular spam filters.

Combating Web spam is an ongoing issue and has been addressed in numerous research
efforts. In an analysis of the prevalence of spam pages, [12] found that 13.8% of English pages
were spam. Techniques such as a trust rank based on link structure analysis and semantic
analysis of spam page content have been researched [12, 13, 14, 15].

In [15], semantic analysis of page’s content was not able to effectively identify spam pages.
This work, however, aims to analyze the effectiveness of analyzing Semantic Associations
between content found in multiple documents, or pages. Two methods that spammers use to
attempt to influence search engine rankings are to include a large number of distinct terms
in a document and by repeating some "targeted” terms [16]. [17] found that overall web
pages change slowly, on a weekly basis only 35% of pages will have any modifications and
less than 1% will be changed completely. Because pages do not change very frequently and
if a spammer uses a common set of terms on several pages and one of his spam pages has
been identified, this application may help to flag other pages created by the spammer as

candidates for spam detection using other techniques.

Shttp://labs.google.com/papers/bigtable.html
4http:/ /www.squid-cache.org



CHAPTER 3

DATASET

The Web consists of documents discussing highly varied topics and so for this application
to be effective, a large, thorough dataset was essential. Two sources of semantic data were
evaluated for use as a dataset, DBpedia and Freebase. Both sources provide information
about resources, also known as entities, and link resources together by providing associations
between them. DBpedia extracts structured information from Wikipedia and provides links
to other popular datasets including Freebase. Freebase combines information from Wikipedia
and directly entered user input. Both of these sources make their data available for download.
DBpedia has knowledge of over 2.6 million entities, including 198,000 people, 328,000 places,
20,000 companies, 101,000 musical works, and 34,000 films and is easily accessible, including
dumps of the entire dataset [19].

In this case, DBpedia had advantages over Freebase. [2] states that DBpedia is a densely
connected dataset and there is an average of 5.67 outgoing relationships for each entity.
DBpedia datasets are also divided into smaller files based on the information they contain.
Freebase’s dataset, as of this writing, is output as a single file that is over 26 GB when
uncompressed. Only a portion of the datasets will be needed for this application and there-
fore DBpedia’s division of files was preferable. Also, because DBpedia provides a mapping
between Freebase and its entities, it would be possible in the future to combine the two
efforts. In an analysis of Wikipedia pages, [20] found that a page is modified an average
of 1.2 times a month. This shows that a DBpedia dump of Wikipedia knowledge does not

change drastically over a short period of time. Analyzing the types of relationships between



entities shows that they are usually long lasting and will not change frequently, e.g. The fact
that an actor stared in a movie will not change.

DBpedia’s downloadable datasets are provided in n-triple format. Version 3.4 which was
created in September 2009 was used. Below is an example of a statement that would be

found in the DBpedia dataset:

<http://dbpedia.org/resource/Atlanta_Falcons>
<http://dbpedia.org/ontology/FootballTeam/city>
<http://dbpedia.org/resource/Atlantal,2C_Georgia> .

The above statement asserts that the Atlanta Falcons are located in the city of
Atlanta, Georgia. This application focuses on the associations between resources, and the
distance of these associations, and therefore the application will process the above statement
as: The Atlanta Falcons resource has an association to the Atlanta, Georgia resource
via the property FootballTeam/city and the distance of this association is one hop.

Five files from the DBpedia dataset were used:

infobox data (the boxes of information found in the top right on a Wikipedia page),

person data,

DBpedia rdf : type definitions,

YAGO rdf : type definitions,

redirects (variations in spelling, etc.)

The associations between resources are defined in the person and infobox data files (10
million triples combined). The other files are used for secondary purposes during the filtering
and mapping steps described below. Two files providing type definitions (rdf:type) for
entities were used: DBpedia and YAGO!, which is another large semantic knowledge base

(8.9 million triples total). The redirects file (3.8 million triples) which maps multiple URISs to

thttp://www.mpi-inf.mpg.de/yago-naga/yago/



a single URI, will be used to provide aliases, e.g. there are 103 different URIs in the dataset
for the Nintendo Wii console based on different spellings and naming conventions. There are

22.7 million triples in these files and a combined file size of 3 GB when uncompressed.



CHAPTER 4

PRE-PROCESSING & RELATION DISCOVERY

Due to the large size of the dataset, several pre-processing steps were performed that focused
on computing associations and removing unnecessary data. Without these steps, the time
required to find shortest-path relationships for several pairs of entities would have been a
major constraint to the possibility of running this application in realtime. For example, the
DBpedia Relationship Finder!, discussed in [2], discovers relationships in realtime with a
small amount of pre-processing and is an excellent way to view and analyze relationships
between entities. However, this would not work in realtime when many pairs of entities are
examined at once. Therefore these pre-processing steps are vital to the performance of the
application.

Shortest path p-Path and p-Join Associations for each pair of entities are found [21, 22].
For two entities, el, e2, a p-Path association is one where there is a one-way path from el
to e2 or vice versa. A p-Join association is where there is an intermediate entity, e3, and
there is an association from el and e2 to e3 or vice versa. p-Iso associations, defined as for
any two pairs of associations, the relationships between each intermediate entity is the same

for both pairs, are not found.

4.1 FILTERING AND TAGGING

A filter was used to remove triples from the dataset files that are not applicable, including
triples that contain literal values, e.g. birth dates, album titles or links to external web pages

and disambiguation pages, which as described in [24] provide links, i.e. associations, to many

http://relfinder.dbpedia.org/relfinder.html

10
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varying entities that have a similar name. There were also many entities that do not have a
type definition from either DBpedia or YAGO, such as lists. These lists cover varying topics,
e.g.

List of discontinued Volkswagen engines between 90 - 115 horsepower,

and point to other entities in the dataset. After examination, it was determined that the
value of each list would have to be determined on a case by case basis; this was not trivial
and therefore they were removed from the dataset. In the case above, two engines contained
in the list will also be related by a common manufacturer and the omission of the list will not
result in a loss of knowledge in the dataset. While traversing the rdf :type definition files,
each entity that does have type information is tagged with a numeric identifier, which will
be used in mapping multiple URISs to the same entity (see Section 4.2 for more information).

After filtering, the files contained 17.2 million triples and a combined file size of 2.3 GB

(uncompressed).

4.2 MAPPING

In Wikipedia (and therefore in DBpedia), each entity has one page describing it, identified
by a URI, and zero or more URIs that will redirect to this main URI. These redirect URIs
can be used to provide aliases and make the system more robust by providing multiple terms
that reference the same entity. The DBpedia redirects file contains n-triple statements as

follows:

<http://dbpedia.org/resource/Wii_Console>
<http://dbpedia.org/property/redirect>
<http://dbpedia.org/resource/Wii> .

In order to use aliases, a mapping is provided by a lookup table that maps URIs to an
identifier. The lookup table is populated by traversing the redirects file and giving the subject

of each n-triple statement the same identifier as the object of the statement. For example,

in the above n-triple statement, if <http://dbpedia.org/resource/Wii> had been given
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the identifier 4 during the tagging process, <http://dbpedia.org/resource/Wii_Console>
would also now have the identifier 4.
After filtering and mapping, the lookup table, stored in MySQL, contained 3,822,455

entries that pointed to 1,407,692 resources.

4.3 'THE 1-HOP ASSOCIATIONS FILE

Armed with the lookup table for entities and the files containing associations between entities,
i.e. the infobox data and person data files, a new file, called the 1-Hop associations file, is now
generated containing every pair of entities that have at least one association. From a graph
point of view, entities are treated as nodes and associations are undirected edges connecting
nodes. The type of association is ignored, but any unwanted types of associations could be
removed during the Filtering and Tagging steps (see Section 4.1). Also, entities that have
more than one 1-hop association between them will only be listed once.
For example, for the following statement:

<http://dbpedia.org/resource/Atlanta_Falcons>
<http://dbpedia.org/ontology/FootballTeam/city>
<http://dbpedia.org/resource/Atlantal,2C_Georgia> .

If 1lookup_id () returns the identifier for a URI and
lookup_id(<http://dbpedia.org/resource/Atlanta_Falcons>) = 28454
lookup_id(<http://dbpedia.org/resource/Atlantal,2C_Georgia>) = 100751

The 1-Hop associations file would contain the following lines (once and only once):
28454 100751
100751 28454
The resulting file containing all entities that are connected in 1 hop contained 7,035,286
lines (representing at least 3,517,643 associations) and had a file size of 99 MB. Of the
initial 1,407,692 million entities that had rdf:type definitions, 466,417 did not have any
associations with other entities in the set. Therefore, 941,275 entities are represented in the

1-Hop association file and each entity is connected to an average of 7.00 other entities.
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4.4 RELATION DISCOVERY - FINDING MORE ASSOCIATIONS

Due to the potential large amount of time and memory it would take to determine the
association distance between two entities on the fly, it was necessary to extend the 1-Hop
association file by finding all entities that are associated in longer distances. However, because
the densely-connected nature of this dataset, it was not feasible to maintain all associations
of longer distances, i.e. 2—4 hops, in a single file. Therefore, each entity would have n files
from 1..n hops that contain all entities that can be reached in that number of hops. A
hierarchical directory structure was used so that the maximum number of files possible in a
directory would not be exceeded.

To find associations that are longer than 1 hop, a breadth-first algorithm is used. The

psuedo-code for this algorithm is:

INPUT: entities - list of entities

hops - number of hops to find associations for
1 forall e in entities do
2 associations = {7};
3 associated_entities = getAssociations(e, hops-1);
4
5 forall associated_entity in associated_entities do
6 assocations.add(getAssociations(associated_entity, hops));
7
8 removeEntitiesThatCanBeFoundInLessHops (associations, hops);
9
10 if |associations| > 0 do
11 sort(associations);
12 writeFile(associations, e, hops);

The operation of this algorithm can be described as follows: for each entity, e,
get all entities that are associated with e in n hops, associated_entities. For each
entity in associated_entities, associated_entity, get all entities associated with
associated_entity in 1 hop and add these to the set of new associations of n hops
for e. Once the new associations of length n are found, sort the set and remove all items

that can found in less hops. Then the new associations can be saved out to a file.
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For this application, all associations in 4 or less hops were found. However, this algorithm
can be used to find as many hops as necessary with respect to storage space constraints.
Table 4.1 shows statistics for associations at different distances. It took approximately 60

days to discover all associations for the entities up to 4 hops.

Table 4.1: Statistics for Associations at different hop distances

Hops | Total Associations | Average | Minimum | Maximum | File Length
1 7,035,296 7 1 87,549 47.304 MB
2 20,496,054,170 21,774 1 195,834 141.413 GB
3 52,909,550,866 56,210 1 599,658 | 362.194 GB
4 271,945,607,286 | 288,912 1 680,184 | 1871.633 GB
Total 345,358,247,618 | 366,905 1 894,080 | 2.3196 TB?

2File length is not necessarily equal to disk space used, e.g. minimum size of files stored on disk
on the computer used for this application was 4 KB. The total disk space used to hold the files and
the directory structure containing those files was 2.4689 TB



CHAPTER 5

SEMANTIC ASSOCIATION RANKER

Using the pre-processed information from Chapter 4, the Semantic Association Ranker appli-
cation is presented that with an input of a target document and a list of documents for
comparison, returns a similarity ranking for each of the documents in the list based on the
closeness of named entities in the context of the target document. This chapter describes
the details of this application. Figure 5.1 shows an example of ranking the New York Times!

website in the context of CNNZ2.

e

Pbessenter  Elye Netw YJork Simes “{;‘“

= e —r—

i, Cap Slows Galf

BP 6594666 Pelicans
.. 111225 ..
Louisiana 6359 6359 Louisiana
Obama Similarity 13722 Obama
. 13722 > €«
Lima -> Analyzer 134732 | €= Jews
197804
Gaza 296 * 498460 John Wooden
U.S. Coast 279126 Israeli
Guard 67983 0.85
Tokenizer Tokenizer

Figure 5.1: Semantic Association Ranking Example

thttp: //www.nytimes.com
2http://www.cnn.com
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5.1 ALGORITHM

The Semantic Association Ranker is divided into two components: a tokenizer and a similarity
analyzer. The tokenizer analyzes a document, finds entities that are found in the dataset and
converts them to their identifiers. The analyzer compares two sets of tokens and returns a
similarity value based on how close the tokens in each set are to each other. The psuedocode

for the ranker is as follows:

INPUT: document
doc_list - A list of documents to be ranked based on similarity
OUTPUT: an ordered list of documents from the doc_list

1 tokens = find_tokens(document);

2 forall doc in doc_list do

3 doc_tokens = find_tokens(doc);

4 compute_similarity(tokens, doc_tokens);

5.2 PRrOPER NOUN TOKENIZER

The proper noun tokenizer analyzes a document, finds entities by using the lookup table and
returns a set of ids for the entities found in the document. For this application, documents
are assumed to HTML pages and a HTML parser/scrubber is used to strip HTML tags and
extract the text from pages before passing it to the tokenizer. However, since the input to
the tokenizer is just string of text, other types of content, e.g. Microsoft Word documents
and Adobe PDF documents, could be used as long as a suitable pre-processor is available to
convert the content to a raw string.

The method used to find entities from the text is relatively naive and focuses on finding
proper nouns. Since proper nouns will generally be capitalized, it looks for candidates by
identifying sequences of capitalized words and then queries the lookup table for each of the
candidates. If a candidate in not found in the lookup table, then either the entity represented
by the candidate is not in the dataset, or the candidate does not represent an entity, i.e. the

first word in a sentence, e.g. During, Using, Two (words used in this document).
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During the ranking process, statistics for the tokenizer were taken for 10,200 pages?.
Based on these pages, on average the tokenizer finds around 24 candidates per page; 14 of
which are found in the lookup table and used for ranking. Table 5.1 shows lookup statistics

for the proper noun tokenizer.

Table 5.1: Proper Noun Tokenizer Statistics Per Page
Candidates Identified | Found in Data Set | % Matched

24.147 14.071 58.272%

Also during the lookup phase, each entity is classified into one of five categories: people,
places, organizations, works (e.g. books, movies, etc), and other (entities that do not match
any of the other categories). The entities are classified by using the rdf:type definitions
for the entity that are stored with the lookup table. Using these categories, documents can
be classified on these more specific sets of entities, for instance a set of documents could be

ranked on the closeness of the places mentioned in them and the a target document.

5.3 SEARCHING FILES FOR ASSOCIATIONS

To determine if two entities have an association at a certain distance, the association files,
created during pre-processing in Sections 4.3 and 4.4, are searched using a psuedo-binary
search algorithm. The algorithm is not a true binary search because the number of entities
in the file and their starting positions are not known, only the file length. When seeking to a
position in the file, it is possible for the cursor to point to the middle of an entity and then
it is necessary to seek to the beginning of the entity by decreasing the cursor’s position one

character at a time. The psuedo-binary search algorithm is listed below.

1 function hasAssociation(el, e2, hops)
2 file = getFile(el, hops);

3 low = 0;

4 high = |filel;

3

3Taken from the WEBSPAM-UK2007 dataset which will be discussed in Chapter 6
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4 while (low <= high) do

5 position = (low + high) / 2;

6 token = getToken();

7 if alreadyFound(token) return NO MATCH;
8 entitiesFound.add(token) ;

9

10 if (e2 < token) high = position - 1;

11 else if (e2 > token) low = position + 1;
12 else return MATCH;

13

14 return NO MATCH;

In the algorithm, getToken(), line 6, seeks the cursor to position and then backtracks
until the beginning of a token. Because the cursor could be moved, a list of entities that
have already been found in the file is maintained, lines 7 and 8, so NO MATCH can be returned
if an entity is found twice. Without the list, the algorithm could run indefinitely because
getToken() could repeatedly return the same token and leave the file cursor, position, in
the same location.

Using the hasAssociation() algorithm, an algorithm to determine the shortest distance

between two entities is given as:

1 function hopsSeparating(el, e2)

2 hops = 1;

3 while hops <= MAX_HOPS do

4 if hasAssociation(el, e2, hops) return hops;
5 hops++;

6

7

return MAX_HOPS + 1;

5.4 SIMILARITY ANALYZER

The similarity analyzer takes two sets of tokens provided by the proper noun tokenizer (see
Section 5.2) and returns a similarity value between 0.0 and 1.0. Two methods can be used

to analyze the sets and return a similarity value: shortest distance and average distance.
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5.4.1 SHORTEST DISTANCE SIMILARITY

The shortest distance similarity measure is computed by finding the average shortest distance
between two sets. The algorithm to generate an average shortest value for two sets is as

follows:

1 function shortest_similarity(setl, set2):

2 value = 0

3 foreach elementl in setl do

4 if elementl in set2: continue;

5 min = MAX_HOPS + 1;

6 foreach element2 in set2 do

7 hops = hopsSeparating(elementl, element?2);
8 if (hops < min) min = hops;

9 value += min;

10

11 avg_value = value / |[setl];

12 normalized_value = avg_value / (MAX_HOPS + 1);
13 return 1 - normalized_value;

The hopsSeparating function, defined in Section 5.3, returns the number of hops sepa-

rating two entities. Some key properties of this algorihtm include:

e If two entities are the same, hopsSeparating will return 0

e If there are no associations between two entities within MAX_HOPS, hopsSeparating

will return MAX_HOPS + 14

e [f there is no relationship between any of the entities in the set, the resulting similarity

value will be 0.0

e If set1 C set2, then the resulting similarity value will be 1.0°

4For this application, MAX_HOPS = 4, so hopsSeparating will return 5 if there is no association
between two entities.

°If setl and set2 are disjoint, then shortest_similarity(setl, set2) =
shortest_similarity(set2, setl).



20

5.4.2 AVERAGE DISTANCE SIMILARITY

Instead of using the shortest distance separating entities, the average distance similarity
measure computes the average of the average distance between each entity for two sets. The

algorithm is as follows:

1 function avg_similarity(setl, set2):

2 value = 0.0

3 foreach elementl in setl do

4 distance = 0;

5 if elementl in set2: continue;

6 foreach element2 in set2 do

7 distance += hopsSeparating(elementl, element2);
8 avg_distance = distance / |set2];

9 value += avg_distance;

10

11 avg_value = value / |[setl];

12 normalized_value = avg_value / (MAX_HOPS + 1);
13 return 1 - normalized_value;

The same properties listed under the shortest distance similarity algorithm (see Section

5.4.1) hold for this algorithm, with the additional property that:

shortest_similarity(setl, set2) > avg_similarity(setl, set2), V setl, set2

(5.1)

5.4.3 SIMILARITY EXAMPLE

Figure 5.2 shows an example of associations between entities found on two pages. The dashed
edges are weighted with the minimum number of hops required to connect the two entities and
the intermediate nodes are not shown. If there is no edge between entities, then the weight of
the association is 5. Table 5.2 shows the values that would be calculated when comparing the
similarity of P; to Py for the shortest distance and average distance similarity measures. The
three E columns, E;, E;, Es, show the distance values for the associations for each entity in

P,. The normalized distance ensures that the distance value is between 0.0 and 1.0 where 1.0
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would mean an average distance of 5. The overall value is 1 - NORMALIZED_DISTANCE, so
that a higher overall value means a lower distance. As the table shows, the average distance

method is effected by longer associations or one’s greater than MAX_HOPS.

Page P4 Page P;

Distance

......................................................

." .

Figure 5.2: Example of Semantic Associations between Pages

Table 5.2: Simliarity Values Example
Method | E; E, | E3 | Avg Distance | Normalized Distance | Overall Value

Shortest | 1 2| 2 1.667 0.333 0.667
Average | 2 (333 | 4 3.110 0.622 0.378




CHAPTER 6

EVALUATION AND RESULTS

To test the effectiveness of the Semantic Association Ranker application, a portion of the
WEBSPAM-UK2007! data set was used [25]. [26] highlights the fact that many analytical spam
research papers used a biased set of data, while the WEBSPAM-UK dataset is a large, clean,
i.e. has a small amount of classification errors, uniform, broad, i.e. in the amount of spam
techniques, and openly available.

A set of training and testing data is available for download with URLSs in the set being
classified into one of three categories: nonspam, spam, or undecided. Deciding whether a page
is spam or not is a subjective issue. Pages that are thought of as spam by some people may
be useful to others. In the case of the WEBSPAM-UK data set, spam pages are defined as pages
“used for spamming or receives a substantial amount of its score from other spam pages” [26].
[27] also gives two valuable insights for spam pages: “any attempt to deceive a search engine’s
relevancy algorithm” and “anything that would not be done if search engines did not exist”.
Figure 6.1 shows an example of a page that is classified as spam in the WEBSPAM-UK2007
dataset.

The WEBSPAM-UK2007 dataset contains links to more than 140,000 URLs under the .uk
domain and the testing and training data made available classifies 6,479 of these pages. Of
the 6,479 pages, 794 were no longer available and they were removed from the data set. Table
6.1 contains a breakdown of the classifications from the testing and training sets.

The evaluation data set was generated by randomly choosing a page that was classified

as spam from the WEBSPAM-UK2007 testing and training data as our input page and then

Thttp:/ /www.yr-ben.es/webspam /datasets /uk2007 /
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This domain name may be for sale please contact us.

bgab.co.uk

Below are sponsored listings for goods and services related to: bgab.co.uk

Search
Sponsored Listings Related Searches
Bariatric Surgery Weight Gain After Gastric
Learn About A Gastric Band & Bariatric Program.
; Bypass surgery

www.YourWeightLossSurgery.com Bypass Surge

) Overweight Surgery
Gastric Sleevg Suraerv . o Bariatric Weight Loss
Learn More About this Alternative to Gastric Bypass. Dr Ariel Ortiz! )
www.ObesityControlCenter.com Gastric Band Surge

. . Bariatric Surgery Diet
Gastric Banding Procedure ]
Meet Dr. Garber & Holover For Your Obesity Concerns. Call Us Today! Gastric Dactors
www.StopObesityForLife.com Bariatric Eating
Gastric Sleeve Surgery Gastric Banding Diet
Visit Us to Know About Our Gastric Sleeve Surgery Packages. Call Today Eating Gastric Bypass

EndoBariatric.
www EndoBanatric.com Weight Control Surgery
SleeveGastrectomy Special

FebruarySpecial. Sleeve Gastrectomy Loose the weight 4 good. Ask Today!
www surgicalbariatric.com/

Gastric Bypass Surgery
Low cost gastric Bypass in Mexico Certified Surgeon, Great Facilities
www .aLighterMe.com

After Weight Loss Surgery
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www.surveymonkey.com/s/IN3VK

Gastric Sleeve Mexico
Gastric Sleeve Surgery Discount Get Limited Time Specials NOW!
MedicalTourismCo.Com/VSG-Surgery

Figure 6.1: Example of a Page Classified as Spam by the WEBSPAM-UK2007 Dataset

Table 6.1: Spam Classification for the WEBSPAM-UK2007 Testing and Training Data Sets

Data Set NonSpam | Spam | Undecided | Total
Original 5,709 344 426 | 6,479
Pages Actually Available 4,915 237 315 | 5,467
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compiling a list of 100 test nonspam (including those classified by WEBSPAM-UK2007 as unde-
cided) and spam URLs as the input URLSs to rank in the context of the input page. [12] found
that around 13% of English pages were spam, but only 5% of pages under the .uk domain
were spam. An analysis of the pages in this dataset also showed that 5% were classified as
spam. Since the WEBSPAM-UK2007 classification set is a large, unbiased set of pages, as well as
being one of the few publicly available, and it is surmised that the focus and content of spam
pages does not change significantly across domains, this set of classified pages is assumed to
be a suitable set for the testing of spam recognition. The 100 URLs are broken down into
95 randomly chosen nonspam URLs and 5 randomly chosen spam URLs from the combined
testing and training classifications.

This entire process was repeated 100 times and the resulting values were analyzed to see
how well the semantic ranking methods rank the spam pages versus nonspam. Of the 100
iterations run, containing 9,500 nonspam and 500 spam pages, 18 times no entities were found
on the spam input page. To evaluate the Semantic Association Ranker ranking mechanisms,

the following analysis was undertaken:

e The ranking position of spam pages versus nonspam pages

e The average ranking score of spam versus nonspam pages

Figures 6.2 and 6.3 display the frequency of ranked positions of spam pages (from 1 to 100)
for the shortest distance and average distance methods respectively. The shortest distance
method performed slightly better than the average distance method. Spam pages were ranked
in the top-5 18% and 15% for the shortest and average distance methods respectively. For
all positions, spam pages were ranked number 1 most often, 26 and 22 times (out of 82) for
the shortest and average distance methods respectively. There is no other noticeable pattern
of the ranking of spam pages except that no spam pages were ranked lower than 82nd, but

at such low ranking levels, the similarity values are all close to 0.0. Also, due to differences
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in the purpose of spam pages, e.g. drugs, celebrities, etc., the fact that some spam pages are
not related to other pages is to be expected.

A closer analysis of spam pages ranked in the first position in reference to a given spam
page, it was found that almost all pages ranked in the first position also had a similarity
value close to 1.0. In almost all cases, the pages were from a common domain name parking
company, such as Trigfega LTD? or Sedo®. In other cases, the input spam page only had
a few identified tokens that were very common, e.g. United Kingdom, and therefore other

pages in the test set that also had those same 1 or 2 tokens had a very high similarity score.

30

25

20

Occurrences
&

1 1 9 13 17 21 25 29 33 ar 41 45 49 53 a7 &1 B85 89 73 7 81 85 B a3 a7
Ranking Position

Figure 6.2: Ranking of Spam Pages Using Shortest Distance Similarity Rank

2http://www.trifega.com
3http://www.sedo.co.uk
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a7



27

6.1 SHORTEST DISTANCE SIMILARITY VALUES EVALUATION

The ranking values of spam and nonspam pages were also analyzed to see if any differences
or patterns arose. Figures 6.4 and 6.5 display the percentage of classification values using the
shortest distance similarity method for spam and nonspam pages respectively. The best fit
line, represented by red in all the figures, is very similar for both spam and nonspam showing
that there is not a large deviation in values between spam and nonspam pages using this
method. In both cases, there is a large percentage of zero similarity (46.5% for both sets)
and 90% of pages have a similarity value of less than 0.53 for spam and 0.5 for nonspam.
Both spam and nonspam pages do not have a high or perfect similarity often. Spam pages
had a 1.0 similarity 2.6% and nonspam around 1.5%. Table 6.2 displays statistics for these
sets. While spam pages do have a higher average similarity value, the variance between the
values shows that in this case, this would not be a reliable method to differeniate spam from
nonspam.

Table 6.2: Similarity Values Statistics to a Spam Page Using Shortest Distance Method for
Spam and Nonspam pages

Set Average | Variance | STDEV | 90th Percentile
Spam 0.2102 0.0654 | 0.2558 0.533
Nonspam | 0.1884 0.0480 | 0.2231 0.500
All 0.1895 0.0506 | 0.2249 0.500

Since a large percentage of pages exhibited a zero similarity value, Figures 6.4 and 6.5
were recreated on a log scale in Figure 6.6. As shown in the figure, the similarity values for

spam and nonspam at values other than 0.0 do not exhibit any major variance.

6.2 AVERAGE DISTANCE SIMILARITY VALUES EVALUATION

The average distance similarity method exhibited similar overall results to the shortest dis-
tance method, but with lower overall values. Figures 6.7 and 6.8 display the percentage

of classification values using the average distance similarity method for spam and nonspam
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Figure 6.4: Frequency of Similarity Values Using Shortest Distance Similarity For Spam
Pages with a Spam Page as Input
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Figure 6.6: Shortest Distance Similarity on a Log Scale (Figures 6.4 and 6.5)

pages respectively. As with the shortest distance method a large percentage of zero similarity
occurs (46.6% for both sets) and 90% of pages have a similarity value of less than 0.258 for
spam and 0.243 for nonspam. Also like the shortest distance method, spam pages had a 1.0
similarity 2.6% and nonspam around 1.5%. The same conclusion is reached for this method,
as with the shortest distance method, that no significant statistical difference was identified
between spam and nonspam pages with this method. Table 6.3 displays statistics for these
sets.

Table 6.3: Similarity Values Statistics to a Spam Page Using Average Distance Method for

Spam and Nonspam pages
Set Average | Variance | STDEV | 90th Percentile

Spam 0.1158 0.0374 | 0.1934 0.2579

Nonspam | 0.0966 0.0236 | 0.1535 0.2426
All 0.0975 0.0243 | 0.1558 0.2439
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Figure 6.7: Frequency of Similarity Values Using Average Distance Similarity For Spam
Pages with a Spam Page as Input
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Figure 6.9: Average Distance Similarity on a Log Scale (Figures 6.7 and 6.8)

As with the shortest distance method, a log scale representation of Figures 6.7 and 6.8
were recreated in Figure 6.9. The similarity values for spam and nonspam at values other

than 0.0 also do not exhibit any major variance.

6.3 UsING A NoONSPAM PAGE As INPUT

For comparison, another test set was generated to analyze the relation of nonspam pages to
spam and other nonspam pages for both shortest and average distance methods. The test data
set makeup was identical to the previous set, i.e. 100 sets of 95 nonspam and 5 spam pages,
with the exception that the input page was classified as nonspam by the WEBSPAM-UK2007
dataset. Figures 6.10 and 6.11 display the results of using the shortest distance method to
compare a nonspam page with spam and nonspam pages, respectively.

As shown in Table 6.4, nonspam pages did have a slightly higher average ranking than
spam pages, which was the opposite of the previous test, but once again there are no statis-

tically significant patterns that occur to reliably differeniate spam from nonspam pages.
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Once again, there is a large percentage of zero similarity (45% for both sets) and the
90% ranking of pages is close to those with a spam page as input, 0.5 for both spam and
nonspam. Both spam and nonspam pages do not have a high or perfect similarity often.

Spam pages had a 1.0 similarity 0.4% and nonspam around 0.9%.
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Figure 6.10: Frequency of Similarity Values Using Shortest Distance Similarity For Spam
Pages with a NonSpam Page as Input (Log Scale)

Table 6.4: Similarity Values Statistics to a NonSpam Page Using Shortest Distance Method
for Spam and Nonspam pages

Set Average | Variance | STDEV | 90th Percentile
Spam 0.1778 0.0445 | 0.2110 0.5
Nonspam | 0.1882 0.0486 | 0.2204 0.5
All 0.1877 0.0484 | 0.2200 0.5

The average distance similarity method was also analyzed. Figures 6.12 and 6.13 show
the results for a nonspam page against spam and nonspam pages, respectively. As with the
shortest distance method, nonspam pages did have a slightly higher average ranking than

spam pages, but as has been the case with all of the tests, there are no statistically significant
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Figure 6.11: Frequency of Similarity Values Using Shortest Distance Similarity For Non-
Spam Pages with a NonSpam Page as Input (Log Scale)

patterns that occur. As shown in Table 6.5, the 90% is similar to the spam page test with

the average distance method, 0.244 for spam and 0.263 for nonspam.

Table 6.5: Similarity Values Statistics to a NonSpam Page Using Average Distance Method
for Spam and Nonspam pages

Set Average | Variance | STDEV | 90th Percentile
Spam 0.0913 0.0172 | 0.1310 0.244
Nonspam | 0.0984 0.0218 | 0.1477 0.263
All 0.0981 0.0216 | 0.1469 0.261

6.4 SPEED EVALUATION

Overall Speed of ranking was also analyzed. It took almost 15 minutes to compare and rank
each set of 100 pages against the target page, which equates to 9 seconds for a page to

page comparison. The time required to rank pages using these association files would be a
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limitation to it being a real-time application. Other options are now analyzed that aim to

improve speed and reduce disk space required.



CHAPTER 7

IMPROVEMENTS USING BLooM FILTERS

A Bloom filter is a probabilistic, compact data structure, originally devised by Burton H.
Bloom in [9], that can be used to query for membership in a set. A Bloom filter makes use of
a bit vector, of length m, which contains the membership information for the set. The filter is
first trained by adding each of the set members as shown in Figure 7.1'. During training, the
following procedure occurs: for each member in the set, run k hash functions on the member
to output k locations in the bit vector and for set the bit to 1 at each of these locations. It is
possible for the bit located at a location to already be 1 due to hash conflicts from previous
insertions and in this case, the bit is still left as 1. The time required for each insertion is
O(k).

Once the filter has been trained, querying for membership in a filter is a similar process.
Given a token to test for membership, perform the same k hash functions and retrieve k bit
vector positions. Perform a bit-wise AND on the bits at these positions and if the result is
1, then the token is in the set. Otherwise, the token in not in the set. The time required to
check for membership is also dependent on the running time of the hash functions and is
therefore also O(k). Figure 7.2 illustrates the process of of querying for set membership for
a given token.

If the token was in the initial set, then the Bloom filter will always return a true value
for this token, i.e. no false negatives. However, it is possible that during training previous
tokens set all of the bit vector positions output by the k hash functions for this token to 1,

indicating that the token is a member in the set, when it really is not, i.e. a false positive. The

n Figures 7.1 and 7.2, the circular bullets equate to an unknown value at that position in the
bit vector, i.e. either 1 or 0.

38
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INPUT: 13722_3

Hash
Functions

Bit Vector

Figure 7.1: Training a Bloom Filter

false positive probability for a filter is determined by the size of k, the size of the bit vector,
denoted by m, and the number of tokens inserted into the filter, denoted by n. Assuming
perfect hash functions, then the probability of false positives can be lowered by increasing
the size, m, of the bit vector. As defined in [11], the false positive probability, P, can be given
as:

1

P = (1= (1= ) (7.1)

Assuming that an optimal number for k is used and n and an expected false positive
percentage, P is known ahead of time, a size for the bit vector, m, that should produce

a percentage close to the expected false positive value, can be found using the following
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Figure 7.2: Querying for membership in a Bloom Filter
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equation, defined in [23]:

1
m > nlog, e * logz(ﬁ) (7.2)

For example, based on Equation 7.2, if n = 10000 and a false positive percentage close

to 5% is required, the bit vector size should be at least 62,352 bits long.

7.1 REPLACING THE ASSOCIATION FILES WITH BLOOM FILTERS

Since Bloom filters are compact and testing for membership is O(k), it is hypothesized that
using Bloom filters in place of the association files will improve the Semantic Association
Ranker application because the time to find associations will be reduced (see Section 5.3)
and the disk space required to store the filters will be less than the space required for the

files (see Section 4.4).

7.1.1 TRAINING

A Bloom filter was created for each entity in the association files, totaling 935,696 entities.
Each filter contains the entities that are associated with that entity in 1-4 hops. For each
association, the entity’s id and distance are concatenated into a key, separated by an under-
score, which is stored in the filter. For example, during training for entity 6359, if it and
13722 are associated in 3 hops, the key 13722_3 will be stored in the filter for 6359. To
reduce the space needed while not losing any information about associations, only one side
of the association is saved. This is done by only storing associations that are larger than the
entity being trained, i.e. 6359_3 will not be stored in the Bloom filter for entity 13722 since
that association has already been added to the filter for 63592

Seven Bloom filter sets were generated in order to test the speed and accuracy at different
disk sizes. The Bloom filter sets total disk size started at 4 GB and doubled in size up to

256 GB. The k value for each set, i.e. number of hash functions, was determined by testing

20f the 941,275 entities stored in files, 5,579 could be removed because their associations were
stored in other filters, i.e. all of their associations were with entities whose id was numerical lower
than theirs, therefore they were unnecessary.
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the association data and choosing the k with the lowest false positive percentage. Table 7.1

shows basic information for each of the Bloom filter sets.

Table 7.1: Bloom Filter Sets

Set Disk Size | K? | % of Files
Bloom-4 4GB | 1 0.32%
Bloom-8 SGB | 1 0.63%
Bloom-16 16GB| 1 1.27%
Bloom-32 32GB | 1 2.53%
Bloom-64 64 GB | 2 5.06%
Bloom-128 | 128 GB | 4 10.13%
Bloom-256 256 GB | 8 20.25%

If the file space required to store the association files is reduced by half (since both sides
of an association are stored, this results in no loss of knowledge, i.e. if entity 1 and 2 are
associated, this information will be stored in both the 1 and 2 files.)*, the Bloom filter sets
would be between 0.32% and 20.25% of the file space taken up by the association files. Table
7.2 displays association statistics for all entities.

Table 7.2: Association Statistics for Entities
Entities | Total Associations AVG | MIN MAX

935,696 |  172,679,123,809 | 184,546 1| 885,750

The Bloom filter sets use between 0.20 and 6.37 bits per association from smallest to
largest Bloom filter sets. The low number of bits per association for the smaller Bloom filter
sets is an indication that there will be a large percentage of false positives for those sets.
On average, all associations for an entity use between 35,959 and 2,301,372 bits for the
smaller to largest Bloom filter sets respectively. Table 7.3 displays bit vector statistics for

the filter sets.

3k is the number of hash functions used.
4The association files will be ~ 1.2344 TB if all duplicate associations are removed.
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Table 7.3: Bit Vector Statistics for Bloom Filter Sets

Set Total Bits | Bits/Association | AVG/Entity | MIN MAX
Bloom-4 34,358,713,489 0.19900 35,959 1 172,590
Bloom-8 68,717,426,978 0.39800 71,918 1 345,178
Bloom-16 137,434,853,956 0.79591 143,836 1 690,356
Bloom-32 274,869,707,912 1.59182 287,672 21 1,380,712
Bloom-64 549,739,415,824 3.18364 575,343 3| 2,761,425
Bloom-128 | 1,099,478,831,648 6.36728 1,150,686 6| 5,522,849
Bloom-256 | 2,153,385,179,486 12.47044 2,301,372 12 | 11,045,698

7.1.2 QUERYING FOR SET MEMBERSHIP

Querying if two entities have an association is a simple and fast operation. The hopsSeparating()

algorithm (defined in Section 5.3) can be now written as:

1 function hopsSeparating(el, e2)

2 switch entities if el > e2

3 hops = 1;

4 filter = loadFilter(el);

5 while hops <= MAX_HOPS do

6 key = e2 + "_" + hops

7 if filter.contains(key) return hops;
8 hops++;

9
1

0 return MAX_HOPS + 1;

hopsSeparating() will always return a value between 1 — 5. Line 2 ensures that el is
the entity with the smallest id and loadFilter () loads a Bloom filter from a file. Then, a
key, generated from e2 and the number of hops, is used to query the filter checking if that
key exists. If there is an association between these two entities, then hopsSeparating will
always return a value < the actual number of hops®. If no association exists between two

entities, then the majority of the time, MAX_HOPS + 1 will be the result. However, the higher

"Because Bloom filters do not allow false negatives, the result will never be greater than the
actual distance. However, a smaller distance than actually exists could be returned due to hash
collisions.
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the false positive percentage, the more likely hopsSeparating will return a value lower than

expected.

7.2 LIMITATIONS

In the case that a new association needed to be added to the Bloom filter sets, having
the association files would be necessary to recompute the associations for all entities in the
range of 1-4 hops. Once all the necessary additions were computed, an assertion into the filter
would be trivial to write and perform. New associations that related two entities at a shorter
distance than previous found would cause an additional insert into the filter increasing the
false positive probability as well. If the false positive probability for an individual filter
reached a high percentage too high, the filter could be recreated with a larger bit size.

The removal of an association, however, due to the nature of Bloom filters would not be
an easy solution. It is a simple matter to determine the locations in the bit vector that were
affected by the insertion of an entity, but it is not correct to set each of these positions to 0
because they could have also been affected by another insertion. Clearing the value at these
positions might cause the filter to incorrect state that an association does not exists when
it actually does, i.e. a false negative, which is not allowed. The best solution would most
likely be to regenerate the filters from the association files, which means that the association
files would need to contain the newest information, so anytime there is an insertion into the

filters, an equivalent update to the association files would be necessary.

7.3 RESULTS

The performance of the Bloom filter sets was analyzed by using the same process for the file
lookup method described in Chapter 6. The time results for only the lookup/querying for

an association is shown in Table 7.4 based on 2,736,616 lookups®.

6For the Bloom filter sets, this does not include the time to load the filter into memory. This
information is added into the overall running time as shown in Figure 7.3.
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Table 7.4: Lookups Per Second for All Data Sets

Data Set | Lookups/sec | Speed Improvement
Files 61.045 -
Bloom-4 995.965 16.3x
Bloom-8 1386.696 22.7x
Bloom-16 1788.454 29.3x
Bloom-32 2004.305 32.8x
Bloom-64 2412.982 39.5x
Bloom-128 3358.128 55x
Bloom-256 3668.745 60.1x

Figure 7.3 shows the overall performance of the filter sets and the file lookup method
averaged for both the shortest and average distance methods. At least a 10x improvement
overall can be seen for the Bloom filter sets over the file lookup method and as the Bloom
filter sizes increase, the overall time increases as well. Smaller Bloom filter sets have a higher
percentage of false positives, i.e. more than 81%, and the largest Bloom filter set (Bloom-256)

exhibits a false positive percentage of less than 1% as shown in Table 7.5 for 2,736,616 lookups.

Table 7.5: False Positive Percentages for Bloom filter sets

Filter Set | False Positives | False Positive %
Bloom-4 2,238,607 81.802 %
Bloom-8 2,227,551 81.398 %
Bloom-16 2,156,755 78.811 %
Bloom-32 1,885,583 68.902 %
Bloom-64 1,200,444 43.866 %
Bloom-128 328,202 11.993 %
Bloom-256 18,691 0.683 %

Figure 7.4 shows the average values for all data sets using the shortest distance similarity
method. Due to the large number of false positives for smaller data sets, the difference
between average similarity values for spam and nonspam pages is negligible and the average
similarity value is much higher for smaller data sets due to false positives. The average values

calculated when using the average distance similarity method with smaller data sets is also
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much higher than the actual value, but there is still a noticeable difference in similarity value
between spam and nonspam pages (Figure 7.5).

Bloom-256’s characteristics, i.e. faster and smaller than the files and having a very low
percentage of false positives, make it the best choice of the eight lookup sets for this appli-
cation. The association files would need to be kept if any future changes needed to be made;
However, they could be kept elsewhere. The total disk space required of 256 GB is large, but
with several hard drives available in excess of 1 TB and costing less than $200 should not

be a major limitation.
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CHAPTER 8

CONCLUSIONS AND FUTURE WORK

This chapter discusses overall conclusions drawn for the evaluation and improvements of
the ranker. Areas of future work that aim to improve the overall application, by improving

ranking methods as well as speed, are discussed in depth.

8.1 CONCLUSIONS

The Semantic Association Ranker is a ranking mechanism that uses semantic associations
to rank pages based on their semantic association similarity. When used with Bloom filters,
e.g. Bloom-256, the application is relatively fast, i.e. .25 second required to compare two
pages, and accurate, i.e. less than 1% false positive rate. Potential uses for this ranker include
identification of candidates for spam pages from a list of URLs that are similar to a given
spam page and identifying related pages for a given page given a point of interest. Spam
page ranking was the main focus of analysis in this paper.

The ranker attempts to identify spam pages that are similar to a given spam page. Due
to the variance in web pages and their content, the ranking mechanism was not able to
clearly discern spam pages from nonspam pages. However, with further research, for certain
applications the ranker could be used, like related page ranking as was used with the Bloom
filter tests in Chapter 7 and compared pages to a set of pages including some that the Google
API determined as related. However, in this case it was determined that an evaluation of
effectiveness of related page determination is a subjective process and is beyond the scope of
this work. The disk space required (256 GB for Bloom-256) and time required to compute

the semantic relation discovery algorithm (60 days) could be a deterrent to its widespread
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use, but as hard drive capacity continues to increase and because the set of associations
could be generated offline, they are not severe limitations to its use. Also, since associations
between entities do not change frequently, the associations would not have to be generated
often. DBpedia has released ten different data sets, at the time of this writing, since 2007.

The simple proper noun identification, ranking and relation discovery methods are used
as more of a proof-of-concept for the entire ranker and could be improved which might result
in better rankings for pages. The proper noun tokenizer searches for sequences of capitalizes
words to query against the DBpedia data set. The tokenizer would incorrectly combine
sequences of capitalized words into one token search. For example, the tokenizer would find
a string like “Suspected Russian”! and fail when querying DBpedia knowledge set; However
“Russian” would be a valid entity in DBpedia’s knowledge set. During pre-processing, the
ranker also does not discern or rank types of associations and only focuses on shortest path
relationships.

Based on this evaluation, I believe that the Semantic Association Ranker and Semantic
Association related similarity have potential to be a valuable resource for the identification
of related pages, but are not standalone methods that can effectively identify spam pages
from a pool of spam/nonspam pages. It is possible however when used in conjunction with
other classification methods, the methods mentioned may help identify spam pages. However
a future analysis of the key components, including the proper noun tokenizer, the relation
discovery mechanism and the similarity ranking mechanism, would be required to improve
and refine each to improve overall classification and ranking. Also an analysis combining the
methods using in this paper with other techniques would need to be overtaken. The time
required to compare pages, 1 second per page comparison and ranking, is not fast enough for

real-time classification, so an analysis of methods to improve ranking would also be beneficial.

From CNN’s Home Page (http://www.cnn.com). Accessed on July 4, 2010.
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8.2 FUTURE WORK

Several aspects for future analysis and improvement of the Semantic Association Ranker
have been identified throughout this paper. Research into the proper noun tokenizer, relation
discovery and ranking based on value, and the similarity ranking methods are the key areas
to focus on to improve the results of the ranker.

The proper noun tokenizer currently is a simple and naive algorithm that extracts
sequences of capitalized words that are used to query against the DBpedia knowledge base.
There are many cases where the tokenizer will be unable to extract correct terms, e.g. “Rus-
sian” instead of “Suspected Russian” as discussed in 8.1. Some proper nouns do not start
with capital letters, including facebook? and Apple’s line of i products, iPod, iPhone, iPad,
iMac, etc. A part of speech component could be added to the tokenizer, such as Wordnet? for
English, that could identify remove adjectives from a sequence of capital letters or identify
nouns that are not capitalized.

Ranking associations during the relation discovery component is probably the area that
needs the most improvement. The current ranking mechanism treats all associations of the
same distance as equal without regard for the type of property associating the entities and
the end user’s context. More advanced methods, such as the inverse entity frequency, or ief
method introduced in [4], which ranks the value of an association based on how often the
entity occurs, would need to be analyzed from inclusion into the ranker. The user’s interest
or context, as discussed in [8], should also be considered when ranking pages to return a
related list to a user. The current ranker can rank pages based on 5 general categories, i.e.
people, places, organizations, works and other, but a more robust set of categories is possible.
Using an extended Bloom filter, as in [11], that returns a similarity value for an association
instead of a true of false set existence could be used to rank associations between entities

based on the ief or user’s context.

2http://www.facebook.com
Shttp://wordnet.princeton.edu/
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The simple similarity ranking methods, shortest and average distance, also have areas
that need to be improved. The methods rank many pages based on one page as input without
regard for the number entities found on the pages to be ranked. As shown in this paper, input
pages that have a few, common entities will rank many pages that also have those entities
high, ignoring the total number of entities each of these pages contains. For example, if a
given input page has 1 entity and two test pages also have the same entity, both of their
similarity scores will be 1.0 in the context of the input page even if one of the test pages has
100 entities and the other has 2. Also, similarity values are generated ignoring other similarity
values. As another example, if a given page has 1 entity and of 2 test pages, P; also has 1
entity of distance 1 hop from the input. The other page, P5, has 10 entities of 1 hop distance
and 10 entities of 2 hop distance. Both of these methods will rank the P; higher than Py
even though P3 has more related entities at 1 hop distance. It could be argued however that
since the Py does not have any entities at greater distances than 1, then it should be ranked
higher. Future work, possibly involving ranking with human subjects, could be undertaken
to help decide tweaks to the ranking mechanisms to provide better results. Also, changes to
the proper noun tokenizer and ranking associations during relation discovery, would mean
that the ranking methods would have to be changed to incorporate weighted association
values based on context or entity frequency.

Speed concerns must also be addressed that would allow this ranker to operate on a
real-time manner. While this paper highlights the more than 9x speed improvement of using
a Bloom filter over a binary search over files, the .25 second duration to compare two pages

is not fast enough to use this ranker in real-time over a large set of documents.
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