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ABSTRACT

In this dissertation, the problem of solving an empirical risk minimization (ERM) task is tackled in
a differentially private (DP) way. The ultimate goal is to propose DP algorithms with high utility and
efficiency under high privacy range. Several algorithms are proposed, each solving the problem through
different methods under different assumptions. The first algorithm applies on strongly convex and smooth
objectives. It utilizes a sensitivity calculation strategy to scale the sensitivity of the model after multiple
iterations of randomly shuffled mini-batch permutation stochastic gradient descent through contraction
mapping. Periodic averaging technique is applied to fasten convergence and further reduce the sensitivity
to decrease the scale of noise perturbation. The second algorithm applies on convex objectives with
non-smooth regularization. It utilizes a stochastic version of ADMM algorithm to split the smooth and
non-smooth portions of the problem, and both sub-problems have closed-form solutions. Two versions
are proposed based on this technique: One version is based on gradient perturbation, and applies the
privacy amplification result to reduce the noise. The other version is based on output perturbation and
sensitivity calculation. The third algorithm applies on both convex and non-convex problems. It spends
a portion of the privacy budget on objective evaluations to perform adaptive step size selection through
Armijo line search, and the privacy is bounded by a non-trivial utilization of the sparse vector technique.
It also adjusts the per-iteration privacy budget during runtime, according to the reliability of the noisy
gradient. The last algorithm is an application of differential privacy on the information retrieval task of a
ranking model. By observing that only the preference labels come from the user, document vectors are

considered as public information, which can be used to scale the sensitivity of the accumulated gradients.



Extensive experimental results show the effectiveness of all the proposed algorithms, comparing to private
baselines. This dissertation advances the state-of-the-art in the area of DP-ERM, and provide new insights
of combining ERM technique and privacy protection techniques to train a machine learning model
privately, which greatly benefits the machine learning practitioners to release their model with strong

privacy guarantee.
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CHAPTER I

INTRODUCTION AND SUMMARY

With the omnipresence of intelligent agents in modern society, privacy protection becomes an essential
factor for the welfare of human beings. It not only raises legal issues of data and model release, in domains
where sensitive information are involved, such as education, finance, and healthcare, but also affects peo-
ple’s confidence on the trustworthiness of modern technology. Most Al techniques which raise privacy
issues are based on machine learning models trained on data collected from humans, but utilizing those
dataset is essential for the success of personalized Al. Therefore, it is necessary to protect private infor-
mation while releasing an AI product. Difterential privacy [x] is the state-of-the-art technique of privacy
preserving machine learning/data releasing, which provides protections against strong adversaries, thanks
to its strict mathematical definition.

The topic of my dissertation is about difterentially private empirical risk minimization (ERM) algo-
rithms. It draws considerations into calculating the sensitivity of strongly convex and smooth objectives,
tackling non-smooth regularization by taking advantage of ADMM algorithm, and splitting part of pri-
vacy budget for adaptively selecting step sizes. Each chapter of my dissertation seeks the privacy protection
on one specific type of ERM problems, and utilizes different techniques to guarantee the privacy, but all
the proposed algorithms fall into the recent Rényi differential privacy framework.

The second chapter contains the definitions of differential privacy and Rényi differential privacy. In
the third chapter, a Rényi Differentially Private stochastic gradient descent (SGD) algorithm for convex
ERM is presented. The algorithm uses output perturbation technique and leverages intrinsic randomness
of SGD, which creates a “randomized sensitivity”, in order to reduce the necessary amount of noise to be

added. One advantage of output perturbation is its ability to incorporate a periodic averaging step which



serves to further reduce the sensitivity. Moreover, as a technique to reduce the well-known oscillating
behavior of SGD near the optimum, periodic averaging with warm re-start also improves performance.
The proposed algorithm, RSGD-AR, leverages the averaging step for these two sides of benefits. Rényi
Differential Privacy (RDP) can be used to provide (¢, §)-differential privacy guarantees and hence pro-
vide a comparison with prior work. An empirical evaluation demonstrates that the proposed method
outperforms prior methods on differentially private ERM.

One limit of the RSGD-AR algorithm is that it can only be applied to smooth objective functions.
In the fourth chapter, the problem of optimizing composite objective functions consisting a convex
differentiable loss function and a non-smooth regularization term, such as L; norm or nuclear norm, is
considered under RDP. To solve the problem, two stochastic ADMM algorithms are proposed, one based
on gradient perturbation and the other based on output perturbation. Both algorithms decompose the
original problem into sub-problems which have closed-form solutions. The first algorithm, sSADMM,
applies the recent privacy amplification result for RDP to reduce the amount of noise added. The second
algorithm, Mp AD MM, numerically computes the sensitivity of ADMM variable updates and releases
the updated parameter vector at the end of each epoch. The performance of the two algorithms was
compared with baseline algorithms on both real and simulated datasets. Experimental results show that,
in high privacy regimes (small €), ssSADMM and Mmp ADMM outperform baseline algorithms in terms
of classification and feature selection performance, respectively.

In the fifth chapter, a private algorithm with adaptive privacy budget allocation is proposed, which
can be applied on a broader range of optimization problems. The performance of private gradient-based
optimization algorithms is highly dependent on the choice of step size (or learning rate) which often
requires non-trivial amount of tuning. A stochastic variant of classic backtracking line search algorithm is
proposed in this chapter that satisfies Rényi differential privacy. Specifically, the proposed algorithm adap-
tively chooses the step size satisfying the Armijo condition (with high probability) using noisy gradients
and function estimates. Furthermore, to improve the probability with which the chosen step size satisfies
the condition, it adjusts the per-iteration privacy budget during run-time, according to the reliability of
noisy gradient. A naive implementation of the backtracking search algorithm may end up using unaccept-
ably large privacy budget as the ability of adaptive step size selection comes at the cost of extra function
evaluations. The proposed algorithm avoids this problem by using the sparse vector technique combined

with the recent privacy amplification lemma. Furthermore, a privacy budget adaptation strategy is in-



troduced in which the algorithm adaptively increases the budget when it detects that directions pointed
by consecutive gradients are drastically different. Extensive experiments on both convex and non-convex
problems show that the adaptively chosen step sizes allow the proposed algorithm to efficiently use the
privacy budget and show competitive performance against existing private optimizers.

In the last chapter, an application of differentially private ERM was proposed on the learning to
rank model. Consider the supervised learning to rank task as a general optimization problem, existing
private optimization techniques can be applied on ranking models. However, most datasets used to
train a ranking model are session based and have their own properties. Root on the characteristics of an
information retrieval dataset, a differentially private framework was proposed to protect the information
of users’ preference on the candidate documents. Since for many ranking applications, only the ground
truth scores representing preference come from the users, this framework considers the document feature
vectors as public information, which can be used to measure the sensitivity of the users” information.
One property of the BAYESR ANK algorithm, that the users’ evaluations are only accessed through the
NDCG calculation, is utilized in our privacy analysis, and a sensitivity calculation technique is presented,
which can be used to calibrate the noise injected at each iteration of training. Spectral normalization
technique was further integrated into this private algorithm on neural network models to regularize the
model parameters. Experimental results are performed comparing different approaches of learning to
rank models with different privacy, and the sensitivity calculation technique can improve the utility of

the private model.



CHAPTER 2

PRELIMINARIES ON DIFFERENTIAL

PrRIVACY

Two datasets D and D" are called neighboring, denoted as D ~ D', if D and D’ are differed by one recor

2.1 Differential Privacy

Differential privacy is so far the golden-standard technique used in protecting the privacy of a sensitive

dataset. It is formally defined as follows:

IA

Definition 2.1 ((€, §)-Differential Privacy (DP)). [2/ /1] Given privacy parameterse > 0,0 < §
1, a randomized mechanism (algorithm) M satisfies (€, )-differential privacy if for every event S C
range(M), and for all pairs of neighboring datasets D ~ D,

Pr[M(D) € S] < exp(e) Pr[M(D’) € S]+ ¢ (2.1)

The case where 6 = 0 is referred to as pure differential privacy and the case where § > 0 is referred to
as approximate difterential privacy.
Intuitively, privacy is guaranteed by limiting the impact of every individual element to the output of

the mechanism. Pure differential privacy limits the ability of an attacker to make inferences about the

"There are two typical definitions of neighboring datasets: replacement definition and addition/subtraction definition.
The exact definition used for each algorithm proposed in this dissertation is specified in the “preliminaries” section of each
chapter.



specific record of any individual. Approximate differential privacy provides the same guarantee with high
chance, and allows failure of privacy protecting (e.g. release of the raw data) to occur with probability at
most d. This event is known informally as the “all-bets-are-off” scenario. In practice, 6 needs to be set as
criptographically small.

While approximate DP is a relaxation of pure DP, some other relaxations also exists, such as zero-
concentrated differential privacy (zCDP) [3] and Rényi Differential Privacy (RDP) [4]. These relaxations
do not have such semantic meanings as approximate DP, but they are shown to stand between pure and ap-
proximate DP: they provide weaker protection than pure DP, but stronger protection than approximated

DP, for any given § > 0.

2.2 Rényi Differential Privacy

Define Z = % as the privacy loss random variable. While pure differential privacy requires that
the constraint e™¢ < Z < e always holds, Rényi differential privacy (RDP) constrains it by the Rényi

divergence:

Definition 2.2 (Rényi Divergence). Let Py and Py be probability distributions over a set §) and let o €

(1, 00). Rényi a-divergence D, is defined as:

Dal AP i= — log(Epepy [P () Po() ). (22)

Rényi differential privacy requires two parameters: a moment (order) o and a parameter € that bounds

the moment.

Definition 2.3 ((«v, €)-RDP). [4|] Given a privacy parametere > 0,and an o € (1,400), a randomized
mechanism (algorithm) M satisfies (o, €)-Rényi Differential Privacy (RDP) if for neighboring datasets
D and D',

Do[M(D)[M(D)] < €. (23)

Note that when o = +00, Rényi divergence becomes max divergence and (a, €)-RDP coincides with

pure (€, 0)-DP.



One method to achieve RDP is through the Gaussian mechanism: when a query ¢(D) is taken over
the dataset, the Gaussian mechanism adds an appropriately scaled Gaussian noise ¥ ~ A (0, o*,), and

release perturbed ¢(D) + 7.

Lemma 2.1 (Gaussian mechanism). /4] Let q : D — R¥ be a vector-valued function over datasets. Let
Mbe a mechanism that releases N (q(D), 0*1k). Then for any pair of neighboring datasets D and D' and
any a € (1,400):

Do[M(D)|M(D")] < al3(q)/(20%).

In particular, if o = aA3(q)/(2¢), then M satisfies (a, €)-RDP.

Therefore, when scale the variance 02 = aA3(q)/(2¢), then M satisfies (v, €)-RDP. Gaussian

mechanism relies on the Ly sensitivity A3(q).

Definition 2.4 (L; (resp. Ls) sensitivity). Let g : D" — R be a vector-valued function over datasets.

The Ly (resp. Ly) sensitivity of q, denoted as A1(q) (Aa(q)), is defined as

Ar(q) = sup [lg(D) — q(D")]|,,

DD
forr =1 (resp. v = 2), where the sup is over all possible pairs of neighboring datasets.

Many mechanisms, like the Gaussian mechanism, make the algorithm M satisfy («, €)-RDP for a
series of a, so we can use €(«) to denote the privacy € under moment a.
While the semantics of RDP are still an area of research, it is currently used in practice through

conversion to approximate DP [4].

Proposition 2.1 (Conversion from RDP to (¢, 6)-DP). [i] If M satisfics (cv, ())-RDP, then it satisfies
(€(8),8)-DP for e(8) > e(ar) + 25079

«

Therefore, to compare an RDP algorithm with an (e, §)-DP algorithm, one can do the following.
First, one chooses an €’ and a very small 9’ > 0 with the intention of providing strictly stronger privacy
protections than (€', 6')-DP. Then one uses the above conversion result to find corresponding v and €(v)
parameters for (o, €(a))-RDP.

Similar as DP, RDP has below composition properties:



Lemma 2.2 (RDP composition). /4 For randomized mechanisms My and My applied on dataset
D, if M satisfies (v, €1)-RDP and M satisfies (o, €3)-RDD, then their composition My o My satisfies
(Oé, €1 + 62)-RDP.

The composition lemma can be used to quantify the privacy leak for a mechanism with multiple data
accesses.

In many especially empirical risk minimization algorithms, it is common that the mechanism is taken
over a randomized subsample of the dataset B, instead of the whole dataset D. Then, applying a private
mechanism on the subsample B would satisfy (cv, €(cv))-RDP with respect to B. Due to the subsampling
procedure, the mechanism would satisfy an amplified privacy with respect to the whole dataset D, as given

by the following lemma.

Lemma 2.3 (RDP for subsampled mechanism: sampling without replacement). [s/ For a randomized
mechanism M and a dataser D ~ D", if M satisfies (x, €(&))-RDP with respect to B, where B is a
subsample of D by subsampling without replacement m datapoints from D (denote ¢ = m//n as sampling

ratio). Then M satisfies (x, € (&))-RDP with respect to D for any integer o« > 2, where

€ (a) <

1 (0 . ¢ . @ s V(i
1 log (1 + q2(2) min {4(6 2 _ 1),2e (2)} + ;qj <j>2€(] 1) (])) .

When the dataset D is privately accessed through a Poisson subsampling procedure, then the overall

privacy can be amplified the the following lemma.

Lemma 2.4 (RDP for subsampled mechanism: Poisson sampling). /6] For a randomized mechanism
M and a dataset D ~ D", if M satisfies (x, (o) )-RDP with respect to B, where B is a subsample of D
sampled by B = {d;|1; = 1,1, S Bernoulli(q) fori € [n]}. Then then M satisfies (x, € (x))-RDP

with respect to D for any integer 0 > 2, where

€ (o) < log {(1—¢)* (g —q+1)

x a—2 € - x a—l _(I-1)e
+(2>q2(1—Q) 26(2)+32(Z)ql(1—@0 D0
=3

x—1



CHAPTER 3

RENYI DIFFERENTIALLY PRIVATE ERM

FORSMOOTH OBJECTIVES

3.1 Motivation

There are three major ways to achieve differential privacy for empirical risk minimization algorithms:
gradient perturbation, objective perturbation, and output perturbation. The latter two do not take the
effort to composite privacy leak through multiple data accesses, but rely on careful analyses on the property
of the objective function and/or the training mechanism. The first algorithms of each type were proposed
by Chaudhuri et al. in one paper [7], which claimed that objective perturbation is more eflicient than
output perturbation. However, their output perturbation algorithm is based on an upper bound of
the difference (sensitivity) of the optimal solutions when the convex objective function is applied on
neighboring datasets, without looking into any specific optimization algorithm. This algorithm not only
relies on a loose bound, but also suffers the same drawback as the objective perturbation mechanism
does: privacy is achieved only if the problem is exactly solved, which is often impossible for complicated
functions. Later, several extensions have been proposed on the output perturbation algorithms, such
as the private full gradient descent algorithm from [8] and the private disjoint mini-batch permuting
algorithm from [9], and both algorithms have significant heuristic improvements thanks to their tighter

sensitivity calculation. This chapter is a further extension on this route, where an innovative “randomized



sensitivity” is calculated and used to achieve privacy through the analysis of Rényi divergence, and the

level of noise perturbation is further reduced through periodic averaging of model parameters.

3.2 Introduction

Research on machine learning with differential privacy (DP) is nearing the point of making it practical
to build effective models that strongly protect the privacy of individuals in the training set |79, 11-17].
The introduction of Rényi differential privacy (RDP) [4] offers the promise of additional significant
improvements in accuracy in exchange of a very modest relaxation in privacy guarantees.

In this chapter, we propose a novel Rényi difterentially private stochastic gradient descent algorithm
for convex empirical risk minimization models that outperforms prior work. This method uses output
perturbation (with numerical computation of sensitivity) along with the randomness of mini-batches
inside stochastic gradient descent to protect privacy.

Let D = {d;,dy, - - - ,d,} beadataset of niid. samples drawn from an underlying distribution D.
The training of many models, including logistic regression and support vector machines, can be reduced

to solving an equation such as:

w" = argmin F(w, D) := S Z f(w,d;),

weo n
where f measures the Joss of the model with parameter vector w on one data point d,. This procedure is
known as Empirical Risk Minimization (ERM). In many cases, f is convex and twice differentiable with
respect to model w [7,8].

With privacy, the goal is to return a noisy version of the optimal parameter vector w*, where the noise
distribution must satisfy (Rényi) differential privacy constraints [4] to ensure the confidentiality of every
record in the training data.

Our solution has the following key features. First, it uses a variation of mini-batch permuting stochas-
tic gradient descent (SGD). This choice provides a computational speedup over full-batch methods [8,17]

and also has implications for privacy: For a large enough dataset, SGD can train a model with many fewer

"This chapter is a slightly modified version of [1o] published in AISTATS 2019 Proceedings and has been reproduced here,
complying with author rights.



passes over the data than full-batch gradient descent and so each data point has a smaller influence on the
optimal parameter vector.

Second, we use output perturbation (e.g. where additional noise is added to the optimal parameter
vector [{8,/9]) instead of gradient perturbation (e.g. where additional noise is added to each mini-batch
gradient [13,14517,18]). This choice allows us to perform periodic averaging of the intermediate parameter
vectors encountered in SGD. In convex ERM problems, averaging helps improving convergence (intu-
itively by reducing the oscillations around the optimum) [19]. Crucially, we show that averaging also helps
reducing noise injection to protect privacy. Furthermore, when the input data are initially permuted, the
SGD updates are a random combination of many contraction mappings and one expansion mapping.
This random behavior allows us to further reduce the amount of noise that is necessary to protect privacy.

By working in the framework of Rényi difterential privacy, we are providing a stronger privacy guar-
antee than (¢, 0)-differential privacy yet can still compare against algorithms for (¢, §)-DP using RDP to

DP conversion theorems [4]]. The contributions in this chapter are summarized as follows:

* We propose a private algorithm based on SGD and output perturbation, for solving convex and smooth

empirical risk minimization problems under Rényi differential privacy.

* The inherit randomness in SGD means that the influence of one data point on a parameter update is a
random variable. We take advantage of this randomness to reduce the amount of noise that is necessary

for protecting privacy with output perturbation.

* Typically, SGD makes slow progress as it approaches the optimum. To counter this effect, we add
periodic averaging steps to reduce the oscillations of SGD and to further reduce the amount of noise

that is necessary for output perturbation.

* We perform extensive experiment on real datasets against other recently proposed algorithms. We em-

pirically show the effectiveness of the proposed algorithm for a wide range of privacy parameter values.

The rest of this chapter is organized as follows. In Section we review the related work. In Section
we provide background on differential privacy and convex ERM. We present our algorithm in Section[3.5|
and experiments in Section Sectionconcludes this chapter.

10



3.3 Related Work

The problem of differentially private optimization has received a great deal of attention from the machine
learning community, especially in the context of ERM [7Hg,11-18l20]. There has been significant advances
in both theoretic and algorithmic development.

Bassily et al. [13] derived the minimax lower bound for excess empirical risk and proved that their
private variant of SGD matches the lower bound. They used a gradient perturbation approach in which
the algorithm optimizes the objective function only using gradients perturbed by random noise. However,
their private SGD algorithm requires prohibitively large, O(n?), number of iterations. In [is], Wang
et al. also take the gradient perturbation approach to privatize an accelerated version of SGD, called
SVRG [21]. They showed that their algorithm also matches the lower bound with improved gradient
complexity. Talwar et al. [22]] further refined the bound for a specific task by adding more restrictive
constraints. Abadi et al. [14] showed that private SGD can be successfully used for deep learning using
techniques that would later be known as Rényi differential privacy [4]. Feldman et al. [23] analyzed the
privacy amplification effect of noisy contractive mapping in Stochastic Gradient Langevin Dynamics
(SGLD), which perform SGD updates using Gaussian noise perturbed gradients. A technique called
PATE [16] dramatically improved the private training of deep networks but requries a large public dataset.
Using concentrated differential privacy (CDP) [3], Lee and Kifer showed that private full gradient based
algorithms can be improved in practice with step size selection and careful allocation of privacy budgets
between iterations [17].

The works most similar to ours are that of Wu et al. [9] and that of Zhang et al. [8]. The former
proposed an output perturbation [2,7,8|] based SGD algorithm in which noise is calibrated according to
the stability analysis of gradient descent. The use of randomly permuted mini-batches in their algorithm
is for utility only, whereas we analyze how permutations affect privacy cost (i.e., how they compose with
output perturbation and require less additive noise). The latter also used the output perturbation to pri-
vatize full batch gradient descent. Output perturbation approaches must derive bounds on the sensitivity
of the underlying non-private algorithm and the added noise scales with this bound. The calculation
of sensitivity in these prior works often use loose inequalities, resulting in higher noise levels than are
necessary. We use numerical computation of sensitivity to substantially decrease the amount of noise

added to protect privacy.
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Table 3.1: Summary of symbol definitions

Symbol Definition Symbol Definition
D dataset B mini-batch of data
d a datum record m number of mini-batches
D data universe 1,7 iterate through data records/mini-batches
X feature record of a datum n step size
X feature universe S epoch number
Y target record of a datum T total epochs
y target universe t, k iteration number
n data size « order of Rényi divergence and RDP
w model vector € privacy budget of DP or RDP
e model universe ) privacy parameter of approximate DP
F objective function of D 7y Gaussian noise sample
f objective function of d o? variance of Gaussian noise
I identity matrix A sensitivity
P contraction coefficient R bound of gradient norm
7 parameter of strong convexity A regularization coefficient
L parameter of smoothness T averaging interval

Chaudhuri et al. [7] proposed a general framework called objective perturbation as an alternative to
gradient and output perturbation: They produce a random objective function by adding a linear noise
term to the original objective. To ensure privacy, the resulting problem must be fully solved to optimally
using an off-the-shelf optimizer. Kifer et al. [12] further improved the utility of the objective perturbation

method by using (e, §)-DP. Again, the optimization must be solved to optimality (whereas in practice,

most optimizers stop with an approximate solution).

3.4 Preliminaries

Arecordd; € D = X x Yisatuple (observation) (x;, y;), where x; € X isa feature vectorand y; € )
is a target (label). A dataset D € D" is a set of n records {d;,do, - -+ ,d, }. Two datasets D and D’
are called neighboring, denoted as D ~ D', if D’ can be obtained from D by replacing one record with

another one from D In this chapter, || - || denotes the Ly norm of a vector. A summary of symbols used

in this chapter is presented in Table
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3.4.1 Convex Empirical Risk Minimization

Recall that a record d; consists of a feature vector x; and a target ;. In the empirical risk minimization

framework, fitting many convex models can be rephrased as optimizing the following equation.

w* = argmin F'(w, D) Zf W, X, Yi) (3.1)

weo

where © is a convex parameter space. F is called the objective function defined on the dataset and f is
known as the Joss function of one record (while the terms “objective function” and “loss function” are

used interchangeably in some literature). For example a regularized logistic regression model can be fit to

a dataset by solving w* = argmin,, + >°7" | (log(1 4 e %)) 4+ X||w/||3), in which case the function

f equals log(1 + e~%(W*)) 4 \||w]|3. Following prior work on private convex ERM (e.g. [7,8,17]), we

impose the following conditions on f.

1. Differentiability. Loss function f is continuously differentiable with respect to w and has a con-

tinuous Hessian except on a set of Lebesgue measure 0.

2. L-smooth. There existsan L > 0 such that forany w, w’ € © andforalld; = (x;,y;) € X x ),

IVf(w,di) = Vf(w',di)ll2 < Llw — w'[|,.

3. Strong convexity. There exists a ;¢ > 0 such that f(w, d;) is pi-strongly convex in the first argu-

ment, i.e., for any w, w' € © and any d;,

FW o) > f(w,di) + Ff(w,do)T (' = w) + 5w = w3

4. Bounded Gradient. There existsan R > 0 thatsatisfies |V f(w, d;)|| < RforVw € ©,d; € D.
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Conditions and i imply bounds on the eigenvalues of the Hessian [24], i.c. for Yw € © and
d; € D,
ul < V2 f(w,di) < LI (32)

except on a set of Lebesgue measure 0. Typically the bounded gradient condition is satisfied by ensuring

that the feature vectors x; lies inside a ball of some radius R’.

3.4.2 Gradient Descent Operator

Empirical risk minimization, especially in large-scale problems, is often solved with stochastic gradient
descent (SGD). At each iteration, SGD chooses a random subset of training data B, called a mini-batch.
It uses the gradient on the mini-batch to approximate the full-data gradient of F"in then updates the

parameter vector W as follows:
Nk
Wit = Wi — — >V f(wy,dy), (33)

where 7, > 0 is the step size (which slowly decreases with iteration k). We use the notation V f5 to
denote the mini-batch gradient for B, ie., V f5(-) = ﬁ > ics Vf(-,d;). The SGD update in can

be viewed as an operator on the parameter space © defined as

Te(-) =Md(-) =0V fa(), (3.4)

where Id is the identity operator. When fp is smooth and strongly convex, T forms a contraction
mapping [2s]], which means that applying 75 to any two parameter vectors W, w' € © (using the same
mini-batch B) shrinks the distance between w and w’ by a constant factor. Mathematically, for any
w,w € O, we have ||Tp(w) — Tg(W')|| < p||lw — W'||, where p < 1 is a contraction coefficient.
Note that in (Rényi) differential privacy, a pair of neighboring databases D and D’ might produce slightly

different mini-batches B and B’, which will require us to compare 75 (w) with T/ (W’).
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3.5 Algorithms

3.5.1 Vanilla Mini-batch SGD

We begin the description of our private SGD algorithm starting with a plain version shown in Algorithm
which, modulo a few small details, is equivalent to the bold-on method of [9]. We will then add in
optimizations that improve performance, resulting in our proposed method, shown in Algorithm|s.3|
Algorithm [3.1]is a non-randomized SGD method. We will later add randomness into the mini-batch
construction by permutating record order. Please note that the randomness we sue is different from
competing private approaches. For instance, Abadi et al. [14]) base their privacy analysis on the assumption
that each mini-batch is an independent random sample of the data (also known as Poisson subsampling).
Such random sampling is a slow operation. Hence practical implementations do not use this approach.
Instead they permute the data and form disjoint mini-batches by taking consecutive records from the
permuted data (the resulting mini-batches are therefore not independent since they cannot overlap). Thus
we base our privacy analysis on the assumption that the data have been permuted in order to create disjoint

mini-batches.

Algorithm 3.1 Vanilla Stochastic Gradient Descent Algorithm (NSGD)

. Input: dataset D, number of epochs 7', initial step size 7y, number of mini-batches m, noise scale
2

parameter o

Split D into mini-batches By, By, - - - , By—1

Initialize wq

R

3:

41+ 0

s: fors =1,2,--- ,Tdo

6: 14 1o/s

7: forj=0,1,--- ,m—1do

8: t+—t+1

9: W & W1 — 77|?1j‘ Ziij Vf(wi1,d;)
10: end for

11: endfor

12: Sample e N(O, 02)
: Output: Wy,;,, = Wy + 7y

Contraction Mapping. Let us first analyze Algorithm It is similar to standard (mini-batched)

SGD in that it updates parameters by iteratively applying the SGD operator 7T, to the current iterate,
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ie, Wiy < Tp;(Wi). One important difference is that, while standard SGD constructs the i batch
B; by randomly selecting the records in the batch, NSGD builds the B; by splitting D into m mini-
batches, denoted by By, By, - - - , By,—1, and then accesses them sequentially in a cyclic order. This type
of algorithm is known as the incremental gradient method [26]] and has been widely used to solve large-
scale problems.

This sequential access has important implications for our sensitivity analysis. Let D and D’ be neigh-
boring datasets. If D is the input to the algorithm, then the algorithm will split it into mini-batches
By, By, -+, By,—1 and will iteratively produce a sequence of parameter estimates Wo, Wi, Wo, - - - |
where W is some initial starting value, and for ¢ > 0, the model updates are performed using the SGD
rule W, < 75, | .oi..(Wi_1). On the other hand, if D’ is the input, the algorithm will split it into
mini-batches B, By, - - - , B}, _; and produce a sequence of parameter estimates Wy,, W}, W5, - - - , where
(Wiy).

Following [9], note that since D and D’ differ on the value of one record, there will be a j such that

wo = Wy is the default starting value and the model updates use the rule wy < T,
mini-batches B; and B, differ on the value of one record. Foralli # j,i = 0, ..., m—1, we have B; = B.
This means that as long as (t mod m) # j, w,1; and w;_ | are obtained using the same operator 7,
(ie., Wer1 « Tp, (W) and wi | < Tp,(w})). Now, when the loss function f satisfies condition 1, [2}
andin Section operator 7 p, is a contraction, so that the parameter estimates move closer to each
other. Thatis, let Ay 41 1= ||W; 11 — W, [ and A, := ||w; — W;|, then the contraction property means
that A < Ay

However, when (¢ mod m) = j, the parameter updates use different operators: T, and 7733_ SO
Wi < Tp,(Wi) and wiy < Tp:(wy). In this situation, the operators force the parameter estimates

further apart. This discussion is summarized in the following lemma.

Lemma 3.x. Let B and B’ be mini-batches that differ on the value of one record. Define the operator
Te() = Id(-) — 0V fs(-) (and similarly for B'). Let W and W' be any two vectors in ©. Let p =
max{|1 — nu|, |1 — nL|} (where i is the strong convexity parameter and L is the smoothness parameter).
Then:

175(w) = Ta(W)|| < pllw — w|| (35)

2nR

IT5(W) = Te(w)l| < pllw — w'[| + Bl

(3.6)
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where the first equation shows the effect of using the same operator T and the second equation shows the

effect of using Tp to update W and a different operator Tp to update w'.
Proof. We first consider the case where the same operator 7 is applied to both w and w', i.e., B = B’
[Ts(w) = Te(W)|| = [|[w =0V fe(w) — (W =V fz(w))]

= [lw —w' = n(V/fe(w) = V(W)

i {T—nV2fp(w +s(w—w))}Hw—w)ds

< [ = o+ stov = W)~ )
< [ 1= 9t st =l — s
< [ st sl — w)ilas

< sup 1 19 fofa)l v )

< max{[1 —nul, [L = nL}|(w — w)]|

wherez = W' + s*(w — w'), s* € [0, 1] is a point on the line segment joining w and w'.
Now we consider the case where B and B’ differ by one record. Let £ denote the index of record at

which D and D' differ, i.e., d; = d; foralli # £, and d¢ # dl&' We introduce the following equality.

Vis(w) = Vg (w |B|{wad ) VAW, d’}

i€B 1€B’
_E{vf(wv dE) - Vf(W/, d&) + vf(wl7 df) - Vf(wlv dlg)
1€B,i#E

il (T70.d0) = V) 4 3 V) - ') |

i€B

(Vf(W d¢) — Vf(w',dy))

1
BE]
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Using this equation, we get

[Ts(w) = T (W)|| =l w = 0V fa(w) — (W =0V fz (W)
=llw = w' = n(Vfp(w) = Vp(W))l

:HW‘W’ — (Vfa(w) = Vfa(w) = (VAW de) =V f <W/’d/f>)H

|B|
<[lw —w' = n(Vfs(w) = V(W) + = |B| V(W' de) = V(W' d)l
<lw =’ = (7 fo(w) = V5w )| + 7
2nR
1Tt~ T ;H w2
n
<pllw = w'|l + —+ B
where the second to last inequality is due to our requirement on the boundedness of gradient. ]

If we use a fixed step size 1), instead of diminishing step size, in Algorithm(i.e. removing Iine and
set m = 1, then the naive algorithm coincides with private full-batch gradient descent (GD) proposed
in [8]. The following Theorem shows how the sensitivity of the resulting algorithm can be computed

using the recurrence relation from Lemma

Theorem 3.x. If we run Algorithmls.i|for arbitrary number of epochs with a fixed step size n, its sensitivity

A satisfies
2nR
AL —0s (3.7)
|B[(1—p™)
_ 2R
where p = max{|1 — nu|, |1 — nL|}. In particular, when m = 1 and n = L+u A< e

Proof. Let D and D' be any two databases that differ on one record. Given a fixed randomness in data
permutation, let By, - -+ , B,y and B, - - - , B}, _; denote m disjoint mini-batches for D and D', re-

spectively. Then there exists an index j such that B; # B} and B; = Bjforalli # j.

Algorithm on input D generates a sequence of solutions Wo, Wi, Wo, - - -, using the rule w; <
TBi 1 woa m (Wi—1) (and similarly on input D" using 7. Define A®) 35 the difference between w; and

w/, at the end of k™" epoch. Provided that the algorithm for input D and D’ starts with the same initial
solution, i.e., Wy = Wy, Lemmashows that the first j — 1 updates in an epoch will be contractions,

the j*" updates will be an expansion, and the remaining m — j updates will be contractions. Therefore,
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at the end of the first epoch, we have AW < pmI %. In the second epoch, there will be again j — 1

contractions, one expansion, and m — j contractions. Hence, we have

i . 2nR i
A® <, a(p(p] 1A(1))+W) _ g e

Likewise, at the end of the k" epoch,

InR
AP < pm—J’n?‘ (p(k—l)m + p(kf—Q)m +op" F 1)
Therefore, 4
i AR — P I2nR < 2nR
AT S B ) = TBIA - o)

since 0 < p < 1. Since p = max{|1l — nu|, |1 —nL|} is a function of 7, the value of 7) can be optimized

to minimize p (i.e. to obtain the maximum contraction). It can be calculated that p has the minimum

value ofé—;z whenn = Liw’ which is when |1 — nu| = |1 — nL|. Plugging p = é—;z andm = 1
into (3.7) results in the second claim. O

Note that the above sensitivity is tighter than the one computed in [_8], which is %

Sensitivity Calculation. With a fixed number of epochs and a step size 77, that depends on the epoch

number s, we can use Lemma as follows. If D and D’ only differ in the last mini-batch, then their

2mR
|B|

initial parameters are the same. After the first epoch, they differ by at most , after then second, they

mQ@‘R + 2‘77];‘1'%, and so on. It is easy to see that it is the worst case (upper bound is

differ by at most p
maximized), when D and D’ differ on the last of the m mini-batches, and hence this upper bound (which
can be computed numerically) is the sensitivity. After the last epoch, noise with variance 02 = aA?/(2¢)

can be added to the final parameter vector to achieve (c, €)-RDP.

3.5.2 Randomized Permuted Mini-batches

If we permute the data once before starting the SGD updates, then the mini-batches become randomized
and are subsequently processed in cyclic order. This allows us to add less noise because, with randomized
mini-batches, it is no longer possible to create “bad” neighbors that always differ in the last batch: Now

the mini-batch they differ in will be 0, 1, ..., m — 1 with equal probability %
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Algorithm 3.2 Sensitivity and Privacy Calculation

. Input: total number of epochs 7', initial step size 779, number of mini-batches m, mini-batch size
| B|, upper bound of gradient norm R, probability vector g, noise scale o2

function CompUTESENSITIVITY(T, M, 1), |B|, R)

2

3 Initialize A[:]

4 fory)=1,--- ,mdo

5 Aljl+ 0 > initialization
6: end for

7 fors=1,---,Tdo

8 1< 1o/s

9 p « max{|l —npul,[1 —nL[}

10: fOl‘jZl,--',me

1 Al:] <= pA[] > contraction
12 Alj] + Alj] + % > expansion
13: end for

14: end for

15 Output: A
16: end function
17: function CoMPUTEPRIVACY(0r, A, q, 02)

18: Ha ~—0
19: fOl‘jZl,-",me

H, < H, + q[j] x exp(a(a — 1)A[j]*/(20?)
20: end for

an: Output: ¢ = log(H,)/(a — 1)

22: end function

Let D and D’ be any two databases that differ by one record. Consider what happens when the
algorithm is run with input D (world 1) and with input D’ (world 2). Given the same input randomness,
when the data are split into mini-batches, for any j = 1, ..., m, with probability % world 1 and world
2 will differ in the j*" mini-batch only. So, starting with the same initial model weight vector wy, the
first j — 1 model updates in an epoch will be contractions, the j* update will be an expansion, and the
remaining m — j will be contractions again. Hence, after the first epoch, the difference in weights between
the two worlds is at most A = p™=92n, R/| B|; and after the second epoch, the difference is bounded

by A® = pm=i(p AW + 2, R/| B|), etc. In the end, the algorithm adds Gaussian noise to the vector.
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This scenario can be abstracted as follows. There exists a set of mechanismsf| M1, My, - - - , M, with
associated Lo sensitivities Ay, Ag, - -+ , A, and an associated probability vector q = [g1, 42, - - , ¢
(which adds up to 1). An algorithm M, on input D, randomly samples an index i 1, ..., m according to

q, and returns M; (D). An upper bound on the privacy cost of M is given by Lemma

Lemma 3.2. Define H,(Py; P) = ela=DDa(PUIP2) | Lo My, Moy, -+, M,,, be mechanisms and =
(@1, G2, -, Gm)] be a probability vector over [1,2, - - - ,m|. Let M, on input D, sample i ~ q and return
M, (D), and let D' ~ D. Then

Ho(M(D); M(D')) < quHa(Mj(D);Mj(D’)).

Proof. For each j, let P{ and PJ be the distributions of M, (D;) and M, (D), respectively (D and Dy
can be neighboring). Let P; be the distribution of M (D7) and P, be the distribution of M(D5).

Ho(M(D1); M(D3)] = Epp, [Pr(2)* Po() ]

= Een (Y0P @)/ Y 4P ()]

el (SR )|
o (S 4R LY
<mn[S 4O ()]

= 4,y [(PL () P{(2))"]

M

q;Ho (M;(Dy); M;(Dy))

7=1

where the inequality comes from Jensen’s inequality (since the function z — 2 is convex for & > 1 and

the second to last equality comes from using the definition of expected value. O

>For example, M can apply a function f; on the input data and then add AV (0, oT) noise to the answer.
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The final privacy cost of M can be obtained by noting D, (P, || P2) = log(Hu(P1; P))/(a — 1).
The function COMPUTESENSITIVITY in Algorithm3.2Jcombines Lemmals.jand[3.2|to compute the

A’s corresponding to the version of Algorithmin which data records are firstly randomly permuted.

3.5.3 SGD with Averaging

One of the drawbacks of SGD is its progress slows as it approaches the optimum (due to the requirement
for diminishing step size [27], it has sub-linear convergence rate even when the objective function is
strongly convex). To alleviate this problem, every 7 epochs, RSGD-AR performs averaging of parame-
ters [28}/29] (line[s]) over the most recent 7 epochs. It then resets the step size (line[i6]), thus emulating
restarts. Instead of starting from scratch, the algorithm uses the averaged value of last m 7 iterates as the
starting value of the restart [30]). It is known that both averaging and warm restarts help improve conver-

gence properties of stochastic approximation algorithms. The full algorithm, with these enhancements,

is described in Algorithmfz.3las RSGD-AR.

Algorithm 3.3 Revised Stochastic Gradient Descent with Averaging (RSGD-AR)

. Input: dataset D, number of epochs 7', initial step size 1), averaging interval 7, number of mini-
2

batches m, noise scale parameter o

2: Randomly permute the dataset D

3: Construct mini-batches By, By, - -+ , By—1

4: Initialize w

s: t< 0,h+ 0

6: fors=1,2,---,T do

7 h+ h+1 B> epoch count of each run
8 N<10/s

9 for)=0,1,--- ,m—1do
10: t+—t+1

1 Wy < Wi — 77|B—1j‘ Ziij Vf(wi1,d;)

12: end for

13: if s mod 7 = 0 then
14: t—t+1

150 Wy — % Yo Wiy, > averaging
16: h <+ 0 D> step size reset
17: end if

18: end for

19: Sampley ~ N(0, 0?)
200 Output: Wy, = Wy + 7y
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LetT; = j7 denote an epoch at which the j* averaging is performed (so it is update number jm7+ ).

jmT+4+5—1 1 jmT+j—1

< — —w, 8
<— > Iwe-wil 69

k=(j—)mr+j

I B P SRR
k=(j—1)m7+j

Thus, for a given permutation of the data, we can average the upper bound on parameter differences
before applying Lemma That is, every 7 epochs, we average the most recent m7 values of A values in

Algorithm Putting it all together:

Theorem 3.2. Algorithm|3.3\with averaging satisfies (o, €)-RDP, where

a(a—1)(A[JH* 1)(A
log ( Z e 202 ) . (39)

Proof. Let D and D' be neighboring datasets. Let M ; be a mechanism with associated sensitivity A[j].
Given the randomly permuted input dataset, Algorithm|3.3} denoted by M, chooses M ; with probability
¢j = 1/mand releases the output using the Gaussian mechanism with noise scale parameter 0. We show

that the Rényi divergence between the output distributions of M is bounded by e.

Do(M(D)[|M(D)) = log Ho(M(D); M(D"))

-1

i 7 log (g:qua(Mj(D); Mj(D')))

IN

VAN
o
—_
—_
)
0]
N
3=
NgE
o
2
Q
=
b
=,
[V
~
Do
q
[ V)
~_

where the first and second inequalities are due to Lemmas and respectively. O

The function CoMPUTEPRIVACY in Algorithm 3.2}computes the privacy parameter € based on

A’s at the end of training, q = [%, e %], and the noisy scale o2
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Table 3.2: Summary of datasets

Dataset Size Dimension
Adult 48, 842 124
Bank 45,211 33
IPUMS-BR 38,000 53
IPUMS-US 40,000 58

KDDCupgo 4,898,431 120

3.6 Experimental Results

This section shows the experimental set-up and results of proposed algorithm, comparing with several

private baselines.

3.6.1 Datasets

We evaluate the performance of the proposed algorithm using s real datasets: (1) Adult [31,32] data ex-
tracted from the 1994 US Census Data. (2) BANK [32] data about marketing campaigns of a finance
institution. (3) IPUMS-BR and (4) IPUMS-US data extracted from IPUMS data [33] (5) KDDCup99
data [34] collected from a simulated network. Table 3.2 shows the number of records and number of

attributes (after pre-processing).

3.6.2 Preprocessing

We performed the following standard preprocessing operations. Every categorical attribute is converted
into a set of binary variables using one-hot encoding. For each unique category, a new binary attribute is
created. All numerical attributes are re-scaled into the range [0, 1] to ensure that they have the same scale.
Additionally, for those methods that require feature vectors to lie inside a bounded space, we normalize

each observation to a unit norm (i.e., [|z||s = 1 fori = 1,2,--- ,n).
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3.6.3 Baselines

We compare the proposed algorithm, RSGD-AR, against seven baseline algorithms, namely, OB-
JPERT [7,12], OuTPERT-GD [8], DP-AGD [17], SGD-MA [14], NSGD (described below), No~-
PRIVATE,and MAjoRITY. OBJPERT is an objective perturbation method that optimizes the objec-
tive function pertured with random noise. OUTPERT-GD is an output perturbation method that
injects Gaussian noise to the solution obtained by running GD with a fixed step size. DP-AGD is a
gradient perturbation method that uses carefully chhosen step sizes with adaptive privacy budget. SGD-
MA is also a gradient perturbation based SGD algorithm that uses an improved composition method,
called moment accountant. NSGD takes the Vanilla algorithm (essentially equivalent to [9]) but uses
numerical sensitivity calculations to reduce added noise. NoNPRIVATE optimizes the objective with
L-BFGS [35]] and does not add noise to achieve privacy. MAJORITY predicts the most frequent label. We

repeat s-fold cross validation 20 times and report average classification accuracy and final objective value.

3.6.4 Hyper-parameter settings

Throughout all the experiments, the value of privacy parameter § is fixed to 10~® for the Adult, Bank,
IPUMS-US, and IPUMS-BR datasets and to 1072 for the KDDCupg9 dataset. The mini-batch size is
fixed to 4,000 for RSGD-AR and y/n for SGD-M A, where n is the size of dataset.

3.6.5 Logistic Regression and SVM

We compare performance on two different tasks: regularized logistic regression (LR) and support vector

machine (SVM). For logistic regression, we define

A
F(w, %3, 1) = log(1 + exp(—y;w' x:)) + S| w3, (3.10)

where x; € RPFL ;€ {—1,+1}, and A > 0 is a regularization coefficient. The value of \ is fixed
to 0.001 in all experiments. Figure[3.] shows the classification accuracy (top) and final objective values

(bottom) of algorithms on the four datasets. For all the values of € tested, the proposed RSGD-AR

’We omit a comparison to the noisy SLGD in [23] because, due to its large per-iteration noise requirement, for small
values of ¢ and datasets used in our experiments we observed it diverges unless € is very large.
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algorithm consistently outperforms or performs competitively with other baselines. In all figures, the
accuracy of SGD-MA suddenly surges to almost that of non-private algorithm at a certain value of €
(because, for each privacy budget it can handle, we ran it with multiple choices of pre-specified number
of iterations, to tune its performance).

For SVM, in order to satisfy the differentiability conditions in Section we use the huberized

hinge loss function [7,36|] defined as

A
FW, X4, Yi) = lhuber(yw' x) + §HWH§7 (3.1x)

and the unregularized hinge loss

0 ifz>1+h
ghuber(z) = ﬁ(l + h, — 2’)2 lf‘l — Z‘ S h (3'12')
1—2z2 ifz<1—h

where /1 is a hyperparameter. In our experiments, we fixed A = 0.5. The performance of the proposed
algorithm on SVM task is shown in Figure As it is shown, RSGD-AR outperforms or achieves

similar performance with other baseline algorithms.

3.6.6 Performance and Processing Time on Large Dataset

We evaluate the proposed algorithm on KDDCupg9 to demonstrate the performance on a large dataset.
Figure[s.3lhows the performance of LR and SVM. For LR, output perturbation methods perform better
when € is small while gradient perturbation methods outperform when ¢ is large. This is because the
sensitivity is inversely proportional to the dataset size to output perturbation methods.

To compare the speed of algorithms, we generated 5 sub-samples of size 50K, 100K, 150k, 200K,
and 250 K" from KDDCupg9 dataset,and measured each algorithm’s processing time on them. As shown
in Figure OBJPERT which uses L-BFGS to solve the perturbed problem is the fastest. It is observed
that L-BFGS finds an approximate solution with reasonable accuracy on KDDCupg9 dataset in less than

20 iterations. While our method requires more iterations, it is almost as fast as the OBJPERT algorithm.
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3.7 Conclusions

We presented an SGD algorithm for Rényi differentially private convex empirical risk minimization. It is
based on output perturbation, which allows it to take advantage of an averaging technique for accelerating
SGD, and also accounts for the added privacy caused by batch randomization. This algorithm is suitable

for large scale problems and experimentally outperformed prior (e, §)-differentially private algorithm.
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CHAPTER 4

RENYI DIFFERENTIALLY PRIVATE
ADMM rorR NoN-SMOOTH

REGULARIZED OPTIMIZATION

4.1 Motivation

One drawback of the RSGD-AR algorithm proposed in Chapter is that it requires the smoothness
of the objective function, including the regularization portion. Such restriction is held for many other
output and objective perturbation algorithms, such as [8,12]. However, there exist many non-smooth
regularizers popular in application. For example, L; regularized logistic regression is famous for learning
on sparse data and feature selection. Despite the non-differentiability of non-smooth regularization, most
gradient perturbation methods can still be used on these problems, but perturbations have to be applied
on proximal gradients, where the performance can be adversely affected with the existence of noise. In
this chapter, a novel private ERM algorithm is presented, where the data-dependent model training and
the data-independent regularization are separated by the stochastic ADMM algorithm, and performed in
an augmented manner. By this separation, closed form solutions can be obtained for both portions, and

proximal gradients for the non-differentiable part can be avoided.

"This chapter is a slightly modified version of [37] published in ACM CODASPY 2020 Proceedings and has been repro-
duced here, complying with author rights.
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4.2 Introduction

Concerns on privacy of individuals in the data used for training machine learning models have led to
extensive research on private model building techniques [7, 8} 10} [r2-15]], especially in the context of
Empirical Risk Minimization (ERM). Let D = {d;,ds,...,d,} be a dataset, where d; € D for
¢ = 1, ...,n. Many machine learning problems can be formulated as regularized optimization problems

of the form:

I)?Giél F(x,D) := % Z f(x,d;) + Ah(x) (4.1)
i=1

where A > 0 is a regularization coefficient, f : © x D — R is a smooth convex objective function, and
h : © — Risasimple convex zon-smooth regularizer such as L;-norm or nuclear norm. This formulation
has received substantial attention as it arises in many interesting applications of machine learning such as
generalized LASSO [38], matrix recovery [39}40]], and a class of L; regularized problems. Despite recent
advances in methods for differentially private ERM, many existing solutions are not directly applicable to
the problem in due to requirement for differentiability [8,10,13,14] or strong convexity and smooth-
ness [7] of the regularization term h(x). Alternating direction method of multipliers (ADMM) [41] has
shown to be effective in solving optimization problems with complicated structural regularization.

In this chapter, we propose two stochastic ADMM algorithms that satisty Rényi Differential Pri-
vacy (RDP), namely subsampled stochastic ADMM (ssADMM) and model perturbation based ADMM
(mpADMM). The first algorithm has the following key features. First, ssADMM is scalable and fast. The
algorithm splits the composite objective function into differentiable and non-smooth terms, > . f(x, d;)
and h(x), using the ADMM framework. The differentiable term is further approximated by the first order
Taylor expansion and linearization as in [42]]. This approximated augmented Lagrangian function has
a simple analytical solution. For the non-smooth regularization term h(x), ssADMM applies proximal
mappings. For many non-smooth regularization function popularly used in machine learning, such as
Li-norm, SCAD [43], and MCP [44], those proximal mappings yield closed form solutions. Therefore,
both subproblems can be solved efficiently.

Second, ssADMM makes use of the recently proposed privacy amplification lemma [s|] to tightly
bound the total privacy loss across many iterations. In the closed-form solution of the modified augmented

Lagrangian function, the only data dependent term is the gradient calculation V f (x*), where x* denotes
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the value of x at iteration k. The algorithm computes the gradient V f (x") using a randomly subsampled
data and add Gaussian noise to ensure (¢, €;)-RDP, which allows us to exploit the randomness in the
subsampling and to introduce less noise to each iteration to achieve a certain privacy level.

The second algorithm, mpADMM, takes the output perturbation approach but substantially differs
from the original method. Unlike the original method which releases model parameters once only at the
end, the proposed method releases the output after each epoch. For each epoch, we numerically compute
the sensitivity of both primal and dual variable updates in ADMM and release the parameter vector using
the Gaussian mechanism. The algorithm uses the released (noisy) output as the starting value for the next
epoch.

Our contributions are summarized as follows:

* We propose two efficient Rényi differentially private algorithms, based on stochastic ADMM, for solv-
ing non-smooth convex optimization problems. In our proposed ssADMM, each subproblem is solved

exactly in closed form.

* We apply the recent privacy amplification result for RDP to stochastic ADMM and show that the

inherent randomness in subsampling process can be used to achieve stronger privacy protection.

* We empirically show the effectiveness of the proposed algorithms by performing extensive empirical
evaluations on generalized linear models and comparing with other baseline algorithms. The results
show that, in high privacy regimes (small €), ssADMM and mpADMM outperform other baseline
algorithms in terms of classification and feature selection performance, respectively.

The rest of this chapter is organized as follows: Section [4.3]summarizes related work. In Section [4.4)}
we provide background on Rényi differential privacy and ADMM. Section |4.s|introduces the proposed
Rényi differentially private ADMM algorithms. Section |4.6 provides the performance evaluations on
both synthetic and real datasets. Section[4.7]concludes the chapter.

4.3 Related Work

Many works have been done to solve the empirical risk minimization (ERM) problem under differential
privacy. Generally, there are three types of algorithms proposed. Output perturbation algorithms perturb

the model parameters based on sensitivity, for example, [7] analyzed the sensitivity of optimal solutions
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trained between neighboring databases; [8] tackled the case when full gradient descent is applied; and
[9]] and [ro] analyzed the situation of applying stochastic gradient descent on permuting mini-batches.
Objective perturbation algorithms perturb the training objective functions, and the privacy guarantee is
subject to an exact solution of the ERM problem: [7] presented the first objective perturbation technique
and showed its advantage to the naive output perturbation algorithm. It is extended and improved by [r2],
which applies Gaussian mechanism and achieves (e, §)-DP. Gradient perturbation algorithms perturb the
(stochastic) gradients used for model updating by first-order optimization methods, and use a composition
technique to quantify the overall privacy leak for multiple access of the data through gradient calculation.
For example, [13] proposed “strong composition” theorem, then [14] proposed “moment accountant”
method, which is also used in [15] and [45]. The Réyni difterential privacy was introduced by [4], which
can also be applied in gradient perturbation, especially after [s] proposed its amplification by subsampling
results.

Alternating Direction Method of Multipliers (ADMM) is an old algorithm to solve optimization
problems [46]. It has been extensively studied, and applied in many domains such as outlier recovery [47],
image processing [48], and sensor detection [49]. In addition to its original version, many variations have
been presented, such as [42,/50,[s1]. Several ADMM based difterentially private algorithms have been
presented, for example, [52] applied objective perturbation technique on the original ADMM problem,
[s3] and [s4] applied output and objective perturbation technique, and [ss]] applied gradient perturbation
technique on ADMM-based algorithms in distributed settings.

L, regularized ERM problem was first incorporated into ERM for linear regression, that is least abso-
lute shrinkage and selection operator (LASSO) [56]. Some variants of LASSO exists, such as [s7] and [s8].
It has also been used for classification problems, and many algorithms for solving L; regularized general-
ized linear models (GLMs) were presented, such as [59-61]. [62] and [63] has shown that L, regularized
classification has good performance in feature selection. L; regularization has been occasionally used in
neural networks, but [64] has shown that L, regularized multi-layer perception model is improperly learn-
able in polynomial time. Nevertheless, it is popularly among GLMs, which is a group of models widely
used in industrial domains like finance and education, where many sensitive data are involved. However,
limited to the assumption on the loss function, many difterentially private ERM algorithms cannot be

directly applied on L; regularized classification, with a few exceptions such as [14}[s2}s5].
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Table 4.1: Summary of symbol definitions

Symbol Definition Symbol Definition
dataset data dimension
data distribution primal variable vector of f
adatum primal variable vector of h
data size dual variable vector

loss function over dataset gradient vector
soft-thresholding operator
identity matrix

order of Rényi divergence and RDP

loss function over one datum
unregularized objective function
regularization function
Gaussian noise sample
variance of Gaussian noise
privacy budget of DP or RDP
privacy parameter of approximate DP
model space

iterate through a dataset
iterate through a vector
iteration number of model training
total iteration steps
subsampled mini-catch
mini-batch size learning rate
penalty parameter for ADMM

regularization coefficient

feature vector of one datum

~un I NS =3 agldly

> S O P2 2 HOe <N XS

label of one datum

4.4 Preliminaries

In this section we introduce relative background of this chapter. We will start with definitions and lemmas
in differential privacy and Rényi differential privacy, the L;-regularized classification problem we aim to
solve, and then the ADMM algorithm based on which we proposed our algorithms.

We assume a dataset D = {dy,dy,...,d,} ~ D"is a dataset collected from n individuals from an
unknown population distribution D, where d; = (s;, ;) fori = 1, ..., n is a record of one individual,
with s; being a vector of features of dimension p, and [; € {—1, +1} being its label. Two datasets D and
D' are considered neighboring, it D' can be obtained by replacing one record with another one from D,
notated as D ~ D'. We use bold lowercase letters to denote vectors, and plain lowercase letters to denote
scalars. We use || - ||1 (resp. ||-||2) as L1 (resp. L2) norm of a vector. A summary of symbol notations (except

some temporarily defined symbols in proofs, which is otherwise specified) in this chapter is presented in

Table
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4.4.1  Regularized Empirical Risk Minimization

Many problems in machine learning can be formulated as empirical risk minimization (ERM), which

seek a solution 2™ € © that minimizes an empirical loss on the training data:

1 n
x* = argmin F'(x, D) := arg min — ZE(X, d;),
x€0 x€e N
where © is a model parameter space, £ is a Joss function. To prevent overfitting, itis common to add a (data-
independent) regularization term into the objective function to form the loss function, i.e. {(x,d;) =
f(x,d;) + R(x). For example, L regularized logistic regression, where R(x) = Ah(x) := A||x||1, one

can fit the model by solving

1 n
x" = argmin — Z log(1 + exp(—l;x"s;)) + A|x][1 (4.2)
x€0 T i1

and A is a hyperparameter called regularization coefficient. Recall that each datum d; = (s;, ;) as a tuple
of feature vector s; and class label /;. However, due to that many optimization algorithms assume the loss
function to be doubly differentiable, it cannot be directly used on L, regularization problems. In this

chapter, we make the following assumptions on the loss function:
* Convexity Both the data-dependent function f and regularization function h are convex.

* Differentiability The non-regularized data-dependent function f is continuously differentiable

with respect to X.

* Bounded gradient There exists a constant C' > O such that ||V f(x, d)||s < C'forallx € © and
d € D. Usually it is satisfied by preprocessing the data to ensure the feature s; of each data d; lies

inside a ball of some radius r, or directly clip the Ly norm of individual gradient by a threshold C'.

4.4.2 Alternating Direction Method of Multipliers

The Alternating Direction Method of Multipliers (ADMM) algorithm was proposed decades ago, and

has recently been widely used to solve optimization problems in machine learning [46]. Consider the
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optimization problern

minimize  f(x) + h(2)

subjectto Az + Bz =c

where f : R" = R, h: R™ — R, A € RP”", B € R, and ¢ € RP. ADMM forms the augmented

Lagrangian of the problem:
Lo(z,2y) = f(z) + h(z) + y"(Az + Bz — ¢) + gHAx + Bz —cl? (4.3)

where x, 2 are called the primal variables, y € R? is called the dual variable, and p > 0 is a pre-selected
penalty parameter.

ADMM algorithm solves the optimization problem by alternating the iterations below [46]

z-minimization step: "' ¢~ arg min L,(x, 28 k) (4.4)
z-minimization step: 2° ! < argmin L, (2", 2, y¥) (4.5)
dual variable update: "' + y* + p(Az"t + B2F —¢) (4.6)

Therefore, x and 2 are updated in an a/ternating fashion, and separating minimization over = and z into

two steps can make the otherwise hard-to-solve optimization problem solvable in a sequential manner.

4.4.3 Stochastic ADMM

One variant of ADMM, stochastic ADMM (sADMM), was proposed by [42] and tested on L, regular-
ized linear regression (LASSO). This variant was proposed based on the observation that, for ADMM
problems, usually one of f(z) and h(z) is data-dependent, and it is both expensive and unnecessary to
exactly solve its minimization step for each iteration. To be specific, let f be data-dependent, and h be

data-independent, then the optimization problem becomes f(z, D) + h(z), and sSADMM approximate

*In section and , f, hrepresent any functions, z, y, 2, c represent any vectors, and A, B represent any matrices.
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L, by approximated augmented Lagrangian L p» defined at iteration £ as

7 o k k |z — x’“H%
Lyl 2y) = F@) + (V1 By + Ll
g (4.7)
+h(z) +y"(Az + Bz —¢) + gHAx + Bz —cl|3

where By, is a portion of the data accessed at iteration k, and n¥ is the learning rate at iteration k. After
this approximation of L, by L,, one can derive an exact solution for each z-minimization step in 1 ,

instead of solving a computationally expensive ERM problem.

4.5 Algorithms

In this section we propose the main algorithms. We propose two SADMM based L, regularized classifica-
tion algorithms, both satisfying Rényi differential privacy. One achieves privacy by gradient perturbation
relying on randomized subsampling; the other is through model perturbation after each epoch relying on
sensitivity calculation. Both algorithms assume a centralized computing: all training data were collected
in a center (data curator), which performs all the computation locally. This is because we assume the data

is small-to-median sized, where L regularizations are usually applied on.

4.5.1 Rényi differentially private subsampling algorithm

Our subsampling private sSADMM algorithm (s s AD M M) is presented in Algorithm[4.1} This algorithm
is inspired by the differentially private stochastic gradient descent (DP-S G D) technique proposed in [14].

Similaras DP-SGD, our ss ADMM algorithm perturbs the mini-batch gradient by Gaussian noise
right after gradient evaluation in line However, Algorithmdiffers from DP-SGD for the following
aspects: (i) By utilizing ADMM, we are able separate gradient descent and L, regularization into two
steps, so that pure gradient can be computed and perturbed in z-minimization step; for DP-SGD,
proximal gradient has to be used to handle L regularization; (ii) while DP-SGD suggest using constant
learning rate, we proved that using decreasing step size in Algorithm |4.1help accelerate convergence, as in
Theorem|4.2]and numerical experiments; (jii) authors of DP-SGD proposed the moment accountant

(MA) method to analyze the privacy loss, and convert to (€, §)-DP; we use the most recent RDP for
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subsampling mechanism, which is a more advanced technique to analyze privacy loss, and also easier to

implement.

Algorithm 4.x RDP subsampling SADMM L, regularized ERM algorithm (ssADMM)

. Input: Dataset D = {d,dy, - - - ,d,}. Penalty parameter p, mini-batch size m, total iterations 7.

2: Initialize: primal variables x°, 2", dual variable y°.

3. foriterationk =0,1,....7 — 1do

4 Sample mini-batch By, from D of size m.
5: gr ¢ = > aen VI (x¥,d;) > compute gradient
6: gr < gk + 7 wherey ~ N(0, 0%L,) > perturb gradient by Gaussian noise
7 Compute Xkt by using g, > primal variable x
8: Compute z" ! by > primal variable z
9: Compute y**! by > dual variable y
10: end for

: Output: xT

Recall the approximated augmented Lagrangian defined in . For L regularized ERM, let h(2)
be the regularization term R(z) = A||z||1, the constraint Az + Bz = ¢ reduces to X = z, then by taking

derivative of L,(x, z*, y*) and set to zero, one get

1
p+1/n

k+1

»

(=Vf(x,Br) = y" + pz" +x* /") (4-8)
as the exact solution to minimize L,(x, z*, y*), and
Yy eyt ox - 2) (4-9)

to update the dual variable y.
Since the regularization is data-independent, it does not cause any privacy leak. Therefore, any (non-)
smooth regularizers are applicable for Algorithm with the same privacy guarantee. Since we use L,

regularization as an example, for the z-minimization step, we utilize soft-thresholding technique from [46]
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to acquire the solution to minimize L,(x**!, z, y*):
2" = Sa (x* - yF/p) (4.10)
P

where soft-thresholding S is an element-wise operator defined as

;

Tj— t leE] >t
Si(x); = o+t ifx; < —t (4.11)
0 otherwise

\

where ; is the j-th element of x. Similar technique has been used in [42] and [52].

Another ADMM based algorithm proposed in [ss] (DP-ADMM) also used gradient perturbation
technique. Our method differed from theirs for the following aspects: (i) DP-ADMM is used for dis-
tributed learning, so that the training objective is assigned into multiple parties each holding a portion
of the data, instead in sSADMM it is the data dependent loss and regularization that are separated;
(ii) in DP-ADMM, each party is perturbing full gradient and transmit to the center, so that there is
no privacy amplification effect, therefore although both algorithms solve optimization approximately,
their privacy cost is higher than ours at each step. Our methods differ from the ADMM-o0BJP method
(DPLL in [s52]) for the following aspect: (i) ADMM-0BJP perturb the training objective at each itera-
tion, and use full gradient descent multiple times to acquire exact solution at each iteration, which is not
as eflicient as ours, since our method only access a portion of data once at each step; (i) ADMM-oBJP
guarantees privacy only if exact solution is acquired at each step. Since almost all optimization algorithms
are approximate (like gradient descent), their privacy guarantee is only theoretically true. The privacy

guarantee of sSADMM is given by Theorem

Theorem 4.1. Algorz'tbmz’; (e, €)-RDP.
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Proof. We first show the Lo sensitivity of mini-batch gradient gj,. Assume neighboring mini-batches By,

and B, differ by one record d, € By, and d), € Bj, by Definition 2.4}

Boleg) =Asl- 37 VI d)

d; By

= sup H—vaxd vaxd|\2

By~By, d;€B;, d 34

1 2C
= [V, ) — VG ) < 2
Let e(a) = a(A3(gx))/202. So each iteration is (e, €4(c))-RDP by Lemma [o.1} with respect
to the batch By. Since By, is a randomized subsample of D, by Lemma 2.3} we can calculate €} (a) so

that each iteration is (v, €}, (c))-RDP with respect to D. Since the algorithm has run 7T iterations, let

e=>1_1¢e(a)by Lemma Algorithmis (a, €)-RDP. O

Theorem 4.2. Ifwechoosen® = O(1//k), and train for T iterations, then Algorithm @ has the expected
convergence rate ofO(l/\/T).

Proof. The proof is done by applying similar technique for Theorem 1 in [42], considering the Gaussian

noise term added. Define

X 1 Zlf”_l x!
u = at = | R 0(u) == f(x)+ h(z),
z 1 Zkil 7!
k i=1
and define
k=1 _ 4
X %Zi:l X -y
wis= |z | W= %Ef;lzz ,F(w) = y
k=11
y % 21:11 y X—Z
X*
Denote u* := as the optimal solution, and 01 := Vf(x*, By) — Vf(x*, D), dy =
Z*
Supxa,xbe)( ||Xll - Xb”’ dy* = ||y0 - y*H

Therefore, consider the expectation of f(u") — 6(u*) after ¢ iterations,
E|d@') — 0(u*) + (W' — w")TF(W)
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o) — B(u) + (< XV (-5) + (@ ) ) + 5 - 9) 7

t—1
1 k 1 * *
<E|= Y [LVFE, By + 442 + (1% — x7|2 = % = x*|1?)
t — 2 2n
(B x* — x4 (2% — 212 4y — y°IIP)
’ t\2 2p
t—1
1 Uk(02+1702) k 1 d%{ P o 1 0112
<E — B — (S Y — - _d * a -
< [tkzo[ T (G = 5] + 3 (g + S+ ol =5
t—1
1 Uk(02+1702) 1 d?v P o 1 0112
—E|- - SR+ —|ly - : :
1§ S gt e gl =) (42

The first inequality holds by applying an expected version of Lemma 2 in [42], note that since noisy
perturbation v ~ N(0,02L,), E[V f(x*, By.) + 7] = Vf(x*, By), and E[|V f(x*, By.) + 7*||?] <

E[[IV.f(x*, Bi)II*] + Elll7I1°] + 2E[|V f (x", Bi)[[E[7] < C* + po?.

k

The last equality holds because we assume x" is independent of By, since By, is drawn to calculate

Xk+l

- Hence Ep, |5, ](5k+1, x* —xF) = 0.

0:k—1

The above holds for all dual variable y, henceitholds fory inaball By = {y : ||y||2 < S}. According
to (33) in [42],
max{f(a') — 6(u") + (W' — w*)" F(W)} = () — 0(u") + B|[%, — 7|
NS

Therefore, continue on (4.12)), we can have

E[0(@) — 0(u*) + BI%, — Z|l]

1 n*(C* +po?), 1, dA p 1
AL YR SR

1 n*(C?*+po?), 1, d% p, 1 )
" — ]t 7 =dg. E —|ly —
72 ]+ 7 (G + 5%e) | +E| max{z 2y — ol

1/C?+ po? L d3 pd2. 2
<o (TP y. P
_t( 7 27 Top ) T o Yo

Soifwe choosenff = —(—dx___ — O(l/\/E):aftertitefations:E[e(ﬂt>_e(u*)—'—ﬁ”@_zu] =
2(C?+po?)k

NG 2pt
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Hence, Algorithrnhas convergence rate of O(1/+/T). H

4.5.2 Rényi differentially private model perturbation algorithm

Our model perturbation private SADMM algorithm (M ADM M) is presented in Algorithm[4.2} Differ-
ent from perturbing the gradients, this algorithm use the unperturbed gradients to do model calculation
for a whole step, and keep track of the Ly sensitivity of all data-dependent model vectors. After each
epoch, Gaussian noises are injected into model vectors X, y, z, and total privacy € is updated, according to
calculated sensitivity and 0. Due to it is difficult to calculate the sensitivity over multiple epochs, we per-
form output perturbation after each epoch. Therefore, this algorithm can be considered as multiple-time

output perturbation algorithm.

Algorithm 4.2 RDP model perturbation sSADMM L regularized ERM algorithm (Mp ADMM)
. Input: Dataset D = {d;,dy, - - - ,d, }. Penalty parameter p, total epochs T".

»: Initialize: primal variables x°, z°, dual variable y°.

3: forepochk =0,1,....,T — 1do

4: gk % ZdieD Vf(x* d,) > compute gradient
5: Compute x" ! by > primal variable x
6: Compute z*! by > primal variable z
7: Compute y**! by > dual variable y
8: Sample 1, V2,73 ~ N(0,0°1,)
9: XL o P oy y R oy Ry gh = R > perturb the model
10: end for

u: Output: x”

To calculate the sensitivity, since unperturbed batch gradient is used here, after one epoch, all primal
and dual variables are data-dependent. Assume neighboringdatasets D and D’ differat position s: ds € D

andd), € D'. We define 6x := x — (x’) where x and (x') are primal variables evaluated on D and I,
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respectively, after one epoch. Also, define 55 and 55, similarly. Then, after epoch k,
skt :Xk+1 ~ (x /)k+1

Z V(" di) = y* + pz* + x5 /i) -
p+1/77 ndeD

p+1/77 nZVfXd —yt e pat Xt

d;eD’

=(Vf(x*.d;) = Vf(x".d,))/n(1+n""p)

Consider when the soft-thresholding operator S (4.11) applied on two vectors w and w’, and compare

Si(w) — S (w') with w — w' element-wise (at positions j = 1, ..., p, where p is the dimension of w):

e Ifw; and w;» are of different signs, applying S on w; and w;- would bring them closer, therefore

[Si(w;) = Si(wj)| < w; —wjl;

* Ifwj and w’; are of the same sign, without loss of generality, let |w;| < |w’|. One can easily observe

that

= Ift < w;| < [wj, then |Sy(w;) — Sp(wy)| = [(Jws] — 1) — (Jwj| = )] = |w; — wil;
— TF|wj| < t < |w)], then |S,(w;) — S(w))] = [0 — ([w)] — )] < |w; —w!| since t < [u];

— TFuwy| < )] <, then |S,(w;) — S(w)| = 0 < Jw; — wl];

For vectors u, v, we can use u < v to denote |u;| < |v;| and u;, v; have the same sign, for each index j.
Obviously u < v indicates ||ul[2 < [|v|2. In either case above, we have |S;(w;) — Sy (w))| < |w; — w)]

and sign preserves (or becomes zero), so S;(w) — S;(W') < w — W’ for any threshold ¢. Therefore,

55—&-1 :Zk+1 o (Z/)k+1

=Sy (6 34 ) = 5 () ¥/ p)

<Ky o — () +y8 o) = 5
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and

55—1—1 — yk+1 _ (y/)k-H
= y* + p(xFT = 2F) — (yF 4 ()M = (2)FH))

— p(5i+1 . (5§+1) < p5i+l

The last < holds because 057 < 61, the subtraction by 6 only pushes each element of 6% towards

zero. So we have below conclusions for sensitivities of X, z, y after epoch k:

2C
k+1 _ k+1
AFT(x) = [|o ]2 < w1l i) (4.13)
2C
k+1 _ k+1 k+1
AT (z) = ([0, [l2 < [0 l2 < 2+ ) (4.14)
2pC
A (y) = 185l < Pl e < ——F (435)

n(1+nktp)
Theorem 4.3. Algorz'thmz’s (e, €)-RDP.

Proof. Letegyiw(a) = a[ASTH(w)]?/20% forw € {x,2z,y}. By Lemma according to the Gaussian
mechanism, each epoch is (@, D7 c (x 5.y} €+1,w())-RDP, with respect to D. Since the algorithm has

run 7" epochs, by Lemma 4, lete = Zgzl D weixay} Chw(@)), then Algorithmis (cv, €)-RDP. [0

4.6 Experimental Results

In this section we will present our experimental results on both real and simulated datasets. We will first
show performance of classification on two real datasets, then show performance of both classification and

feature selection on a synthetic dataset.

4.6.1  ERM models

We perform our experiments on L; regularized logistic regression and huberized SVM. The objective

function of logistic regression is given in (4.2). For huberized SVM, the objective function is

1 n
F(x,D) = - Z Jruber (1T 87) + AIx[[1 (4.16)
=1
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where )

0 ifw>1+h
fhuber(w) = Z%h(lﬁ-h—w)Q lfyl—’U)| Sh
1—w otherwise

\

is the huberized hinge loss (we set hyperparameter 4 = 0.5 in all experiments).

4.6.2 Baselines

Many differentially private ERM algorithms cannot be applied to L; regularized classification, such as
OBJPERT [72], OUTPERT [65], PVP and DVP [8], PSGD [9],and RSGD [10]. Therefore, we
compare our proposed algorithms with these baselines: DP-SGD [14], DP-ADMM [ss], ADMM-
0BJP [52],and NoN-PRIVATE approach.

DP-SGD performs stochastic gradient descent with Gaussian perturbation. To handle the L; reg-
ularization, when the algorithm requires taking gradient on f(x*, By) + A||x"||1, we use the proximal
gradient technique

X e S\ [xE — F Y f(xE, By)] (4.17)

to update x" 1, as suggested in [66] and [67]. DP-ADMM is a distributed learning version of ADMM,
where each party transfers perturbed primal variables to the center, and the center draws a consensus of the
parties, then transfers primal and dual variables back to each party. ADMM-objP is an ADMM version of
the objective perturbation algorithm. At each iteration, the trainer optimize a perturbed non-regulated
objective function, therefore although the algorithm satisfies e-DP, in practice it is not really differentially
private due to the objective function can only be approximately solved. According to their paper, we apply
gradient descent enough times and assume the optimization problem is exactly solved at each iteration.
The DP-SVRG algorithm presented in [1s] can also be applied on non-smooth regularizers, but we
have implemented and found that, due to the extra privacy budget required to spent on perturbing the
full gradient, with the high privacy range (¢ < 1), if we choose a large noise scale o2, the perturbed full
gradient cannot help as a control variant to fasten the training, but actually slows down the minimization
of empirical loss; if we choose a small o2, the privacy budget accumulates too fast and exceed our range in

a few iterations. Therefore we have dropped this algorithm in our comparisons.
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4.6.3 Datasets and Pre-proessing

Two real datasets on human subjects were used in our study: (i) the Adult dataset [31] was generated from
1994 US Census, with n = 48,842, p = 124, and the frequency of the majority label is 0.761; (ii) the
IPUMS-BR dataset [33] was extracted from IPUMS data, with n = 38, 000, p = 53, and the frequency
of the majority label is 0.507.

An intercept is added into each dataset. All numerical attributes are re-scaled into [o, 1] by Min-Max
scalar. For the algorithms requiring feature vector to have bounded Ly norm, we normalize to make
|xi|la < 1fori=1,...,n.

To test the performance on feature selection, we created a synthetic sparse dataset with many irrelevant
features, using similar strategy asin [s2]. To be specific, we generate a100-dimension datas; ~ N (0190, 2)
fori = 1,...,n, where the variance-covariance matrix X;, = 0.5V=* for j,k = 1,...,100. Let m
be the true model, defined as my.;0 = (0.5,1,1.5,2,2.5,3,3.5,4,4.5,5), my1.00 = —my.jp, and
myy.00 = (0, ..., 0). For the label of each row [;, we sample the Bernoulli distribution with Pr(l; =
1) = 1/(1 + exp(—m's; + 1)), where ¢t ~ N(0,1) is a random noise. Therefore, to predict /;, s;
contains 20 relevant features and 8o irrelevant features. We generate n = 40, 000 samples to constitute
one dataset, the frequency of the majority label is 0.500. We perform L; regularized logistic regression on
simulated data, since it is usually used for attribute selection.

We did 10-fold cross validation on each experiment for each algorithm, and due to randomness from
noisy injection, we repeat each fold 1o times and report average classification accuracy and objective value
on testing data. For the simulated data, we generated 10 datasets using the simulation strategy, and report

the average performance.

4.6.4 Hyperparameter setting

Wekeepd = 108 forall experiments. For those algorithms satistying RDP, we choose the best conversion
to (€, §)-DP. In non-private settings, model users usually train a series models with different candidates
of regularization coefficient A, and select the one with highest testing performance. However, this process
is data-dependent, therefore in private settings we cannot take a “best performing” coefficient for granted.
Instead, we performed two group of experiments by two frequently chosen coefficients in L; regularized

classification: low regularization with A = 0.0001 and high regularization with A = 0.001.
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For ssADMM and DP-SGD, we set mini-batch size m = /n. We choose n* = 1°/h where h is
the current expected epoch (we consider every n/m iterations as one expected epoch), since we find this
schedule has the best performance for both algorithms, compare to a constantlearning rate, or a decreasing
oneatarate of O(1/v/h). After tuning on the simulated data, we set penalty term p = 0.25 for ssADMM
and p = 0.5 for mpADMM. For mpADMM, we use a constant learning rate. For DP-ADMM, we
assume there are 2 parties, each holding half of the data. (If there is only one party, DP-ADMM will
reduce to DP-SGD with sampling ratio ¢ = 1.) For ADMM-objP, at each iteration we optimize the

perturbed objective function by full gradient descent running 20 epochs. Other hyperparameters for

DP-ADMM and ADMM-objP are set according to their papers.

4.6.5 Classification Performance on Real Data

Figure[4.1]]and Figure[4.2] plots the testing data accuracy (top) and objective values (bottom) of the algo-
rithms trading off with privacy parameter €, for L, regularized logistic regression and huberized SVM,
respectively. We can see that for classification accuracy, ssADMM outperforms other algorithms in
most cases. Although s SADMM only performs slightly better than DP-SGD in IPUMS-BR data in
classification accuracy, the advantage of ssADMM is more obvious in its objective value. This is in
accordance with the experiment in [42] that SADMM outperforms proximal gradient in non-private set-
ting. [68] also show that ADMM based algorithms are more robust to noisy data with outliers. Comparing
MPADMM with DP-SGD, although DP-SGD has better classification accuracy than mpADMM
in some cases, its objective value is usually outperformed by MPADMM. MmP ADMM performs better
in adult dataset than in IPUMS-BR dataset, probably because Adult dataset is more sparse compare to
IPUMS-BR, due to it is binary transferred through one-hot encoding. This robustness of model pertur-
bation to data with irrelevant attributes is in accordance with our observations on the simulated data.
DP-ADMM and ADMM-o0BJP can achieve high utility when € gets high, but in our testing range of

€, they cannot perform as good as other algorithms.

4.6.6 Performance on Simulated Data

To measure the attribute selection performance, we test how many relevant attributes are selected by each

algorithm for L, regularized logistic regression. Since the datasetis standardized, we can use the magnitude
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of the coefficient to rank the attributes, due to that noisy perturbation might cause the coefficients of
irrelevant attributes slightly differ from zero.

We define a criterion £ to measure the coverage of true relevant attributes if top K attributes sug-
gested by the attribute ranker were selected. For example, since we know there are 20 relevant attributes
in the simulated data, if we select X' = 30 attributes by magnitude of coefficient, 16 of them are the true
relevant ones (i.e. among 1 to 20 in our synthetic dataset), then £39 = 16/20 = 0.8. This criterion is
reasonable because in real scenario, an attribute ranker usually pre-determines the number of attributes
it shall select, and select the top K ranked attributes, where K depends on the number of attributes the
user can afford. We test all algorithms for K = 20, 25, 30, and 40.

Figure 4.3/ shows the classification performance of each algorithm on the simulated data. For non-
private performance, we assume the true model is known. We can see that sSADMM, MPADMM,
and DP-SGD have similar performance in classification accuracy. Figureshows the performance of
attribute selection. Although classification accuracy are close, we can see that MPADMM can detect
more relevant attributes, especially in the low € range. ADMM -0 B] P, an algorithm which was originally
proposed for feature selection, can outperform sSADMM and DP-SGD for feature selection in low €
while its classification accuracy is behind ssS ADMM and DP-SGD. However, ADMM-0BJP usually
require much more epochs in training compare to the other algorithms. Therefore, if we know the data

is sparse and the major goal is focused on attribute selection, MPADMM is more preferable.

4.7 Conclusions

We present two privatizations of stochastic ADMM under Rényi differential privacy. One algorithm com-
bines gradient perturbation technique with privacy amplification result to reduce the total privacy loss
throughout the execution. The other algorithm uses the output perturbation (with numerical computa-
tion of sensitivity) to privately release the solution at the end of each training epoch. These algorithms

can be used to solve optimization problems with complex structural regularizations that induce sparsity.
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CHAPTER 5

STOCHASTIC ADAPTIVE LINE SEARCH
FOR DIFFERENTIALLY PRIVATE

OPTIMIZATION

5.1 Motivation

Gradient perturbation methods can be applied on a broader range of optimization problems, including the
non-convex ones, like neural network. Therefore, it is of great importance to improve the performance of
gradient perturbation algorithms to achieve better utility. One key problem of private stochastic gradient
descent is that, the stochastic gradients would not point to a descent direction to optimize the objective
function after noisy perturbation, and there is no a apriori way to select an appropriate step size without
extra privacy cost. In this chapter, an adaptive step size selection method is proposed to improve the
optimization efficiency, and the privacy leak of the objective evaluation is handled by the Sparse Vector
Technique. Previous privacy framework used on gradient perturbations, such as strong composition [13]
and moment accountant [14], can only accumulate privacy leak from Gaussian mechanism, therefore it is
difficult to tightly composite an extra source of privacy leak. However, the recent Rényi difterential privacy
framework provides a descent composition for multiple RDP mechanisms, which makes it possible to

integrate adaptive step size selection into private optimization.

"This chapter is a slightly modified version of [[69] published in IEEE Big Data 2020 Proceedings and has been reproduced
here, complying with author rights.
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5.2 Introduction

We consider solving the following finite-sum optimization problem under differential privacy [2,4,70H72]:

arg min F'(w; D) w;d;) I
gm Z £( (5.1)
where D = {dy, ..., d,} isi.id. examples drawn from an unknown data distribution and f represents

the loss on one training example. This formulation includes a wide range of machine learning problems,
for example, training a neural network with weights w for classification. Stochastic gradient descent
(SGD) has been widely used, especially for large-scale problems, to solve the problem of form (s.1)) due to

its simplicity and low iteration cost. For differential privacy, the SGD update typically has the form of:

Wi =Wy — 1 (8 + Y(er)),

where 77, > 0 is a step size, Y is a noise (e.g., Gaussian) variable whose scale is determined by the per-
iteration privacy budget €;, and g, is the gradient evaluated on a subset B; C D of examples selected for

iteration ¢:
1
gt = |— E th
€By

Despite its prevalent use in differentially private optimization, the use of SGD in practice faces two
major challenges. First, the direction pointed by the stochastic gradient g; may not be a descent direction.
Even worse, depending on the magnitude of noise Y (¢,), the update direction may still not be a descent
direction even when g; is one. A natural question is how to decide whether the privacy budget ¢, is
sufficiently large enough to get the learning signal, i.e., g; is not dominated by Y (¢;). Second, the efficiency
of SGD largely relies on the choice of step size 7;. It can be chosen independent of data, e.g., a constant
step size [13,14]. However, these step sizes are often problem-specific and require a degree of fine-tuning.
The methods with data-dependent step sizes [17] require allocating extra privacy budget for selection and
efficiently controlling the growth rate of cumulative budget.

In this work, we propose a Rényi differentially private backtracking line search algorithm that adap-
tively sets the step size using the Armijo condition and empirically show that it can improve the perfor-

mance of algorithm on both convex and non-convex problems. Armijo line search [24,73] is a classical
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technique to find a step size 7) that gives sufficient reduction in the objective function f. Recently, [74]
introduced a stochastic version in which both objectives and gradients are approximated using a random

subset of data. To be specific, it uses backtracking algorithm to find a step size 7 that satisfies

fe(we =0V fa(wy)) < fe(wy) — an||V fa(we)|3, (5-2)

where o € (0, 1) is a hyperparameterand f(+) denotes that f is evaluated on the minibatch B. However,
privatizing the Armijo line search is a non-trivial task. A naive privatization of this search algorithm may
require unacceptably large privacy budget as it requires multiple function evaluations on the dataset.

Motivated by the observation that the Armijo line search sequentially evaluates threshold queries

a(n) = f(we) = f(we =V f(We)) — anl| Vf (W) > 0

for different values of 7, the proposed algorithm adopts the Sparse Vector technique [70} 75], which
allows the algorithm to pay the privacy budget only for 7 that satisfies the condition. Applying the
sparse vector algorithm on a randomly subsampled data further allows the algorithm to relax the budget
constraint using the recent privacy amplification results [6]. While in a deterministic (i.e., noise-free)
setting, itis guaranteed that there exists ) that satisfies the condition (5.2)), in a stochastic private setting, the
backtracking algorithm may fail to terminate or return an arbitrarily small step size due to the noise from
two different sources: (i) gradient approximation and (ii) noise added for privacy. When the backtracking
algorithm fails to return within the pre-specified number of iterations, to decide whether more accurate
gradients are necessary, the proposed algorithm evaluates another gradient at w; and measure the angle
between two gradients. When two gradients evaluated at w; are pointing to very different directions, the
algorithm increases the privacy budget for gradient evaluation.
Our contributions are summarized as follows:
* We propose a Rényi differentially private SGD with Armijo line search. To the best of our knowledge,

this is the first private SGD algorithm with line search ability.

* We introduce an adaptive privacy budget controlling strategy based on the moving average of angles

between consecutive gradients, which detects if gradients are pointing to very different directions.
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* To evaluate the effectiveness of the proposed algorithm, we conduct extensive experiments on real
datasets and compare its performance to existing algorithms.

The rest of this chapter are organized as: Section reviews the related work; Sectionsummarizes

important definitions and lemmas used in this chapter; Section [5.5| presents the main algorithm; and

experimental results are presented in Section[s.6} Section [s.7]concludes the chapter.

5.3 Related Work

Many techniques have been proposed for first-order optimization algorithms in non-private setting, fo-
cusing on step size selection or reducing the noise involved in stochastic gradients, such as Adam [76],
SVRG [21], SplitSGD [77], etc. The technique related to this chapter is Amijo line search [73]], which is a
classic and famous step size selection method. Recent works [74,78] have shown that combining SGD
with line-search achieves fast convergence for both convex and non-convex problems, and is robust to the
precise choices of hyperparameters, for over-parameterized models, with the price of additional objective
evaluation (feed-forward steps for neural networks). In this chapter, we show that, with essential ran-
domization techniques, it can fit well into the privacy framework, and the privacy budget can be carefully
controlled.

There are many difterentially private mechanisms we can use to release various statistics. One advanced
tool highly related to this chapter is the sparse vector technique (SVT) [70]. The sparse vector algorithm
sequentially processes a sequence of threshold queries. For each query in the sequence, the algorithm
evaluates it with noise, compares the result with the noisy threshold, and outputs the binary value. The
carefully scaled noise ensures that the algorithm only pays the privacy budget when the query is privately
evaluated as above the threshold. Although [775] shows that many extensions of SV'T are not private, it also
demonstrates the correctness of the original version (used in our approach), which is further confirmed
in [79].

Differentially private optimization algorithms can be roughly grouped into three categories. Out-
put perturbation algorithms train a model without noisy perturbation, then perturb the model before
releasing, based on a calculated sensitivity, such as [7-10]. Objective perturbation algorithms protect the
privacy of the training data through optimizing a noise-perturbed objective, for example, [7,12]. The

aforementioned algorithms usually put strict assumptions on the objective functions, such as convexity
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and smoothness, which limits their applicable domain. The type of algorithms mostly related to this chap-
ter is the gradient perturbation algorithms, which perturb the data-dependent intermediate results (i.c.
gradients) during the model training, and the total privacy is calculated by composing the privacy costs of
all iterations. Since privacy is achieved immediately after the data-dependent step, gradient perturbation
algorithms do not put strict assumptions on the objective function, and can be applied in a broader range
of problems, such as neural networks. The first gradient perturbation algorithm was proposed in [13], with
the “strong composition” method to account for the privacy loss over multiple iterations. Later, “moment
accountant” method [14]] gave a tighter bound on privacy amplification and accountant. These algorithms
directly satisfy (e, 0)-differential privacy, and many algorithms were built based on them, such as [is}/45].
These algorithms take gradient calculation as the only data-dependent step, thus there is no extra source of
information which can be used to adaptively tune hyperparameters such as step size, per-iteration privacy
budget, and/or clipping threshold. [r7] is an exception, which proposed an adaptive gradient perturbation
algorithm based on full gradient descent, with extra budget paid for objective evaluation, and it satisfies
zCDP, without privacy amplification. The convergence property of private optimization algorithms is
shown in [8ol(81].

Rényi differential privacy (RDP) is a recent privacy framework proposed in [4]), which stands between
pure and approximate DP, and its privacy amplification lemma is presented in [6]. The privacy guarantee
of our algorithm fits into the RDP framework, and we show that it can help account for the two sources
of privacy leaks. This differs from the “moment accountant” technique, which is tightly coupled with
the Gaussian mechanism, and also different from the zCDP framework, which does not yet have privacy

amplification due to sub-sampling.

5.4 Preliminaries

Two datasets D and D’ are considered to be neighboring if they differ by one individual, i.e., |(D \ D") U
(D" \ D)| = 1, denoted by D ~ D’. We use bold-face letters to represent vectors and a subscript to

indicate iteration number (e.g. W, denotes the value of w at iteration ¢). A summary of symbol notations

in this chapter is presented in Table
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Table s.1: Summary of symbol definitions

Symbol Definition Symbol Definition
D dataset x order of Rényi divergence and RDP
d adatum € privacy budget of DP or RDP
n data size o privacy parameter of approximate DP
F loss function on dataset ¥ Gaussian noise sample
f loss function on one datum o? variance of Gaussian noise
1 iterate through a dataset AV Laplace noise sample
t iteration number of model training p privacy budget independent of &
q sampling ratio n step size (learning rate)
B subsampled mini-catch Q set of selected step sizes
w model vector 19 budget adaptation factor
e model space 0 angle between gradients
X feature vector of one datum (0 decaying factor
Y label of one datum 10) threshold of angle
g gradient vector T iterations to reset selected learning rates
C clipping threshold ¢ clipping threshold adaptation factor
a, B Armijo line search hyperparameter 1 regularization coeflicient
s.4.X Sparse Vector Technique
The Sparse Vector is a technique used to answer a sequence of threshold queries {¢; },7 = 1,2, - - -. Given

a publicly known threshold 7, it sequentially processes each ¢; and produces an outputa; € {T, L}.
Each a; indicates whether ¢;(D) is above (T) or below (_L) the threshold. It terminates after outputting
the predefined number ¢ of “T” values, and its privacy cost is proportional to c. In other words, given a
fixed privacy budget, it can release binary answers to threshold queries until it outputs ¢ “above” threshold
answers regardless of how many “below” threshold answers are generated. ABOVETHRESHOLD isa

basic version with ¢ = 1.

Lemma s.x (Above Threshold Mechanism). [7o/ Let {q;} = q1, qo, ... be a series of queries having the

same Ly sensitivity A1(q), and T be a publicly known threshold. The ABovETHRESHOLD algorithm

first perturbs T' by adding Laplace noise, i.e, T =T + \where \ ~ Lap(0, Ll(Q)) and generates output

€
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{ai} as follows.
T fq(D)+v > T,
a; =
i zfqz(D) + v < T,

where v; ~ Lap(0, M). The mechanism terminates if a; = 1. The ABOVETHRESHOLD satisfies

(¢,0)-DP.

s.4.2 Rényi Differential Privacy

The definition and basic properties of Rényi differential privacy (RDP) can be found in Chapter2] In
addition, to quantify the per-iteration privacy budget for gradient evaluation, we can define a “privacy
budget” independent of &, used to determine the scale of noise, o2 According to Lemma the Gaussian
mechanism with noise scale 02 and L sensitivity As(q) ensures M to satisfy (o, ap)-RDP for o > 1,

where

p = A3(q)/(20?)

can be considered as such a “privacy budget”. Multiply p by o« would give the privacy budget € spent
under order «.

Another lemma which can be used to connect pure DP and RDP is presented below.

Lemma 5.2 (e-DP to RDP). /3] If M satisfies (€, 0)-DP, then the Rényi divergence
1
D[ M(D)||M(D")] < 50(62 :

In other words, M also satisfies (X, 3 xe?)-RDP.

This lemma holds regardless of which mechanism M uses to achieve differential privacy.

*To avoid confusion, in this chapter, we use the curly o to denote the order of Rényi divergence and RDP, and plain o to
denote the hyperparameter in Armijo condition.
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s.s Algorithms

This section describes each component of the proposed algorithm in detail. Starting with a private back-
tracking line search algorithm to find 7 for a given gradient, followed by the main algorithm, and some

heuristic improvements.

s.s.1 Noisy Backtracking Line Search

We start with Noisy Backtracking Line Search (N o1sYBTLS) algorithm which performs backtracking
line search in a differentially private manner. The pseudocode of the algorithm is shown in Algorithm|s.1]
No1syBTLS is an application of ABOoVETHRESHOLD algorithm [70|], introduced in Lemma
to a line search task.

The algorithm starts by adding noise to the threshold 7" = 0, producing a noisy threshold T = A,
where A is a random noise drawn from a Laplace distribution. Instead of Laplace noise, one can also
chose to add Gaussian noise in Algorithm 5.1l We show in Theorem|s.3|that the algorithm with Gaussian
noise satisfies RDP. At each iteration, the algorithm evaluates a query ¢;(n, D) = f(w) — f(w —
nVf(w)) — an||V f(w)]||3 with noise v; and compares it (i.e., ¢i(1, D) + v;) with the noisy threshold
T.1If q(n,D) +v; > T, the algorithm outputs 1) and halts. Otherwise, it decreases the step size 7) by
multiplying with /5 and continues with the nextiteration. Here, 5 € (0, 1) is a user-defined multiplicative
factor that determines how fast the step size is decreased. One crucial difference with the original Armijo
line search algorithm is that we set a limit on the number of iterations. If there is no limit, when the query
value is dominated by noise, it would fail to terminate or returns a too small step size, which does not help
make progress and could lead to increase in the objective value at the next iteration. Hence, when the
algorithm fails to return within the specified maximum number of iterations, the algorithm computes a
diagnostic statistic to test whether higher privacy budget is necessary and adjusts the budget according to
the test result. We discuss details of this procedure in Sections.5.2} The use of Sparse Vector technique in
Algorithm 5.1Jsignificantly reduces the privacy budget needed to find 7, from a scale linear to the size of
the search space to a constant, which greatly improves its utility. A naive implementation would result in

(€1 + max_it - €2,0)-DP.
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Algorithm s.x Noisy Backtracking Line Search (No1syBTLS), Laplace [resp. Gaussian] version

. Input: Objective function f, dataset D, model parameter w, gradient g, initial learning rate 7,
privacy budget epr [resp. ppr], sensitivity A,,.

2: Hyper-parameters: o, 3, maximum iterations max_it.

3 2 3]

= . O <__
2p7 72 P

Sample noisy threshold 7' = X, where A ~ Lap(0, f—l") [resp. A ~ N(0, AZo?)]

3 €1 < BT, €9 < BF [resp. 0%

4:
52 1< o

6: fori=1,2,..., max_it do

7 4 f(wiD) —anllgll; — f(w —1g; D)

8: Gi + qi + vi where v; ~ Lap(0, 72) [resp. v; ~ N (0, AZo3)]

if G; > T then

9:
10: Output: 7 > found a suitable step size
1I: end if

12 n < 677

13: end for

14: Output: 0 > failed to find 7 within max_it iterations

Theorem s.x. Let A ¢ be an upper bound on the objective function f such that | f(w;d)| < Ay forvd € D
and w € ©. Given the candidate gradient g either privately released or publicly available, Algorithm[s.
with Laplace noise, €, = 5, €3 = §, and Ng = Ay satisfies (€,0)-DP.

Proof. Consider the query ¢;, ¢; evaluated on datasets D and D', respectively, where D and D’ differs by

the presence or absence of one datum d,:

@i — CI;|

=[[f(w,D) —anlg|® - f(w —ng, D)] = [f(w, D) — anlg|® - f(w —ng, D’)]
=|f(w,D) — f(w,D') = [f(w —ng,D) — f(w —ng, D)]|
=[f(w,d.) = f(w —ng,d.)| <Ay

The last equality holds regardless of whether D\ D’ = {d..} or D'\ D = {d.}. The last inequality holds
since both f(w, d) and f(w — ng, d) are non-negative within range [0, A¢].

Therefore, Algorithm [5.1]is applying the ABOVETHRESHOLD mechanism (Lemma , with
{1, 2, .-, each has sensitivity A ¢, comparing f(w, D) — an;||g||* — f(w — n;g, D) with public thresh-
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old 7" = 0. (Assume there is a dummy query after ¢4, i+ which always return true.) So, according to

Lemma Algorithm|s.1lis e-DP. O]

Theorem [5.1 requires f is upper bounded by a constant Ay. If there is no a priori known upper
bound on a loss function f, we enforce the bound by applying the objective clipping [17]: f(w; D) =
>oi min{f(w;d;), Ay}. Since the Laplace version of Algorithm[s.1)is e-DP, one can use Lemmals.2]
to convert its privacy guarantee to that of RDP. Instead, in the following theorem, we directly derive
the Rényi divergence of output distributions between two neighboring datasets and show it results in a

tighter bound on the privacy loss.

Theorem s.2. Under the same conditions of Theorem 5.1 the Laplace version of Algorithm [5.1) satisfies
(o, €())-RDPB, where

1 ox—1
= —1 |: 61(0(_1) - —610(i|
floere) =53 Og{ 20— 1" T oa—1” 6
53
. [ x 6262(¢x—1) + o—1 G—Qegoc}
200 — 1 20— 1

We next show that Algorithm with Gaussian noise also satisfies RDDP.

Theorem s.3. Under the same conditions of Theorem 5.1} the Gaussian version of Algorithm [s.1| satisfies
(o, €())-RDPB, where

e(a, 01,03) = a(do} + 03) /20105 (5-4)

Proof. Letv = (vy, ..., vy) denote the output of the ABOVETHRESHOLD algorithm A, where vy =
... = 4—1 = Land vy = T. The threshold is T" for each query, and noisy threshold T =T + )\, where
A is a Laplace (or Gaussian) noise. Let v, ¢ € [k] be independent Laplace (or Gaussian) noises to perturb
each query result ¢;,7 € [k]. For neighboring datasets D ~ D', we have |¢;(D) — ¢;(D")| < A, for
i € [k]. Now consider output distributions of A on D and D" as P(v, D) and P(v, D'):
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P(v;D) = P[A(D) = V]

k—1
:/ / [TPL(D) + vs < TITIPlau(D) + vy = TITIPITIT] dvy... dvy

k-1
:/"'/H1Qi(D)+Vi<>\1Qk(D)+VkZ>\ dVl...de dA
i=1
k-1
= / / H 14, (D)<= PlVi = i) g (D) 4y >-Plvk = yi|PIA = 2] dys... dyx dz
i=1
k-1
< / / H Ly, (D) ryi<z4 8, PV = Uil L4 (D)4 >Plve = yn]P[A = 2] dyy... dyy dz
i=1

The last step holds because |¢;(D) — ¢;(D’)| < Ay, since ¢;(D) + v; < z,if ¢(D) > g(D’) then
(D) + yi < zifq(D) < q(D') then ¢;(D’) + y; < 2z + Ay. So ¢;(D’) + y; is upper bounded by

z + A,. Now we make a change of variable 2’ = 2z + A, it yields

dz’

dz

k—1
T / / T Lo tweePlvs = villoy oy sy a,Plvk = PN = 2/ = A dyi... dyy dz
=1
k—1
= / / I Loonsm<=Pli = 4] dyil g, D)z e—a,Plve = yel dysP[A = 2 — A] dz
=1

k—1
= / / HEW [1‘11'(D/)+Vi<2:| 1Qk(D)+ykZZ_Aq]P)[Vk = yp|P[A = 2 — A ] dyx dz
=1

k—1
= / / LB, (Moo smes] Lauonsmzeon,Plve = uPIA = 2 — A] dyy dz
=1

k—1
dy’
= / / LT B [Laotnes] Lano a2 Plve = 7 = 28,)PIA = 2 = A] i dyx dz
=1
k—1
N / / LT v (L0 ties] L) =Plok =y = 2AJP[A = 2 — A ] dyx dz (5-5)
=1

The last inequality holds because g, (D) — gx(D")| < A,, and one can get from ¢ (D) + yi. > 2z — A,
that g (D’) + yy, is lower bounded by z — 2. Follows it is another change of variable y;, = yi + 2A,.
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For P(v, D), we have

P.0) = [ [ TIBu[Laiorysonee] o msePloe = P2 = 2]y d:
=1

(5-6)

Let A(x; p, \) denote the pdf of the Laplace distribution with mean g and scale A; let f(z; u, 0?)

denote the pdf of the Gaussian distribution with mean £ and variance 0. For convenience, define H,,

for two probability distributions P and () with the same support as H,,

can solve and find that

= E,q[(P(2)/Q(x))"]. One

Ho(Lap(0,\)||Lap(p, N)) = /A(m;(), M)A (x5, ) da

o« pula—1) a—1 —pe
“Za 1P ) e ()
Ho(N(0,0%)|N (1, 0 /fx 0,0 f(z; p,0*) > da

ala —1)u? )

- P ( 202

5.5) and (5.6} .,

For Theoremﬂ, use (|

Ho(P(v, D)|[P(v,D")) = Evaw) [(P(v, D)/P(v, D"))]

dy...dy, dz

k—1
S/"'/H1Qi(D/)+yi<Z]P)[Vl :yi]]'Qk(D/)"rykZZ

i=1
A Ag\1-a

[A(yknoa 6;) A(yk72Aq7 € )1 ]
JAVANDS A,

[A(yk;O,E—lq) Ayr; Ag, 61) “ldys... dyp dz
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/ / Vi QZ(DI +V7/<Z} 1‘]k(D/)+yk>z

A0, 2" A28, 2]

JAVANS Ay
[A<yk307€_1q) Ayr; A, El) ] dyx d=

o a 20, (o — 1) a—1 —2A
=lgg g o ez )t a1 (3 A, /e )l
a Ay(a—1) a—1 —Ao
[2a_1exp A, /el +20¢— e ( q/q)}

which yields the result of Theorem
For Theorem E[,

Ho(P(v, D)[[P(v, D)) = Eva(p) {(55551 ) ]

k—1
S/'-'/qui(D/)+yi<zP[Vi = yz‘]lqk(D/)+yk2z
1=1

[f(yk;o,No—%)“f(yk;2Aq,A202)1‘°‘}-
F (s 0, A202)" f (yn; Ag, A202) ] dys... dyy dz

// Vi Qz D/)+VZ<Zj| 1qk(D’)+yk>z

[ (x5 0, A262) f (g 24, A202) 7]
[f (k3 0, AZU%)af(yk,A Ao ) “] dyy, dz

ala—1)AZ 4 1
- < 2 (Agag * Agaf))

which yields the result of Theorem O

One can easily verify from (5.4 that, when only one privacy parameter p is given, running Gaussian

version of No1syBTLS with 0% « 3/(2p), 05 < 3/p would satisfy (o, ap)-RDP.
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s.5.2 Private Backtracking Line Search Based Stochastic Gradient Descent

Now we present our main algorithm, called Differentially Private Backtracking Line Search-based Stochas-
tic Gradient Descent (DP-BLSGD). Algorithm[s.2|shows the pseudocode.

Starting with initial parameter vector Wy, at iteration ¢, the algorithm evaluates the gradient V f (w)
over a minibatch B. To bound the sensitivity, it applies the gradient clipping [14]]. Specifically, it computes
the per-example gradient g; = V f(w,, d;) for each d; € B and applies the clipping function to g;, i.e.,
clip(gi, Cyraa)- The clipping function is defined as

. a g
clip(g,C) = max(L |2l2/C) (5:7)

The application of clipping function in lineensures that the Ly norm of every per-example gradient in
the summation is no greater than the threshold Cj, 44, and hence it bounds the L, sensitivity of summed
gradient to Cy,qq. After summing the clipped per-example gradients, it adds Gaussian noise with variance
0927, wd/ 2Pgrad to each coordinate.

The step size 1) for iteration ¢ is computed by calling the No1syBTLS function with passing noisy
gradient g, as input. When the step size 7) returned by No1syBTLS is greater than o, the algorithm
performs SGD update in line|r3]

We now discuss how the proposed algorithm dynamically adjusts the privacy budget to account for

the case in which the algorithm fails to find a reasonably large step size.

Privacy budget adaptation When No1syBTLS fails to find a step size within max_it iterations,
there are two possibilities. First, the current privacy budget py,qq4 assigned for evaluating the gradient is
too small that noise dominates the gradient. The remedy for this case is to increase the privacy budget.
The second possibility is that pg,4q is large enough not to remove the gradient signal but the large noise
in No1sYBTLS prevents it from finding the step size satisfying the condition . In this case, we
need a more accurate measurement of gradient and an increased privacy budget for the backtracking line

search. To distinguish these two case, DP-BLSGD maintains the moving average of angles between two
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Algorithm 5.2 Rényi Difterentially Private Backtracking Line Search Based Sub-sampled Gradient De-
scent (DP-BLSGD)

19:
20:

24:
25:
26:
27:

Input: Dataset D = {dy, ..., d,}, loss function F'(w, D), clipping thresholds C,p;, Cyrad> sam-
pling ratio g, privacy budget for line search € gy, privacy budget for gradient py,q4, budget increase

rate &, initial learning rate 1), total privacy budget €0, ().

Initialize w, randomly. 0 + 90°.
fort =0,1,...do
Sample a mini-batch B by sampling ratio ¢
gt < D a.en clip(Vfi(we, di), Cgrad)
& < 157(8& + ), wherey ~ N (0, (C7, ,4/2Pgraa)])
6tot(oc) — 6tot(oo - amp(“pgrad)
n < 0,€e5(o) < €e(e, epr/2,€p7/4))
while 7 = 0 and €, () > €,5(x) do
n < NorisyBTLS(f, B, wy, 8, Mo, €BT)
€tot () < €ror(x) — amp(egs(x))
if n > 0 then
Wiy < Wy __77gt
Update 0; and 0 according to
else if €, (X) > apyrqq then
€tot () < €10t () — amp(XPgraa)
Pgrad; €BT gt < CHEB(pgrad7 €BT), 57 gt)
else
break
end if
es(a) < e(x, epr/2,epr/4))
end while
if €01(x) < &Xpyrqq then
break
end if
end for
Output: w,

Dsee

> SCC
> see

> seem

> seem

> see (5.3)
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Algorithm 5.3 Check and Enlarge Budget for SGD (CHEB)

. Input: current budget pg,q4, € g7, budget increase rate £, perturbed gradient g;.

2: Sample a mini-batch B by sampling ratio ¢
5 82— Lasep (VS (Wi di)/ max(1, [FC0lk)))
82 ﬁ(gﬂ + 72), where 75 ~ N(0, (Cngd/ngmd)H)
0 < ANGLEBETWEEN(g;, &2)
Calculate 0,,,,,, and 6,,,;, > see
if g - g» < 0orf > 0,,,, then
Pgrad — (1 + f)pgrad
elseif 6 < 0,,;, then
10: €EBT < (1 + f)EBT
u: end if
2 8 < (8 + 8r2)/2
13: OUtPUt= Pgrad; €BT gt

o 2 N v R

consecutive gradients, and it is updated at every iteration (line(t4]in Algorithm(s.2)) as follows:

0; + ANGLEBETWEEN(g;, 8 1) (5.8)
§ i 5.8
0« 0 + (1 — )6,

where ¢ € (0,1) is a parameter controlling the decay rate of old information. Note that @ is initial-
ized to 90° for the first iteration and line [14]is not executed when ¢ = 0. When 1 = 0 is returned by
No1syBTLS, the algorithm evaluates another gradient g5 using the budget of p,,4q and measures the
angle 6 between g; and gy» (linein Algorithm . If 0 is greater than the moving average-based thresh-
old 0,42, the algorithm increases the privacy budget py,q for gradient computation. When 6 is smaller
than the minimum threshold 0,,,i,,, it indicates that the search might fail because the privacy budget e g7
assigned for noisy backtracking line search (i.e., Algorithm is too small. Hence, we increase € g7 in this

case. The threshold values 6,,,,, and 0,,,;,, are calculated as follows:
ema:c — ¢max X ga emm — ¢min X g» (59)

where @rqp > 1and 0 < @i, < 1are hyper-parameters. Empirically, we observe this budget adaptation

strategy is especially effective for convex optimization problems.
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Intelligent backtracking To reduce the number of times the algorithm redundantly backtracks due
to unnecessarily large initial step size 779, DP-BLSGD maintains a list €2 of previously selected step sizes.
After every T iterations, 1) is updated as 79 <— min{s - max{Q}, 1o}, and €2 is reset to an empty set.
The parameter ¢ > 1 guarantees the line search starts with sufficiently large initial step size but not too
large to avoid redundant backtrackings. In our experiments in Sections.6} we set¢ = 1.2. Note that, ina
non-private setting, the line search algorithm proposed in [74] resets the initial step size in a similar way,
but it simply resets 77y to a multiple of 7} selected in the previous iteration. However, in a private setting,
this strategy of resetting 7)o at every iteration can make the search unstable as step sizes selected by a noisy

backtracking algorithm can fluctuate due to noise.
Theorem s.4. Algorithm/s.2|satisfies RDP.

Proof. Asshown in Section since each data-dependent step is RDP, one can track the privacy budget
at each iteration (Theorem [s.2|or[s.3| for No1sYBTLS; noisy gradient is (o, &pgrqq)-RDP), then use
Lemma/2.4]to amplify for subsampling, and Lemma 2.2]to calculate the overall privacy. O

5.5.3 Privacy Budget Tracking

Each sub-routine in the proposed algorithm incurs different amount of privacy loss. To ensure that the
total privacy budget spent by the algorithm is smaller than the given total privacy budget €, () (so that
the entire algorithm satisfies (&, €;0;(ot) )-RDP), the algorithm computes the total privacy loss incurred by
each function call under RDP framework. Specifically, it computes the amount of required privacy budget
using Theorem [s.2/and Lemma followed by privacy amplification through Lemma (denoted in
Algorithm([s.2Jas amp). Following the RDP composition (Lemmalz.2)), the algorithm subtracts it from the
running privacy budget before calling each sub-routine. Recall that in RDP the privacy loss is a function
of « (the order of Rényi divergence). In a practical implementation of the algorithm to satisfy (¢’, §)-DP,
one can first calculate («, €()) for a series of o values (e.g., integers between 2 and s00) which satisfy
that (¢/, §)-DP by Proposition|2.1, maintaining and keep track of total privacy budget spent for each case
of o, and halt and return the result when budget €, () for all ot values are lower than the minimum

budget required to call a sub-routine.
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5.5.4 Clipping Threshold Adaptation

The gradient and objective clipping techniques allow to eftectively bound the sensitivity but, if they are
used with incorrectly chosen threshold values, they can degrade the utility. For example, if Cg,.qq is too high
but the norm of gradient is small, it is likely that the noise dominates the gradient due to high sensitivity.
On the other hand, it C,.qq is too small, then it clips out useful information. During the model training,
the norm of gradients decreases as the parameter vector w, gets closer to the optimal values, and hence a
large clipping threshold might not be necessary in the later stage of training. Motivated by this, we propose
to adaptively decrease the clipping threshold Cy,qq and Cyy; if the algorithm decides to increase pgrqq
(line[8)in Algorithm(s.3) during a single SGD update. The algorithm decreases the threshold only once

per each SGD update regardless of how many times pgyqq is increased.

Cgrad — (1 - C)Cgrad7 CYobj — (1 - C)Cobj y (S'IO)

where ( is a hyperparameter that determines the rate of decrease. The proposed algorithm with the
clipping threshold adaptation is called DP-BLSGD-AC. Note that this strategy does not require any

extra privacy budget since the condition is based on privately released information.

5.6 Experimental Results

5.6.1 Models

We evaluate the performance of proposed algorithm on both convex and nonconvex problems. For convex
problems, we consider training two models: logistic regression and linear SVM. Letd; = (x;, y;), for
i = 1,...,n, where X; is a feature vector and y; € {—1,+1} is its label. The objective function of
logistic regression is
1
PlwiD) = 1S lon(l + expl—uw ).
which is convex and smooth. For SVM, we use the hinge loss, which is convex but non-smooth, and

1
F(w; D) := — Z max(0, 1 — yw’x;).
n

i=1
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Table 5.2: Summary of datasets

Dataset Size Dimension  Baseline
Adult 48, 842 124 0.761
Bank 45,211 33 0.883
IPUMS-BR 38,000 53 0.507
IPUMS-US 40,000 58 0.513

MNIST  60,000/10,000 1x28x28 ~ 0.1
FMNIST ~ 60,000/10,000 1x28x28 ~0.1
Cifarto  50,000/10,000 3x32x32 ~0.1

We also apply our algorithms on non-convex problems, training neural networks for image classifi-
cation tasks. We trained the neural networks with two difterent architectures: multi-layer perception
(MLP) and convolution neural network (CNN). The details of network architectures are discussed in Sec-
tion To avoid overfitting, we applied a L5 regularization on the model parameters with a coefhicient

1= 0.001 for all models.

5.6.2 Datasets and Pre-proessing

A summary of all datasets used in our experiments is shown in Table Four census datasets were
used for convex optimization: Adult [31], Bank [82], IPUMS-BR, and IPUMS-US [33]. All categorical
attributes are pre-processed by one-hot encoding, and numeric ones are scaled to [o, 1]. Three datasets
were used for training neural networks: MNIST, FMNIST, and Cifar-1o. Note that these three datasets
have separate dataset for testing. For other datasets, we report the averaged performance of 1o-fold cross
validation. MNIST and Fashion MNIST (FMNIST) datasets contain gray-scale images, while Cifar-1o
dataset consists of RGB images. Each pixel in each channel is re-scaled into [-1, 1]. We run each experiment

5 times and report the averaged performance.

5.6.3 Baselines

For convex problems, we compare the performance of our proposed algorithms, DP-BLSGD, DP-

BLGD,and DP-BLSGD-AC, with 8 baseline algorithms: DP-AGD [r7], DP-SGD [14], OUTPERT-
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RSGD [io], OuTtrPERT-GD [8], OBJPERT [7,12], PrivGene [83], MAJORITY,and NON-PRIVATE.
DP-AGD is the adaptive full-batch gradient descent algorithm, which selects step size by No1syMi1n.
DP-BLGD is the batch gradient descent version of our DP-BLSG D, which uses the budget increasing
technique of DP-AGD. DP-SGD isthe gradient perturbation algorithm presentedin [14]. OUTPERT-
RSGD and OUuTPERT-GD are both output perturbation algorithms, the former calculates sensitivity
based on permuted SGD with averaging, and the latter calculates sensitivity depending on batch gradient
descent. OBJPERT is the objective perturbation algorithm which inject noise into loss function. PR1v-
GENE is private model fitting based on genetic algorithm. NON-PRIVATE is the non-private baseline,
which uses L-BFGS to search for an optimal solution. MAJORITY classifies every sample as the major
class. For the baseline algorithms which require smoothness of the loss function, the SVM experiments

are performed on Huberized SVM, where

1— inTXZ' lfyZWTXZ <1l—nh
1
F(w,D)i= =3 AL+ h—yw')? [l - ywx| < h

0 otherwise

\

and N is a hyperparameter set to o.s.
For neural network models, we compare our algorithms with the gradient perturbation algorithms
proposed in [14]), which injects Gaussian noise into the sub-sampled clipped gradients, for both SGD and

Adam versions. The NON-PRIVATE baseline shows the performance of AD A M optimizer.

5.6.4 Hyperparameter setting

We fix § = 1078 for all experiments. In order to make fair comparisons between algorithms, we convert
RDP into (¢, §)-DP using the conversion tool given in Proposition 2.1 For convex models, we set the
hyperparameters as follows. To initialize the initial privacy budget € g and py;q4, we heuristically deter-
mine a per-iteration budget as €;., = €/(2 x 50). The intuition behind this setting is that we expect
the algorithm would approximately require so iterations. Given the per-iteration €jte,, We set €gr = €ty
and Pgrad = %6127557“

The sampling rate is set to ¢ = 0.1, and the clipping thresholds are set as Cgrqq = 3 and Cppj = 1

for all gradient perturbation algorithms. The privacy budget increase parameter is setas { = 0.3. The
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hyperparameters of No1syBTLS algorithm are set as follows: & = 0.5,8 = 0.8, 7 = 10,¢ =
1.2, maz = 1.1, i, = 0.5,and ¢p = 0.8. For DP-BLSGD-AC, we set the clipping threshold
decrease rate parameter ¢ = 0.05. Hyperparameters of the baseline algorithms are set as suggested in their
papers.

For neural network models, we set subsampling rate ¢ = 1/200, Cy,qq = 3, and C,p; = 3. Since all
the algorithms being compared can achieve RDP and they are all gradient perturbation-based ones, we plot
the performance over iterations, and use RDP for composition of mechanisms. We set the hyperparameters
of No1sYBTLS as o = 0.001 and 8 = 0.8. The reason is that for over-parameterized models we
empirically observed that setting o to small helps fasten training. For DP-AD A M, we use the default
parameter settings. For DP-SGD, after tuning, we set 1 = 0.2 for MNIST and FMNIST models, and
1 = 0.1 for Cifar-1o models.

5.6.5 Effect of Hyperparameters

A A A A R A A A A
..0.84 ..0.84 ,.0.84 A
O (&} O
o o o
3 0.83 30.83 3
2 E 2 0.83
0.82 0.82

0.2 0.4 0.4 0.6 0.8 laplace gaussian
a B Objective Perturbation
(a) afor BTLS (b) B for BTLS (c) Noise distribution
prers A A v A A 0.845Ma— a7
50-84 5084 $0.840 4
S c S
o] ) 35
E 0.83 E 0.83 E 0.835
0.830
0.82
0.5 1.0 no must adap 0.0 0.1 0.2
q Budget Increase ¢
(d) Sampling ratio ¢ (e) Budget allocation strategy  (f) Clipping threshold decay rate ¢

Figure s.1: Impact of hyperparameters on the performance (A: € = 0.2, ¥v: € = 0.05)

We evaluate the effect of 6 important hyperparameters of our algorithms: «, 8 used for backtracking
line search, noise distribution (Laplace or Gaussin), sampling ratio ¢, budget allocation strategy, and
clipping threshold decay rate (. Figure[s.shows the effects of varying hyperparameters on the performance
of logistic regression model. For this experiment, Adult dataset was used. As shown in Figureand
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Figure s.2: Number of gradient and objective evaluations for different sampling ratio at e = 0.4

the algorithm shows relatively robust performance against the choice of @ and 3 when € = 0.2. When
e = 0.05, the algorithm achieved its best performance at &« = 0.5 and 8 = 0.8. This is because
choosing smaller step sizes allows the algorithm to control the variance due to noise. Larger values of o
will encourage the algorithm to choose small step size by setting the expected reduction in the objective
high. Small 5 would give the algorithm a large jump of candidate step size each time, therefore generally
B = 0.8 is a suitable choice. The proposed algorithm achieved slightly higher accuracy when the noise
for backtracking line search was drawn from the Laplace distribution. When € = 0.2, the algorithm is
robust to the choice of sampling ratio g, but ¢ cannot be too small at high privacy level, since gradients
calculated on smaller batches have higher variance. Although the performance is similar for stochastic
and full gradient descent, as Figure|s.2{shows, subsampling can greatly reduce the number of objective
and gradient evaluations. For budget allocation mechanisms for SGD, “no” means never increase budget,
“must” means always increase budget regardless of angle measurement, and “adap” means adaptively
increase budget based on angle measurement. We can see the angle measurement is indeed beneficial. It
is hard to determine the effect of adaptively decreasing clipping threshold, since the results show that for
e = 0.05, it benefits the performance, but for € = 0.2 it does not. Therefore in the next section we plot

performance of BLSGD with and without adaptive clipping.
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5.6.6 Performance of Convex Optimization

Figure|s.3land Figure|s.4|plots the testing data accuracy (top) and objective values (bottom) of the algo-
rithms against the privacy parameter ¢, for logistic regression and SVM, respectively. For the algorithms
we proposed, we show results using Laplace version of No1sYBTLS, since it slightly outperforms the
one using Gaussian version. DP-BLSGD, DP-BLSGD-AC, and its full-batch version (DP-BLGD)
outperform the baseline algorithms in most cases. They outperform the DP-AGD algorithm, which
shows that the No1syBTLS based technique performs better than the No1sYMIN based step size
selection. Since the DP-BLGD applies the same budget increasing mechanism as DP-AGD, and both
algorithms use full gradient descent, it shows that the improvement of DP-BLGD over DP-AGD
is a result of Armijo line search technique. Our algorithms also outperform the state-of-the-art output
perturbation algorithm, OUTPERT-RSGD, on 3 out of 4 datasets. OBJPERT and DP-SGD show
low performance when € is small. This indicates that step size selection and adaptive budget control are
useful tools to achieve a high privacy level. The Bank dataset is an exception, which OuTPERT-RSGD
outperforms our algorithms. But this dataset has very small training range since the MAJORITY and
NON-PRIVATE baselines are very close, which might affect the performance of gradient perturbation
based algorithms. When clipping threshold adaptation is applied (DP-BLSGD-AC), the performance

can be slightly increased in some datasets.

5.6.7 Performance of Neural Network models

For MLP, we have one hidden layer with 1000 units for MNIST, and 2 hidden layers with 256 units each
for FMNIST; for CNN on MNIST and FMNIST, we stack a convolutional layer with 6 output channels,
amax pooling layer, another convolutional layer with 16 output channels, another max pooling layer, and 2
tully connected layer with width 256 and 128, respectively. For CNN on Cifar-10, we stack a convolutional
layer with 32 out channels, another with 64 out channels, a max-pooling layer, 2 convolutional layers
with 128 out channels, a max-pooling layer, 2 convolutional layers with 256 out channels, a max-pooling
layer, and 3 fully connected layers with size 4096, 1024, 512, respectively. In order for our DP-BLSGD
to accumulate privacy parameter € at the same speed with DP-SGD and DP-ADpAM, we set the the
No1syBTLS to return "%, instead of o if it evaluates over all the max_it candidates. (Thus, we

let our algorithm DP-BLSGD just perform step-size selection, without budget increasing.) We also set
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the same per-iteration budget pj¢., for three algorithms: for DP-SGD and DP-AD A M, we use pjter to
determine noisy scale o?%; for DP-BLSGD, we use 10% of pje, for No1syBTLS (Gaussian version),
and 90% for gradient perturbation. Therefore, each iteration is (o, pjte, )-RDP for all three algorithms,
and it would be a fair comparison of performances against iterations.

The classification performance for neural network models are shown Figure The bottom row
shows the step size selected by DP-BLSGD. As an expected behavior, it is decreasing during training.
DP-BLSGD outperforms DP-SGD and DP-ADp AM in these aspects: For MLP networks, it can reach
to a high testing accuracy in less iterations, and converge to an accuracy similar as other methods. For
CNN networks on MNIST and FMNIST, it converges much faster than DP-SGD and DP-Apaw,
and resultin lower objective values. On Cifar-1o dataset, although the gap between non-private and private
algorithms is larger, DP-BLSGD still achieves better performance in less iterations compare to the two
private baselines, especially in objective value. Note that, since our DP-BLSGD did not perform budget
increasing for neural network models, it uses the same per-iteration budget across the training as DP-
SGD and DP-AD AM, so our method may still face too noisy gradients in later stage, preventing it from
converging to a higher accuracy. Since neural network models needs much more iterations to train, the
privacy leak would accumulates too fast if we keep increasing per-iteration budget. However, our results
show that step-size selection through line search alone can help increase the performance to a certain level,

and accelerate the convergence as well.

5.7 Conclusions

We presented a Rényi differentially private SGD algorithm, in which step sizes are adaptively chosen using
the Armijo condition. To improve the reliability of chosen step sizes, we also introduce strategies for
adaptive privacy budget allocation. Our empirical evaluations on both convex and nonconvex problems
demonstrate that classical line search can help automatically set the step size and improve the utility.
We also introduced practical techniques for improving the runtime adaptivity of private optimization

algorithms, which allows the algorithm to accelerate by making quick progresses.
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Figure s5.3: Logistic regression result by € (Top: Classification accuracy; Bottom: Objective value)
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CHAPTER 6

PRIVATE RANKING: ACHIEVING HigH
UTtirLiTYy PRiIvACcY FOR USER

PREFERENCE

6.1 Motivation

This chapter is a project of applying differential privacy on a realistic domain: the ranking problem. While
the algorithms presented in previous chapters can be used on any empirical risk minimization problems,
given that the assumptions of objective functions hold, some specific problems in the real world may
be some special characteristics, either in the optimization goal or in the training data. Take the ranking
problem in information retrieval domain as an example: although the learning can be formulated as an
ERM problem, its training data are session based, and the information coming from one individual has
multiple portions: the documents which are presented to the user, which are not exclusive to the user,
and the preference of the user to the documents. In this chapter, we look into this problem closely, and
present a privacy framework which can well fit the characteristic of the ranking data, with a sensitivity
calculation technique based on gradient perturbation algorithm to privatise the supervised learning to

rank algorithm.
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6.2 Introduction

The rapid growth of usage of the Internet has significantly increased the speed of generation of web-
page documents, with a growing need of intelligent information retrieval (IR) [84]. A large group of IR
problems can be formulated as a ranking problem to sort the candidate documents from most to least
relevant. Supervised ranking models are trained upon historical user data, where the labels assigned to
the documents are considered as the ground truth to supervise the machine learning process. However,
historical users’ preferences upon the candidate documents represent personal information about the
user, which may cause private issues if it is leaked to or inferred by adversaries. Therefore, protecting the
privacy of user’s information should be considered as an essential task to make a recommendation system
trustworthy.

Recent progress in research in differential privacy has make it a standard to protect information gen-
erated by humans in a broader range of supervised machine learning models, such as deep learning [14].
As the de facto technique to protect the privacy, it provides protection and against strongest adversaries
with arbitrary side information, and provides privacy-utility trade-ofts for the model publisher to control
the level of privacy intended.

In this chapter, we consider the problem of protecting the privacy of user data when training a rank-
ing model. One key feature of DP is the clear definition of “neighboring” datasets, which specifies the
boundaries between individuals. For this reason, we choose the listwise models, where each of the training
units clearly represents an individual user who made a judgement on the documents presented to her, so
that neighboring datasets can be clearly defined. But for other type of models like pointwise and pairwise,
each user might correspond to multiple data rows, so it is difficult to scale the effect of one user, which
correspond to multiple rows in the training data. To formally quantify the privacy protection, we present
anovel privacy framework which only considers the preference label from the user as sensitive information.
The document vector, on the other hand, can be considered as public information, since it is not depen-
dent on the user’s preference. Under this definition, a strong adversary would gain limited confidence on
any target individual by inferring from the released model. With such assumption, document vectors can
help us to calculate the sensitivity of accumulated gradients of the BAYE SR A Nk model, where the users’
preference information is access only through NDCG evaluation. Furthermore, while existing private

SGD algorithms requires gradient clipping with a pre-defined clipping threshold, this algorithm does
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not need such procedure, since NDCG is naturally bounded. Instead, we apply a spectral normalization
technique to regularize the scale of the model parameters, to avoid the sensitivity going too high. We
also tested the private algorithm without the assumption of feature vector being public information, by
the gradient clipping and perturbation technique to train a neural network model. Experimental results
shows that, improved performance is observed if we only protect the user’s information, and consider
feature vector as public to assist the analysis of sensitivity.
Our contributions are summarized as follows:
* We look into the characteristics of listwise ranking model, and propose a privacy framework to protect

the user’s preference on the documents. This framework fits the Rényi differential privacy.

* We analyze the sensitivity of the BAYESR ANK training algorithm, and propose a way to protect the

user’s information during training such model.

* We evaluate the performance of our proposed algorithm, and compare its performance with a series of
other privatization methods, to show effectiveness of our algorithm.

The rest of this chapter are organized as: Section reviews the related work; Sectionsummarizes

important definitions and lemmas used in this chapter; Section |6.5| presents the main algorithm; and

experimental results are presented in Section 6.6} Section|[6.7]concludes the chapter.

6.3 Related Work

The information retrieval (IR ) task is considered as a ranking problem in machine learning community.
This problem has extended its domain beyond document and webpage ranking into music, video, and
product ranking [8s}86]. Recently progress of machine learning models for solving a ranking task uti-
lizes supervised learning, and tries to build a model by historical user’s preferences on documents as the
training data. The supervised learning models can be summarized into three categories: Pointwise models
formulate the ranking problem as a regression or classification problem, and pre-processing the training
data into feature-label vectors of documents and associated labels (scores), assuming each vector are in-
dependently generated, such as logistic regression model in [87], maximum entropy model in [88], and

McRANK model in [89].

84



Pairwise models are also called comparison based models, which pre-process the training data into
comparing pairs. It iteratively teaches the model a binary preference relationship between two pieces
of data. For each session in the training data, pairs of documents with different labels assigned by one
user are generated as a “pair”, which is fed into the scoring function, and the training objective is to
learn the preference between the two documents in comparison by defining a pairwise loss function. For
example, Herbrich et al. presented the RANKSVM algorithm in [90]], which is improved by Joachims
etal. in [91] and [92]. Burges et al. presented the RANKNET algorithm [93] based on neural network,
where the training objective is to minimize the mis-matching pairs in a given session. This technique was
turther improved by the LAMBD AR ANK in [94]), which heuristically use the absolute change of NDCG
(|Anpcel) in the session to re-weight the gradients of the training pairs. Besides, pairwise boosting
method was first proposed in by Freund et al. in 9], relying on gradient boost tree, and further extended
by Zheng et al. through QBR ANK algorithm in [96|], which proposed a boosted successive quadratic
approximation algorithm. Compare to pointwise algorithms, pairwise algorithms take into consideration
of the nature of “comparison” for a ranking model, therefore resulting in better performance in NDCG,
while the comparison based training does not increase the time complexity significantly. However, due to
the inconsistency of the number of comparable pairs each session can generate, the pre-processing would
cause an imbalance of data pairs, which are imperfectly treated as independent samples; and pairs of data
provide weak and ambiguous training information compare to what can be provided in a list.

Listwise models directly consume ranking sessions generated by historical users. It comes as a natural
way of learning, since IR measures are all defined on sessions, and the dataset does not need to be pre-
processed. The LAMBD AR ANK algorithm [94] utilizes NDCG measures, which relies on the session
where the pair belongs to, so it can be considered as a precursor of listwise techinque. Other than that, most
recent Listwise models defines and attempts to minimize a training objective as a surrogate loss function.
For example, Cao et al. proposed L1sTNET [97], which trains a neural network based scoring function,
and minimizes the cross entropy loss of two probability distributions of permutations. The RankCosine
(98] method from Qin etal. defines another loss function, based on the Cosine similarity between the score
vector of the ground truth and that of the predicted result, with a RankBoost [9s] scoring function. Xia et
al. [99] summarized those listwise methods, and proposed another surrogate loss function, L1sTMLE.
Itis arguable that by minimizing a surrogate loss function, the empirical risk minimization model does not

directly optimize IR performance in terms of evaluations such as NDCG and MAP. For this reason, effort
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has been made to optimize the evaluation measures directly, such as AD AR ANK [100|] based on boosting
tree, PERMURANK [1o1] and SVM-M AP [102] based on SVM, and BAYEsSR ANK [103] based on
neural network. These methods involves the calculation of IR measurements to guide the formulation of
gradients, and BAYESR ANK tackles the ranking in a decision making perspective, trying to minimize
the Bayesian risk of the truth permutation. In addition to these three categories, Fernando et al. proposed
M1DpR ANK algorithm [104] on image data, which lay between pairwise and listwise approaches, learning
from moderately sized sub-sequences with useful structural ranking information.

As the standard technique to protect the privacy of training data, differential privacy (DP) has been
widely used in empirical risk minimization models. For first-order approximation methods such as (stochas-
tic) gradient descent, privacy can be achieved by gradient perturbation mechanism for multiple accesses
of the data through gradient calculation, and the overall privacy is measured by privacy composition
lemma. Bassily et al. proposed the first gradient perturbation algorithm [13], with the “strong composi-
tion” method to account for the privacy loss over multiple iterations. Then, Abadi et al. proposed the
“moment accountant” method [14], which gave a tighter bound on privacy amplification and accoun-
tant, and the sensitivity is bounded by gradient clipping. Later, Mironov et al. extended the privacy

composition into Rényi differential privacy (RDP) [4], which constrains the privacy loss random variable

Pr[M(D)€S]

log 5. (D)es]

through Rényi divergence. Wangetal. proposed its privacy amplification lemma [s5] when

training happens on a random subsample of the entire dataset.

6.4 Preliminaries

In this chapter, we use bold-face letters (e.g. W) to represent vectors, and a subscript to indicate index. We
use upper case letters (e.g. 1) to represent matrix, except for (), which represents a query-based dataset
(defined later), and g, which represents an individual query in (). We use || - || to denote Ly norm of a

vector or matrix. A summary of symbol notations in this chapter is presented in Table

6.4.1 Ranking Problem and Query based data

One key characteristic of ranking model comes from its data type. The training data of a ranking model is
or pre-processed from) a so-called “query”-based data, where Q = {¢V, ¢?, ..., ¢™}, are constituted
pre-p query

by m queries (also called sessions, or lists), each belongs to one user. A query ¢ is consisted of a series
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Table 6.1: Summary of symbol definitions

Symbol Definition Symbol Definition
Q dataset of queries f score function
q a query based data 5 score output
m number of queries in a dataset T a permutation of documents
J iterate through queries in a dataset Q space of all permutations
n number of documents in a query k size of prefix of a permutation
7 iterate through documents in a query Q@ order of Rényi divergence
X vector representation of a document € privacy parameters
X domain of document ) privacy parameter of approximate DP
Y evaluation on a document ¥ noisy vector for privacy protection
y evaluation on all documents in a query G accumulating gradient
0 model parameters t iteration number
e model space n learning rate

of documents presented to a user, along with the user’s 7esponse to each document. Formally, let ¢ bea
(4)

1

query, then V) = {(Xl(j ), ygj ) 7., where x;” € X is a vector representation of a document, ygj JeR
is the user’s response to that document, for7 = 1, 2, ..., n;, and n; is the number of documents presented
to and rated by the user. Let yU) = (y%j ), cee yT(l]])> denote the vector of truth scores of the documents
by user j. (Each user might be presented by a different number of documents, and one document might
be presented to multiple users in the dataset ().)

The goal of training a ranking model is to obtain a scoring function f to evaluate and sort individual
documents, which can map a document x to a score s € R. If the ranking model is a parametric, such as
a neural network, let © be the model space, then f : X', © — R. In the supervised learning phase, the
scores giving by the scoring function by feeding multiple candidate documents of one data point are used
to calculate the objective or Joss of that training example. To use the ranking model in production, a series
of candidate documents were first fed into the scoring function, and they are ordered and fed to the user
according to the scores giving by the ranking model.

Another characteristic of ranking model comes from its performance evaluation. Different from other
machine learning models, which emphasis on optimizing accuracy or objective value on a testing data,

for a ranking models, the correctness of relative order of the documents in a session plays a significant

role. The raw values giving by the scoring function do not matter that much: they are not need to predict
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the user’s evaluation, only their orders are. Moreover, a model is more preferred if it can perform well
on placing the most favored documents into the top positions. (For example, a model which can rank
the highest important documents to top 10 positions is more favorable than one who can rank the least
important ones to the last positions, since in reality only the top few results are presented to the user.) Due
to this property, evaluation criteria such as Mean Average Precision (MAP) and Normalized Discounted
Cumulative Gain (NDCG) are often used to evaluate a ranking model.

The calculation of NDCG is supported by most programming languages. By definition, to calculate
the NDCG score of one permutation (ranking) 7, given the ground truth y as a vector of true scores of

each document, it is calculated by

DCGak

and the Discounted Cumulative Gain (DCG) is calculated based on the ground truth scores of the top &

documents (according to ):

where y (;) denotes the true score of the i-th ranked document according to the given permutation. And
max DC'G@QFE denotes the DCG calculated according to the perfect ranking, which is the maximum

possible value of the document set:
2y( 0 — 1
DCGQk :=
max DCG Z 1

where y ;) denotes the i*" largest score of y.

Intuitively, NDCG evaluates the quality of the permutation 7, with an emphasis on the top positions.
MAP is suitable for evaluating ranking performance on binary labels. Suppose labels /; € {0, 1} for
non-Click and Click, then

1

k
MAPQE = Precision@z|l; = 1 6.
Gl <k l=1]] ZZI( recision@i| ) (6.2)

For example, if the ranking resultis [1, 0, 1,1, 0, ...], then M APQ5 = %( + + ) ~ 0.806
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6.4.2 Listwise Ranking Methods

Listwise ranking methods is a type of ranking models whose objective function is defined based upon
training sessions ¢¥), without pre-processing the sessions into pairs or individual documents. For example,
Li1sTNET [97] algorithm defines a probability distribution of permutations, and then define the loss

function as the cross entropy loss of two probability distributions.

Definition 6.1 (permutation probability). For a list of scores s, the permutation probability on a permu-

tation T is:

H Z ) (6.3)
k= J
where 1) is a transformation of the score (e.g. 1) (s) = exp(s) are often used), and 7(j) is the j-th item of .

It can be shown that the permutation probabilities Ps(7) forms a probability distribution, and the
probeability is higher if the permutation 7 is more in accordance with the orders of the scores s.

Since the number of permutations O(n!) is intractable, we can take top k probability of documents
(41 J2, ---» Jk), representing the probability of their being ranked on the top k positions, given the score

of all the documents.

Pu((jro gz i) = Y HEZ tSJ‘Sj) (6.4

7T€<j1,j2 ~~~~~ jk>

where Ps() is the permutation probability of 7 given score list 5, and s, is the score of object j;, which is
ranked in position t,t = 1, ..., n. Therefore, in order to calculate these —< ( 31 top k probabilities, we no
longer need to calculate the n! permutation probabilities. And it can be shown that top-£ probabilities
also form a probability distribution. In practice, we can take & = 1 to reduce the computation complexity.

Based on the permutation probability, L1sTNET defines a surrogate loss function as the cross en-
tropy of the probability permutation given by the truth y, and the probability permutation given by the

SCOres:

R(f(x),y) = CE[P(wlx;y)||P(wlx; )] = = Y P(xlx;y)log P(xx; f)

VreQ
where P(7|x;y) is the permutation (or top k) probability according to truth (y); and P(7|x; f) is the

permutation (or top k) probability according to the scores. Given two lists of scores, we can first calculate
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the two corresponding permutation probability distributions, and then take the metric between the two
distributions as the listwise loss function.

BAYESRANK [103] is a ranking method which aims to dzrectly optimize the performance of IR
applications in terms of various evaluation measures (such as MAP or NDCG). Similar as the pairwise
method LAMBDARANK [94], it involves calculation of NDCG during the training process, but its data
consumption is list-wise instead of pair-wise, like LISTNET.

BayesRank consider ranking as a decision making problem and evaluate the Bayes risk of the ground
truth: Let £(7; 7;') be the permutation loss incurred by taking a ranking decision when perfect ranking
ismy = sort,{dy, ..., d, } (the documents are sorted according to the ground truth y), given a query g.
In the retrieval stage, no explicit information about 7, is presented. This means, any arbitrary permu-
tation could be 7. Therefore, we model the uncertainty by the conditional probability p(m; q), which
corresponds to the probability that 7 would be judged as the perfect permutation for query g. From the

Bayesian decision theory, the expected risk of taking the decision is given by

R(m;q) = / U, 7") dp(7's q) -

The best decision can be selected by minimizing the expected risk as R(7; ¢), which is called the Bayes
risk. In supervised learning phase, the ground-truth associated with each query ¢ is presented. Hence, the

Bayes risk of 7} over the training query set () is

= " pq)R(7};q) = Zp / (m, ") dp(7’; q) ,

q€Q

if we assume () contains i.i.d. samples. Since permutation space 11, is finite, the expected Bayes risk an be

approximated by

Z > U7 )p('sq) (6.5)

qEQ ' €lly
where the scoring function is embedded in the conditional probability p(7'; ¢). In this way, it no longer
formulate the ranking error as a surrogate loss function; instead, the permutation-level loss £ can be directly
related to the desired IR evaluation measures, such as MAP and NDCG.
One key feature of this method is that, the ground truth of training session (i.e. user’s preference) is

only involved in calculating the IR evaluation measures.
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Another listwise training model, L1sTMLE [99], defined the surrogate loss function as:

RO o) = =lo P 1020 ) = ~los [ g 6)

where x,, ) is the i-th ranked document according to the ground truth.

(¢

6.5 Algorithms

This section first introduces our definition of a new privacy framework, fitting the properties of the
session-wise training data, and then describes each component of the proposed algorithm to achieve that

framework.

6.s.x  User-preference level privacy

For the session-wise privacy, each individual is represented by a session historically exposed to a user. The
goal should be protecting user’s preferences on the documents, i.c. {yl(j ) 19 foreachuser j. Tobe specific,
given a dataset of queries (), each session ¢l) = {(ng ), yy )), <ng ), yéj )), o (ngjj), yg)>} consists a set
of documents {X,Ej ) 7, and a set of user’s judgements (evaluations) {yz-(j ) }:2,. We argue that, in many
applications, an reasonable privacy protection goal is to protect the user’s evaluations, for the following
reasons. (i) In most of the applications, for a session based data, only the evaluation part comes from the
users, and some applications may be interested in only protecting data collected from users. For example,
user’s response (truth scores) to online products represents, user’s click and reading of documents, etc.
(ii) The documents (i.e. feature vectors {XZ(-j ) }) are generated and presented to the user before the user
makes a choice among them, therefore, they are independent from {yi(j ) }. (iii) The documents are not
independent from session-to-session: multiple users in () might be exposed to the same document. So it
is hard to define the effect of () in case of presence or absence of one document.

Therefore, we can define a type of session-wise privacy considering only the user data as sensitive

information, given by our definition of neighboring datasets as below:

Definition 6.2 (User level neighboring and privacy). Define datasets @) L@ if Q and Q' are dif-
fered by the user’s preference (scores) of one session. To be specific, if () = {gW, ¢, ... q"} and Q' =

{¢D, P, .. ¢ "™} are session-based data, then Q ~ Q' if there exists one index j € [m] where ¢\ =
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and k # 7.
A randomized mechanism M is session-wise (€, 0)-DP, for privacy parameterse > 0,0 < § < 1, if

for all session-wise neighboring datasets Q ~ Q' and all events S C range(M),
PrM(Q) € S] < exp(e) PriM(Q") € S]+ o

This framework applies on protecting the strong adversity with arbitrary side information who knows
all but one user’s preference on the series of provided documents: if the training mechanism satisfies

session-wise DD, his ability on gaining confidence on inferring the target user’s preference is limited.

6.5.2 Private BayesRank Algorithm

Our private algorithm are based on the Listwise approaches introduced in Section especially the
BayEeEsRANK algorithm. To train the BAYEsR ANk model through stochastic gradient descent, we
need to factorize the loss function and evaluate the gradient of each part. First, the permutation-level loss

in would naturally be the negative of NDCG score:
U(my;,m) = —NDCGQk(r,, )

The choice of NDCG has these benefits comparing to MAP: (i) NDCG allows for numeric scores,
while MAP applies for binary labels; (ii) when k is chosen to be a small integer (like £ = 1), MAP@k
might not be effectively calculated. For a given permutation m, we can divide the document list into two

sub-lists: Wf and WZil, as the first sub-list affects NDCG score, while the second sub-list does not.

T = (T(1)s oos T(k)s T(k41)s o> T(ny)) = <7T]f,7TZi1>

Therefore, we can evaluate the loss by only considering the top k documents of the permutation 7.

So, the loss function can be re-written as

R(Q,0) = —— Z Z NDCGQk(yD, 7F)py(xF; x9, 9) (6.7)

QJ €qQ 7r1
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where 0 is the set of parameters in the neural networks. Here, according to (6.4)), the permutation

probability is

k

. exp(f(x7,6))
(Wf; (])79) _ p(f( i .
P H S exp(F(x7)) + Y g exp(£(x7))

when we choose exp as the transformation function ).
In practice, we usually choose & = 1 for efficiency. The privatised algorithm we proposed achieves
differential privacy through gradient perturbation, with Gaussian noise injected into the sensitive-data

dependent intermediate results: NDCG calculation. The pseudo-code is presented in algorithm

Algorithm 6.1 Private BayesRank (PR1vBR)

i: Input: training sessions Q = (X, Y), where X = {x()} for j = 1,...,m is the set of document
lists fed to m users: x) = {x¥}, fori =1,..., n;, each be a feature vector. Y = {y9)} is the set

of user’s preferences collected from them, yl) = {ygj ) },fori = 1,...,n;, each be auser’s preference

value for xl(j )Y is the private data which needs protection. Hyperparameter: k, sampling ratio ¢,
step size 1)y

2: Initialize neural network model f, model parameters 6

3: fort =0,1,...do

4 Sample a mini-batch B C [m] by sampling ratio g.

5: for j € Bdo

6: Géj) 0

7: fori=1,...,n;do

() enps 2C70) .
8: Evaluate scores exp(f(x;"’, #)) and score gradients == > Pre-calculation
o: end for
10: for Each top k permutation 7} do
I Evaluate N DCGQk (¥, y1)
12: fOl‘iZl,...,?”Lj do
Ap, (1% 3% x{7)
13: Evaluate dp;;(;éj)ﬂ)’e) an 8f(3;) )
14: Géj) — Géj) + NDCGQk(r¥, y) x 8”;;2(;;(;))’9) X 6f(’(;§;)’9) > Accumulate
gradients .

15 end for
16: end for
17: end for }
18: Gg — ZjeB Géj)
19: Sample noise vector > See

20: Privatize Ge — Gg +y
an: Update model 01 < 0, — 7,Gy
22: end for
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6.5.3 Sensitivity calculation

According to our definition of user-preference level privacy, the privacy leak incurs in the calculation of
NDCG (Line 1), since it requires accessing the user’s preference, y/), and NDCG is bounded in [0, 1].
The final gradient calculated on onelist, G () ,isasum of NDCG multiply by two factored gradients, where
(G )
%ﬁ;;’m is the partial gradient of permutation probability with respect to the score, and %’;m is

the partial gradient of score with respect to the model weights. Now we argue that bozh of these terms are

independent of the sensitive data, y ),

Partial gradient of permutation probability with respect to the score

Opk (ﬂ'lf x() 9) . .

The function for calculating 21 0)
x;",

@)
' 1— f‘ank(d) fexp(f(xd 9)) i if d k
Opr (1 x), 9) | Liml S anG T o eeGePay TEET
of(x\,0) _ Zk exp(f(x7,0) ifd ¢ nt

=L exp (7 )+ gk xp (7 6))

and rank(d) denotes the rank of document d in the currently processing prefix list 7}, which does not
depends on the true value (or order) of the document d. The permutation probability p (7¥; x| 6)
defined in only depends the scores predicted by the current model f, so this term only depends on

model vector 8 and each document feature, x.

Partial gradient of score with respect to model

af(x7,0)
00

The second part of multipliers, , is related to the structure of the scoring model. We will show
two examples of parametric models: (i) linear scoring function: f(x, #) = -x; (ii) multi-layer perception
(MLP) model. Both models are widely used scoring functions for ranking.

(i) For the simplest situation of linear scoring function, to calculate the score, s = f(x,6) = x - 0,

af(x7,0)
00

which does not involve Y'; to calculate the gradient, = x, which does not involve Y, either.
(ii) For a more complex neural network model, assume there is one hidden layer of width m. (Situation
is similar if there are more than one hidden layers). Let the model parameters be § = {7y, by, Wa, by }.

(b2 is not needed for ranking models, but we still include it for completion.)
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Forward phase

h, =W;x+ b, XER”,WleRmX",bleRm
a; = ¢(hy) element-wise
hy = Whay + by WQERle,bQGR

The output of neural network is hy := f(x, ). The output is also called the score of the input x, which

is used for ranking in testing phase.

h;x() x{) HO)
Backward phase, the NDCG, Opi(m x7.0) nd 20 e calculated separately. To calculate 1x.7.0)

af(xg]')’(g) 2 00 00
by back-propagation,

0 f(x,0) = Wsa; + by, =a
oWy %)= ow, 21 + 02 = a3

0 0

6_b2 (X, 9) = a—b2Wgal + bg =1

0 0 0 , T
8W1f(x’ 0) = 8_W1W2a1 + by = oW Wad(Wix + by) = Wo © ¢'(a1)x

0 0 0 ,

8_b1 (X, 9) = 8—leQa1 + bz = a_b1W2¢(W1X + bl) - W2 O] Qb (al)

Since y is not involved in the calculation, this part is also independent of sensitive data.

Scale the sensitivity

To scale the sensitivity of the gradient Gy, we need to analyze how the two factors of gradients effect on
the NDCG. Consider B a mini-batch of the dataset (), and its neighbor, B’, which differs by one list of

ground truths y*) and (y")*) at some point j. We would like to see the difference between two gradients

G and G, calculated on B and B’, respectively.
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1Go — Gyl

= NDCGQk(rk, y) x L2 X L)
” 2 Z Z [ ey g) Z

. () ()
NDCGGE(rE, (y)9)) x Pt x?.0)  Of (x; ,9)} |

af(xt",0) 09
' ()
=Y > INDCGQk(rf,yY) — NDOGQk(xf, (y')) }Zapk 7T17 0.0) 3f(>;9 ),
jeB ﬂJf =1 9)
8pk ki x® 0)  af(xY, )
) 1 i
ﬁf?ﬁgZ!NDCG@Wp 7)) — NDCG@k(xf, (y')V H,Zl < H

Opi( m x0,0)  0f(x,0)
< 2
_rjneEgZII; " 0) x =25l
where ||-|| denotes the Ly norm. The firstinequality holds due to that () and ()’ only differs by the scores of
onesession. The second inequality holds due to that NDCG is bounded by [0, 1], s0 | N DOG@Qk(7¥, y 1)) —
NDCGak(E, (y))] < 1.

The sensitivity |G, — G, || can be monitored during training: when the gradient with respect to

n; Bpk(ﬂl :x () ,0)

the model is calculated, at each iteration of a list in B3, we can trace the term 3« || 232,
Of(x! [€) 0)

af(xW, . . ) L
ﬂ# || for each list and document being processed, and store the maximum over all list in the current
mini-batch.

Let C be the maximum value over all the lists in the training mini-batch, then we can inject noise

v ~ N(0,0%C?) into the accumulated gradient G to achieve differential privacy.

6.5.4 Integrating with Spectral Normalization

For complex models such as neural network, if there is no restrictions on the model parameters, the

e i 0 k.x() .0 d
calculated sensitivity, || S, 2 gj(:(rl(;() ) ) f(
Xl 5

injection. Therefore, we can combine this algorithm with some regularization strategy. Although existing

H could be unbounded, resulting a large noise

private neural networks [14] incorporate gradient clipping to control the noise injection, it has a drawback
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that an apriori clipping threshold needs to be chosen, and it is hard to adaptively change it during the
training phase, so when the SGD pushes the model to a local optimal, the threshold might be too large.
Therefore, we choose the spectral normalization [10s|] technique for deep neural network to control
the norm of gradient of neural network, %(ej)’m. This technique was introduced as a regularization
technique in training discriminator of GAN in non-private settings. After each update of weight matrices

Wi, W, ..., the spectral normalization technique normalizes the spectral norm of the weight matrix so

that it satisfies the Lipschitz constraint o (W) = 1:
W W/a(W)

where o(A) is the spectral norm (largest singular value) of the matrix A. In our experiments, we find that
spectral normalization helps bounding the sensitivity since it regularizes the norm of the model weights,

especially when the the model is updated by gradients with noisy perturbation.

6.s.5 Further reduce the sensitivity

Although the NDCG is upper-bounded by 1, in most real datasets, the NDCGs of most Top-k permuta-
tions are not as large as 1, and would even reduce to o if all documents in 7§ of that permutation have a
score of 0. For the case of & = 1, NDCG is zero as long as the the score of the document used to calculate
NDCGa@r is zero. For example, if a session ¢ has truth valuesy = {0,--- ,0,1,0,---,0} (i.e. only one
document in the session has a non-negative score). In such case, one of the n; Top-1 permutations has
NDCG of 1, all the permutations have NDCG 0. From this observation, we can conclude that if the
session length is 1 but there are at most p documents having a non-zero evaluation score, then at most p
of the n; top-1 permutations have a non-zero NDCG.

In many ranking tasks, most training sessions has only one to two non-zero scores. For example, in the
click-through dataset, where the event is that the user clicked the document, since most users would not
click too many documents presented to them, usually one session would only contain very few positive
events.

If we assume all possible session has only one non-zero score (as an assumption), then the calculated sen-

, 5 () , L E))
c . n; 8pk(7rf,x<1>,6) of(x;”,0) nj  Opg(wy;x\),0)
sitiviey > ox || 222 RO | can be reduced tomaxy m, 3 o 1o 122024 Tt

opi(nhix)0) _ af(xY

af (x!
ofa ) 00

j) .
% | (i.e. the sum of the two largest values of || Y17

A) || over all top-1 permu-
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tations). This is because a neighboring session would only have one positive evaluations, so at most two
Top-1 permutations would have positive NDCG. However, this is a strong assumption which does not
hold for most of the datasets: even if the chance to have a session with multiple positive events is extremely
low, since it is part of the user’s preference, those cases needs to be protected to meet the privacy guarantee.

In stead, we can let the algorithm to pre-process each training sample during training, by constricting
the number of non-zero scores: if the training sample has more than one non-zero elements, it pre-process
the data to randomly select and keep only one of the highest non-zero scores. This pre-process would
guarantee that the neighboring datasets only differ by at most two of the || permutations, thus further
reducing the sensitivity. Although this would loss some training signals in the gradient, our experiments

shows that decrease in the noise injection would overweight the information loss.

6.6 Experimental Results

6.6.1 Datasets

We tested the ranking performance of all private ranking algorithms on the two LETOR 4.0 datasets [106|:
MQ2007 and MQ2008. LETOR 4.0 is a package of benchmark datasets for research on Learning to Rank.
Both datasets are webpage retrieval datasets, which use the Gov2 web page collection and two query sets
from Million Query track of TREC2007 and TREC 2008, respectively. We use the supervised ranking
part of the datasets, which is supported with relevance labels. All the attributes of the documents are
anonymized. From the data description, they contain information retrieval features such as TF, IDF, DL,
BMa2s, LMIR, etc.

For MQ2007, data size m = 1,692, feature length p = 46, and session length n; ranges from 6
to 147, with majority (1549/1692) of them having a length of 40; For MQ2008, m = 784, p = 46,
and session length n; ranges from 5 to 121, with majority (339/784) of them having a length of 8. Both
datasets have response values ranging from 0.0 to 2.0. Since list-wise ranking models consider each session
as a training individuals, the training data are not pre-processed: each feature vector is directly fed into

the scoring model. For model evaluation, all positive evaluations are considered as 1.0 when calculating

MAP.
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6.6.2 Model and baselines

As suggested in the non-private algorithms [103]], we perform our experiment on a multi-layer perceptron
(MLP) model with one hidden layer. Other than the BAYESR ANk model, we tested two other popu-
lar listwise models: L1STNET [97], which is is cross-entropy between the permutation probability of
the ground truth and the permutation probability of the scores, and L1sTMLE [99]], which applies a
consistent and sound surrogate loss function.

To privatise these two algorithms, we incorporate the gradient clipping method presented in [14], i.e.
clip and perturb the sum of mini-batch gradient before SGD update. We also apply the gradient clipping
method on BAYESRANK as a baseline algorithm. We apply 5-fold cross validation on all algorithms, by
the train-test split provided by the data provider. Due to the randomness of the private algorithm, each

fold is repeated 10 times, and the average performances on the testing data are reported.

6.6.3 Hyperparameter setting

We set & = 10~ in our experiments, which is a value between 1/n and 1/n?. For the MLP model, we
add a bias threshold to the input layer, and one hidden layer with width 256. No bias threshold is added
into the hidden layer, since it is not necessary, and the output layer as only one neuron, which indicate
the score of the input.

Four different noisy scales were tested on each dataset, ranging from high noise (low €) to low noise
(high €). The mini-batch size was fixed to 10, which can largely benefit from privacy amplification through
sub-sampling effect. In this way, for each group of experiments, privacy € accumulates at the same speed for
all private algorithms. Although non-private algorithms would converge in about 100 iterations, each ex-
periment is trained for 400 iterations, to allow enough training for convergence for the private algorithms.
After tuning on the non-private algorithm, we set a initial learning rate 19 of 0.1 for BAYESRANK and

L1sTNET algorithms, and 0.01 for L1s TM LE algorithms, and a linear decrease every 100 iterations.

6.6.4 Results

Note that since we use session-wise algorithms, both datasets are not large in consider of sizes: MQ2007

contains 1, 692 users, and MQ2008 contains 784 users. It is a known fact that protecting the privacy of a

99



small dataset is more difficult than doing so in a large dataset, due to the nature of “averaging” of many
machine learning models, the effect of one individual get stronger dilution in a larger dataset.

Figure[6.1]land[6.2]show the performance of the private algorithms on MQ2007 and MQ2008 datasets,
respectively. For each figure, we show the evaluation criteria against training iterations, for criteria of
MAP, NDCGe@1, NDCG@2, NDCG@4, and NDCG@8, from top to bottom, on the testing dataset.
Performance of non-private (NP) baseline algorithms of BAYESRANK, LIsTMLE, and L1sTNET
are also plotted. We choose 4 different noisy perturbation scales o2, which result in a range of around
0.75 — 2.5 of private parameter € after 400 iterations, so that we can see privacy-utility trade-offs at a
reasonable privacy level.

From the experimental results, we can see that private algorithms converges at a lower speed compare
to non-private algorithms in general, due to the noisy perturbation. Smaller noisy perturbation would
result in performance closer to non-private algorithms, but there is still a gap between PR1vBR and
the non-private baselines, especially on the MQ2007 dataset. In MQ2008 dataset, the experiment with
the smallest perturbation (largest €) shows the performance closer to non-private baselines, especially for
NDCG@i1 and NDCG@2. When achieving high privacy is required (like € < 1), the drop in performance
from non-private algorithm in NDCGs is about 0.1 (like for NDCGS, it drops from 0.45 to 0.35). In all
experiments, the PR1vBR achieves the highest performance comparing to other baselines. This indicates
that, if the application allows to consider the feature vector x as public information, while only requires
protecting the user’s preference y, applying the sensitivity calculation technique of PR1vBR can increase
the utility of the model. The private algorithms applying gradient clipping does not require the feature
vectors to be public. So if it is needed to protect that part of training data, applying gradient clipping

algorithm with BAYESRANK or L1sTMLE can still achieve reasonable performance.

6.7 Conclusions

In this chapter, an analysis on achieving differential privacy on training a machine learning ranking model
is presented. We consider users who made preference on the provided documents as individuals, therefore
listwise ranking techniques are considered. We propose a framework of privacy applicable to listwise
training data, and perform a sensitivity analysis on the BAYESR ANK model. Experimental results show

that sensitivity calculation technique can result in a higher utility of the private model.
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Figure 6.1: 1 of 5. Performance on LETOR 4.0 dataset MQ2007, MAP.
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CHAPTER 7

CONCLUSION

In this dissertation, several difterentially private machine learning algorithms are proposed, in an effort
to privately solving an empirical risk minimization problem. Those algorithms apply to different types
optimization problems, each with specific conditions, and approaches privacy guarantee through different
techniques. The techniques utilize in those algorithms include: sensitivity calculation, periodic averaging,
alternating direction method of multipliers, privacy amplification through sub-sampling, sparse vector
technique, angle measurement, spectral normalization, etc. Although the algorithms achieve privacy
through different ways, they all fall into the recent Rényi differential privacy framework, which means
that, they are stronger than the approximate differential privacy definition, and can be converted to the
more semantically meaningful (¢, §)-DP with arbitrarily small 6.

The proposed algorithms can be applied on a broad range of machine learning problems. And as the
experimental results shows, they demonstrate high utility (in performance), especially in the high privacy
region with € < 1. These approaches would greatly help machine learning practitioners, if privacy comes

as a serious problem in their application domain.
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