DOMAIN ADAPTATION AND
OuT-0F-DISTRIBUTION DETECTION FOR
NETWORK DATA

by

Yu WanNG
(Under the Direction of Pengsheng Ji and Sheng Li)
ABSTRACT

Node classification on networks, i.e., graphs, is an essential topic in the
graph machine learning field with ubiquitous applications in natural science,
social science, industries, etc. In this dissertation, we study a few graph machine
learning cases where target data are potentially out-of-distribution (OOD) com-
pared to in-distribution (ID) training data. Among various OOD problems,
one important field is domain adaptation, where the source and target data (i.e.,
domains) share the same feature space but different distributions. Current do-
main adaptation methods for node classification only focus on the closed-set
setting, where source and target domains share the same label space. Moreover,
only a few pioneering graph OOD node classification methods have been pro-
posed, which leave out the task of OOD detection (also known as anomaly
detection). We first address a novel open-set graph domain adaptation learning
problem, which can leverage source domains with rich labels to deal with classifi-

cation tasks in an unlabeled target domain. Specifically, we develop an algorithm



for efficient knowledge transfer from a labeled source graph to an unlabeled tar-
get graph under a separate domain alignment strategy, to learn discriminative
feature representations for the target graph. Our goal is to not only correctly
classify target nodes into the known classes, but also classify unseen types of
nodes into an unknown class. Experimental results on real-world datasets show
that our method outperforms existing methods on graph domain adaptation.
Secondly, we study a graph OOD semi-supervised node classification setting,
where our developed method solves both the OOD detection problem and the
node classification problem at the same time. Our method can detect OOD
nodes from ID nodes while classifying both ID and OOD nodes into their cat-
egories. Methods of data augmentation such as Mixup and anomaly detection
such as Deep Support Vector Data Description are adapted for graph data and
its OOD detection and node classification tasks. We extensively compare our
method with others on the graph OOD benchmark datasets and demonstrate

our method’s effectiveness.

INDEX WORDs:  [Network data, graph neural networks, domain
adaptation, out-of-distribution learning, node
classification, transfer learning, semi-supervised

learning, graph mining, network analysis]
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CHAPTER I

INTRODUCTION

1.1 Graph machine learning

Graph data, also known as network data, is a unique non-Euclidean data struc-
ture'. Graph data represents entities (objectives) and their interactions (relation-
ships). Entities are represented as a set of nodes or vertices, and the interactions
are represented as edges or links. A lot of real-world datasets are in the form of
graphs, such as social networks, citation networks, knowledge graphs, protein-
protein interaction networks, molecules, and the World Wide Web, just to name
a few. Examples of possible machine learning problems for graph data can be
mainly divided into three different categories: node level (e.g., node classifica-
tion, node regression, node clustering), edge level (e.g., link prediction), and
graph level (e.g., graph classification). Machine learning on network data has
been a rapidly growing area of research in the past a few decades. It aims to
extract useful information from the graph/node/edge attributes and the graph
structure, which can lead to better understanding, prediction, and decision-

making from the data.

" In this dissertation, we use
the two terms, graph and
network, interchangeably
to refer to graph-structured

data.



Researchers from different fields of study have been continuously develop-
ing graph related methods. From a statistical learning perspective, graph related
problems can be categorized into two main categories, supervised and unsu-
pervised learning. In recent years, different problem settings emerged such as
semi-supervised and self-supervised learning, which are more realistic settings
in a lot of applications, and corresponding methods came up as well (Zhai et
al., 2019, Chen et al., 2020). Traditional statistical methods demonstrate good
performance on some problems such as community detection (Z. Wang et al.,
2020)), node classification (Bhagat et al., 2011), and link prediction (Kumar et al.,
2020). However, those methods have been facing substantial challenges when
dealing with more complex and large-scale systems, as well as constantly evolv-
ing problem settings. Thus, we need to develop new methodologies to solve
novel problems.

Graph Neural Networks (GNNs), first brought up by Scarselli et al., 2009,
are a large group of deep learning models that generalize classical deep learning
concepts to graph data and enable neural networks to reason about objects and
their relations. GNNs can operate on the graph structure and node features
simultaneously, allowing them to capture the local and global structure of the
graph. Due to its promising performance and large potential, numerous GNN
architectures and applications have been brought up to improve the methodolo-
gies of solving graph related research questions. Nowadays, GNNs have been
constantly showing that they hold state-of-art performances in a lot of graph
machine learning studies. In this dissertation, all proposed methodologies are

based on GNN models.



1.2 A review of GNNs: frameworks and open

problems

r.2.x Original GNN model

GNN s are largely motivated by two things: convolutional neural networks
(CNNs) and graph embedding (Zhou et al., 2018). CNNs are brought up by
LeCun et al., 1998 which emphasize the local connection, shared weights and
the use of multi-layer, while graph embedding learns to represent graph nodes,
edges or subgraphs in low-dimensional vectors. These two aspects can both be
applied to collectively aggregate information from graph structure, thus to solve
the graph problems. The goal of GNNs is to generalize classical deep learning
concepts to graph data and enable neural networks to reason about objects and
their relations.

The idea of GNNs comes from Scarselli et al., 2009, which extends the
existing neural networks into the graph area. GNNs do propagation guided by
the graph structure instead of using it as part of features. Generally speaking,
GNN:s train 2 model that updates the hidden state of nodes by a weighted sum
of the states of their neighborhood and then uses the updated embeddings to
solve the corresponding task, such as node classification, graph classification,
link prediction, etc.

For a set of graph data, let h,, be an s-dimension vector of node v and can
be used to produce an output 0,, such as the node label. Let f be a parametric
function (local transition function) that is shared among all nodes and updates
the node state according to the input neighborhood, and g be the local output

function that describes how the output is produced. Define:



h, = f (X’U’ Xeo[v]s hne[v]7 Xne[v]) (I'I)
o, = g (h,,x,) (1.2)

where Xy, Xco[v]> Dnefu]> Xne[y] are the features of v, the features of its edges, the
states, and the features of the nodes in the neighborhood of v, respectively.
LetH, O, X, and X be the vectors constructed by stacking all of the states,

outputs, features, and node features, respectively. The compact form will be:
H = F(H, X) (r.3)

O =G (H Xy) (1.4)

where F, the global transition function, and G, the global output function are
stacked versions of f and g for all nodes in a graph, respectively. The value of
H is the fixed point of Eq. [r.3]and is uniquely defined with the assumption that
F'is a contraction map.

Let H? denotes the ¢-th iteration of H. The iterative scheme for GNN to

compute the state of (t + 1)-th iteration of H is defined as:
H' =F (Ht, X) : (1)

After defining the framework of GNN, the next step is to learn the param-
eters of f and g. Let t,, be the target information for a specific node, the loss

can be written as follow:

loss = Z (t; — o) (1.6)



Algorithm 1 Algorithm for GNNs

. Update the states h!, iteratively by Eq. |1 until a time 7". They approach
the fixed point solution of Eq. .3t H(7) ~ H.

2: Compute the gradient of weights W from the loss in Eq.

3: Update weights W according to the gradient computed in the last step.

where p is the number of supervised nodes. Then we can learn the weights based
on a gradient-descent strategy and is shown in Algorithm 1.

The original GNN is a promising idea but also has some limitations, in-
cluding: it is inefficient to update the hidden states of nodes iteratively for the
fixed point; it uses the same parameters in the iterations; edge features cannot
be eftectively used and modeled. Therefore, a lot of its variants were proposed

afterwards.

1.2.2 Variants of GNNs

The variants of GNNs can be grouped into three different categories: GNN
variants operating on different graph types, variants modifying propagation
rules, and variants using advanced training methods. Below we will introduce

them briefly.

1. GNN variants for different graph types.

Graphs can be directed or undirected. The original GNN method is
applied to undirected graphs, while for directed graphs the edges that
connecting two nodes contains more information than the mutual “con-
nection” meaning. Therefore, Kampftmeyer et al., 2019/ proposed to use
two kinds of weight matrix to incorporate more precise structural infor-

mation for the two groups on different sides of the edges. Also, different



methods were brought up for heterogeneous graphs, and graphs with

edge information, as well as dynamic graphs.

. GNN variants modifying propagation rules.

A lot of propagation rules have been proposed to improve the quality
of learning representations. One important idea, convolution, has been
incorporated into the GNN model. Methods using the convolution can
be divided into two groups: spectral approaches and non-spectral (spa-
tial) approaches. Spectral approaches include ChebNet by Hammond
et al., 2011 and GCN by Kipf and Welling, 2017, For all of the spectral
approaches, the learned filters depend on the graph Laplacian eigenbasis,
which depends on the graph structure. Thus, these models trained on a
specific structure could not be directly applied to a graph with a different

structure.

Non-spectral approaches define convolutions directly on the graph in-
stead of the graph Laplacian, operating on spatially close neighbors. Ex-
amples include Neural FPs by Duvenaud et al., 2015, DCNN by Atwood

and Towsley, 2016, GraphSAGE by Hamilton et al., 2017, etc.

Also, there are other works such as gated graph neural network (GGNN)
by Y. Li et al., 2015/ that uses the gate mechanism, graph attention net-
work (GAT) by Velickovi¢ et al., 2017|which incorporates the attention

mechanism into the propagation step.

. GNN variants using advanced training methods.

Some of the methods, such as GCN, require the full graph Laplacian,
which is computational-consuming for large graphs. To target this prob-

lem, works on sampling have been proposed. The ideas include sampling



methods (neighbor sampling, importance-based sampling, and param-
eterized and trainable sampling, etc.), receptive field control, data aug-
mentation, and unsupervised training (e.g., graph auto-encoders (AEs)
that aim at representing nodes into low-dimensional vectors by an unsu-

pervised training manner).

1.2.3 General frameworks

Besides the GNN variants mentioned above, several general frameworks are
proposed to integrate different models into one single framework. Figure

shows a general design pipeline for a GNN model.

1. Message passing neural networks (MPNNs). The MPNN frame-
work is a general framework for supervised learning on graphs by Gilmer
et al., 2017, which unifies various GNN and GCN approaches. This
framework incorporates some of the most popular models for graph
data, such as spectral and non-spectral approaches in graph convolution,
GGNN, interaction networks, molecular graph convolutions, deep ten-

sor neural networks and so on.

The model has two phases: a message passing phase and a readout phase.
The message passing phase is also known as the propagation step, which
runs for 7" time steps and is defined in terms of message function M,
and vertex update function U,. For iteration ¢, the messages m’ and the

updating functions of hidden states h!, are defined as:

m}™ = ) M, (hl, b, e.)
weNy (17)

bt = U, (b, m’+)

v
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where e,,, represents features of the edge from node v to w. The readout
phase computes a feature vector for the whole graph using the readout

function R:

y =R ({h]|veG}) (1.8)

where 7' is the total time steps. The message function M, vertex update
function U, and readout function R are generalized expressions and thus

can generate different methods.

2. Non-local neural networks (NLNNs). Different from the previous
framework, NLNNs capture long-range dependencies with deep neural
networks. The non-local operation generalizes the classical non-local
mean operation in computer vision. The set of positions can be in space,
time or spacetime. The definition of non-local operation can be different,

thus leading to various ways of calculating the hidden state of nodes.

3. Graph Networks (GNs). The GN framework generalizes and extends
various GNN models. A core part of GN is calle the GN block, which
contains three “update” functions, ¢, and three “aggregation” functions,
p- The design of GNs has three principles: flexible representations, con-
figurable within-block structure and composable multi-block architec-

tures.

1.2.4 Major GNN applications

Since graph data exists in numerous fields, GNNs have been applied into difter-
ent areas to solve the real-world problems. Zhou et al., 2018/ give a comprehen-
sive summary of GNN applications in various fields of study. Some scenarios

include:



1. Structural scenarios where the data has explicit relational structure, such

as molecular structures and knowledge graphs.

2. Non-structural scenarios where the relational structure is not explicit,
such as image and text. For example, in the image classification problem,
we can use knowledge graphs as extra information to guide zero-short
recognition classification. Also, we can use the similarity between images
in the dataset to solve the few-shot recognition problem by building a
weighted full-connected image network based on the similarity and do

message passing in the graph.

3. Other scenarios such as generative models and combinatorial optimiza-
tion problems. NetGAN by Bojchevski et al., 2018|is one of the first
work to build neural graph generative model, which generates graphs via

random walks.

1.2.5 Open problems

Currently, there are still open problems in the GNN area. First, the GNNs
usually have a shallow structure with no more than three layers. Second, dy-
namic GNN is still being researched and has open problems due to the temporal
changing structure of the data. Third, there is still no optimal methods to gen-
erate graphs from non-structural raw data such as images and texts. Fourth,
it is a challenge for GNN's to scale up, just like many other graph embedding
methods. Fifth, graph data in real life are usually gigantic, meaning that labeling
the constantly emerging and evolving data can be a huge burden and potential
issue. This leads to a fast growing research interest in transfer learning, self-

supervised learning, unsupervised learning, etc. In conclusion, there have been

10



huge improvements during the past few years for the GNN research area but
also many challenges to be explored in order to solve some of the most critical

open problems.

1.3 Focus of dissertation

This dissertation focuses on the topic of out-of-distribution (OOD) learning
on graph data. OOD learning deals with those situations where training and
test data follow different distributions. These situations are also called “distri-
bution shifts". Although general OOD machine learning methods have been
extensively studied, OOD learning on graph data is still an emerging field with
limited findings and resources. This could be due to the natural complexity of
graph data: graph data is not structured like images, and it contains multiple
types of information such as node attributes, edge attributes, and graph struc-
ture. Therefore, it can be hard to directly utilize the existing OOD machine
learning methods designed for other types of data. Also, there are very limited
benchmark datasets available for graph OOD tasks, both on node level and
graph level.

In the meantime, there has been increasing evidence that test nodes do not
necessarily follow the same distribution as training nodes. The same can happen
to the response variable (e.g., in a node classification problem, the category of
anode). In those case, the performance would drop and harm the predictions
and applications of graph models. Thus, there is an emerging need for graph
OOD learning algorithms to generalize well on OOD data and eliminate the
potential performance drop on new data.

Generally, distribution shifts are categorized into two types, i.e., covari-

ate shift and concept shift (Quinonero-Candela et al., 2008, Moreno-Torres

1I



Covariate Shift

d

@ Train Data Test Data

Assumptions: ptrain yy - ptest(X)
Ptrain(le) — Ptest(le)

Figure 1.2: Illustration of covariate shift on graph data.

et al,, por2). Let Y € Y be the response variable which a model is trained
to predict for and X € X be the covariate variable. Then the joint distribu-
tion P(Y, X) can be written as P(Y'| X ) P(X). In covariate shift (Figure[r.2),
the distributions of X are different between training and testing data, while
P(Y|X) stays the same. Covariate shift can be mathematically expressed as
Pmin (X)) #£ Pt(X)and P™" (Y|X) = P (Y|X), where P™" (-) and
P (-) denote training and testing distributions. In concept shift (Figure ,
P(Y'|X), the conditional distribution, has been shifted while the input covari-
ate stays the same. Concept shift can be expressed as P"™" (X)) = P (X)
and P™" (Y| X) # P**(Y|X). There is an essential difference between these
two types of distribution shift, and it is natural to have different strategies to
solve the OOD problem for them. Gui et al., 2022 have designed graph bench-
mark data for both covariate shift and concept shift, showing that existing graph

OOD methods perform differently across two types of shifts.
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Concept Shift

@ Train Data Test Data
Assumptions: ptrain(x) = Pptest(X)
PUin(Y|X) = P'S(Y|X)

Figure 1.3: Illustration of concept shift on graph data.

1.4 Structure of dissertation

In this chapter, a literature review of graph data related research, especially
GNN:s, has been summarized and discussed. In the next few chapters, we solve
two of the graph out-of-distribution problems, i.e., graph domain adaptation
and out-of-distribution detection under the semi-supervised node classification
setting. Chapter 2 is focused on addressing one novel and challenging problem,
the open-set graph domain adaptation (OS-GDA). An illustration of this prob-
lem is shown in Figure OS-GDA is a combination of both covariate shift
and concept shift, which makes the problem more realistic and challenging.
Chapter 3 is focused on out-of-distribution detection under the concept shift
scenario, where a combination of semi-supervised node classification problem
and an out-of-distribution detection problem are solved at the same time. The
last chapter summarizes the works in this dissertation and points out future

work directions.

3
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/__
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Test Data
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pPtrain(y|xX) = Ptest(Y|X)

Figure 1.4: Illustration of open-set graph domain adaptation (OS-GDA) prob-
lem.
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CHAPTER 2

OPEN-SET GRAPH DOMAIN
ADAPTATION VIA SEPARATE

DOMAIN ALIGNMENT

2.1 Background

Domain adaptation has become an attractive learning paradigm, as it can lever-
age source domains with rich labels to deal with classification tasks in an un-
labeled target domain. A few recent studies develop domain adaptation ap-
proaches for graph-structured data. In the case of node classification task, cur-
rent domain adaptation methods only focus on the closed-set setting, where
source and target domains share the same label space. A more practical assump-
tion is that the target domain may contain new classes that are not included in
the source domain. Therefore, in this chapter, we introduce a novel and chal-
lenging problem for graphs, i.c., open-set domain adaptive node classification,

and propose a new approach to solve it. Specifically, we develop an algorithm

15



for efficient knowledge transfer from a labeled source graph to an unlabeled tar-
get graph under a separate domain alignment (SDA) strategy, in order to learn
discriminative feature representations for the target graph. Our goal is to not
only correctly classify target nodes into the known classes, but also classify un-
seen types of nodes into an unknown class. Experimental results on real-world
datasets show that our method outperforms existing methods on graph domain
adaptation.

Many top-performing machine learning models are trained on large-scale
labeled data. However, in practice, labels can be hard to obtain due to the huge
cost and/or considerable difficulty of labeling. To handle these challenges, do-
main adaptation (DA) (Pan and Yang, 2010)) is proposed to transfer knowledge
from a labeled dataset, namely source domain, to an unlabeled dataset, namely
target domain, while domain divergence always exists among source and target
domains. DA has drawn much attention in recent years for several reasons. First,
traditional machine learning methods require a large amount of labeled data
for model training, but unlabeled data from new domains constantly emerge.
Second, compared to labeling the data from every new domain, it is more ef-
ficient to transfer knowledge from a similar domain that already has sufficient
labels. Third, studies have shown promising performance on knowledge trans-
fer using domain adaptation techniques in multiple fields, such as computer
vision (Long et al., 2018a)), natural language processing (Jiang and Zhai, 2007),
and time series data analysis (R. Zhao et al., 2021).

Graph data, which efficiently represents the relationship (edges) between
objects (nodes), is ubiquitous and has various applications in the real world.
One of the most important learning tasks on graph data is node classification,

where the algorithms learn to predict the category of each node. Examples of

16
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G* 51
Open-Set Graph /.

Domain Adaptation \.

Figure 2.1: Problem setting difference between closed-set and open-set graph do-
main adaptation. Different colors denote different categories. Different shapes
represent different domains.

this task are found in diverse areas, including social networks (Bhagat et al.,
2011), citation networks (Ji and Jin, |2016)), protein—protein association net-
works (Szklarczyk et al., 2018), and product co-purchasing networks (Bhatia
et al., 2016). Although many algorithms have been developed for supervised
and semi-supervised graph learning, the topic of cross-network (or cross-graph)
domain adaptation has been largely underexplored. In recent years, a few graph
domain adaptation methods are brought up (Dai et al., 20225 Shen et al., 2025
M. Wu et al.,|2020)). They focus on the closed-set cross-network node classifica-
tion problem, holding the assumption that the target graph contains nodes of
categories only in the source graph, however, which is unrealistic. In many real-
world applications, the target graph always contains novel nodes that are out of
the label space of the source graph. Inspired by this, we introduce the concept of
open-set (Geng et al., 2020|) cross-network node classification. Specifically, we
allow the target graph to contain nodes of unknown classes that don’t belong

to the source label space. Meanwhile, we require the learned model to not only

17



correctly classify target node if its label is in the source label space but also to
be able to identify it as “unknown”. The difference between closed-set domain
adaptation and open-set graph domain adaptation is illustrated in Figure[o.1]

To address the new challenging problem, i.e., Open-Set Graph Domain
Adaptation (OS-GDA), we propose a novel separate domain alignment (SDA)
framework. An overview is shown in Figure Rather than directly aligning
source and target domains without considering target unknown class nodes,
SDA provides different domain alignment strategies for different target nodes.
Specifically, we roughly split the target nodes into two groups based on their
entropy values of the classifier’s outputs, i.e., certain group and uncertain group.
The data in certain group have smaller entropy values compared with threshold
while those in uncertain group have larger entropy values. In principle, entropy
estimates the prediction uncertainty. The smaller the entropy, the higher the
certainty of the prediction. For certain group, we utilize adversarial learning to
align them to the source domain. For the uncertain group, we propose a neigh-
bor center clustering method to better separate target data from known classes
and those from unknown classes. In this way, the target data coming from
known classes would align to the source domain while those from unknown
classes would be far from data of known classes.

Our contributions are summarized as follows:

* We introduce a practical and challenging task, namely open-set graph
domain adaptation (OS-GDA), that allows target graphs to contain un-

known class nodes.

* We propose the Separate Domain Alignment (SDA) framework, which

provides suitable domain alignment strategies for different target nodes.
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Figure 2.2: Illustration of the proposed separate domain alignment (SDA),
which consists of three parts: (1) dividing target nodes into two groups, i.c.,
certain group and uncertain group; (2) for certain group, we utilize adversarial
domain alignment to align target nodes to source nodes; (3) for uncertain group,
we propose a neighbor center clustering loss to cluster target nodes. Best viewed

in color.
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* We conduct extensive experiments and show that our method success-
fully tackles the novel OS-GDA problem and surpasses all baselines with

large margins.

2.2 Related work

2.2.1  Graph Neural Networks

Since GNN was first brought up to extend general neural network methods to
graph domains (Scarselli et al., 2009), numerous GNN algorithms have been
developed and shown impressive performance in graph learning tasks such as
node or edge classification, link prediction, community detection, and regres-
sion. Representative GNN methods include ChebNet (Defferrard et al., 2016),
graph convolutional network (GCN) (Kipf and Welling, 2017)), and Graph-
SAGE (Hamilton et al., 2017), which leverage the node adjacency matrix and
analogously define convolution operators on graphs in either spectral or spa-
tial spaces. After GCN bridged the gap between spectral-based methods and
spatial-based methods, spatial-based methods have also gained huge popularity
due to its attractive efficiency, flexibility, and generality (Hamilton et al., o17;
Z.Wu et al., 2021). However, these GNN modes would fail to solve the cross-
network problem due to the domain divergence between training graph and

testing graph (M. Wu et al., 2020).

2.2.2 Closed-set domain adaptation

Many DA methods have been proposed and achieved success in various fields.
Mostexisting methods belong to closed-set domain adaptation (CS-DA), which

aims to reduce the domain divergence between source and target domains and
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extract domain-invariant features (Ganin and Lempitsky, 2o15; Long et al.,[2o15).
They can be roughly divided into two categories: (1) moment matching based
methods which statistically match the data distributions such as maximum
mean discrepancy (MMD) (Gretton et al., 2012) and CORrelation ALignment
(CORAL) (Sun et al., 2016); (2) adversarial learning based methods which
play a minimax game between feature extractor and domain discriminator to
learn domain-invariant features such as Domain Adversarial Neural Networks
(DANN) (Ganin et al., 2016) and Conditional Domain Adversarial Networks
(CDAN) (Long et al., 2018a).

Compared to DA in CV and NLP fields, graph domain adaptation is a
relatively new topic. Only a few methods have been proposed for the closed-
set graph domain adaptation (CS-GDA), i.e., closed-set cross-network node
classification. All of them are based on the adversarial domain alignment idea
and try to mitigate the domain divergence between source and target graphs.
Cross-network deep network embedding (CDNE) (Shen et al., 2021) utilizes
autoencoder as the network and employs MMD to learn domain-invariant em-
beddings for cross-network node classification. Adversarial domain adaptation
with graph convolutional networks (AdaGCN) (Dai et al., 2022) utilizes GCN
and adversarial domain adaptation to jointly model network structures and
node attributes. Unsupervised domain adaptive graph convolutional networks
(UDAGCN) (M. Wu et al., 2020) proposes a dual GCN to jointly exploit local
and global consistency for feature aggregation. Adversarial Separation Network
(ASN) (X. Zhang etal.,|2021) utilizes an adversarial separation network to explic-
itly separate domain-private and domain-shared information by introducing

both a shared encoder and two private encoders. However, all of these methods
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require the source and target graphs to share the same label space, which is not

practical in real-world applications.

2.2.3 Open-set domain adaptation

In early open-set domain adaptation (OS-DA) definition (Panareda Busto and
Gall, 2017), both source and target domains have private label spaces, respec-
tively, and the common label space is known. Later, the setting of OS-DA (Saito
et al., 2018) is adjusted by claiming no source private label space, which means
target label space contains source label space. In other words, source label space
is the subset of target label space. The goal of OS-DA is to learn a model with
source and target domains that can not only correctly classify target data if it
belongs to source label space but also successtully identify target data from un-
known classes. Recent OS-DA (Bucci et al., 2020; Liu et al., 2019) methods
mainly focus on the later challenging setting.

Different from CS-DA, open-set domain adaptation (OS-DA) (Panareda
Busto and Gall, 2017; Saito et al., 2018) allows target domain to include data that
are out of source label space. In other words, source label space is the subset of
target label space. The goal of OS-DA is to learn a model with source and target
domains that can not only correctly classify target data if it belongs to source
label space but also successfully identify target data from unknown classes.

In the graph domain adaptation field, existing methods, e.g., CDNE, UDA-
GCN, and ASN, hold the strong assumption that source and target graphs share
the same label space, which is not realistic in real-world applications. Often-
times, this assumption cannot hold due to the fact that target graph contains
unknown class nodes for source label space. This leads to the open-set problem

in cross-network node classification, which allows target data to contain nodes
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with classes that are out of source label space. To the best of our knowledge,
this challenging problem has not been solved yet.

Most efforts on domain adaptation have been focused on the closed-set do-
main adaptation (CSDA) (e.g., Dong et al., 2020)), whose assumption is that
source and target domains share the same label space. This is not always ap-
propriate in the real-world scenarios. It is a more realistic assumption that data
from new domains contain both classes that are seen in the source domain and
some novel classes that are never seen before. If using a CSDA method, we will
incorrectly classify samples from unseen classes into one of the existing classes.
Following that, open-set domain adaptation (OSDA) has been widely investi-
gated (Kundu et al., 2020; Panareda Busto and Gall, 2017} Saito et al., 2018)),
assuming that the label space of source domain is a subset of target domain’s
label space. OSDA methods attempt to identify outliers that are unseen dur-
ing training (Hendrycks and Gimpel, 2016; Liang et al., 2018). Also, multiple
studies show that self-supervision and contrastive learning are useful to separate
outliers from inliers (Hendrycks et al., 2019 Tack et al., 2020]).

In the graph domain adaptation field, all the pioneering methods men-
tioned above (CDNE, AdaGCN, UDAGCN, and ASN) are developed for
CSDA. Similarly, this is not always appropriate - often times there are new node
classes in the target domain graph that are not seen in the source domain graph,
which is an OSDA problem. To the best of our knowledge, this more challeng-
ing and more realistic problem of open-set domain adaptive cross-network node
classification has not been solved yet. To tackle the OSDA problem, we must
separate target nodes that do not belong to any of the known classes. This is
challenging because we do not have any prior knowledge about the novel classes.

Meanwhile, we also need to align the distributions of source and target nodes of
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known classes. These two tasks have to be optimized together to achieve ideal

performance.

2.3 Method

Unlike the closed-set graph domain adaptation (CS-GDA) problem, we tar-
get at open-set problem in graph domain adaptation where the target domain
contains categories that do not belong to source label space. Compared with
CS-GDA, open-set graph domain adaptation (OS-GDA) is more challenging
and practical, since we cannot always guarantee all target nodes in the source
label space. As a result, the task of OS-GDA is not only to align distributions
of source and target domains, but also to identify target nodes that are out of
source label space. Here, we propose a novel separate domain alignment (SDA)
scheme to address the OS-GDA problem. Figure]o.3|illustrates the overall frame-
work. Firstly, we introduce the preliminary. Then, we recap the details of local
and global node embedding. Last, we illustrate our newly proposed SDA and

summarize the overall pipeline of our framework.

2.3.1 Preliminaries

In OS-GDA problem, we focus on the graph node classification task. We as-
sume an undirected graph G with node set V and edgeset £ C V x V.
N, = |V|and N, = | E| denote the number of nodes and edges in graph. Let
A € RNv*Mo be the adjacency matrix of G, where each element A;; = A (4, 5)
indicates the connectivity of node v; and node v;. A; ; = lifedge (v;,v;) € E,
otherwise A; ; = 0. X € RNvxd represents the content features of V' where d

is the feature dimension. Y is the label set for V' that comes from label space C'.
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Source Graph: Let G, = (V;, E5, A, X, Ys) indicate the labeled source
network with node set V, edge set s, and label matrix Y with label space Cs.

Target Graph: Let G; = (V}, By, A4, X;) be the unlabeled target network
with unlabeled node set V; and edge set £;. The target label space is denoted as
C4.

Open-Set Graph Domain Adaptation: Different from CS-GDA which
requires source and target graphs to share the same label space, i.e., Cs = C}, OS-
GDA relaxes this claim by allowing target graph to contain nodes from classes
out of source label space, i.e., Cs C C}. Specifically, we denote the known label
space shared by both domains as C' = Cs N Cy = C and the unknown label
space for target graph as C, = C, \ Cs. The goal of OS-GDA is to train the
model with G and Gy, classify target nodes into |C'| + 1 categories, where C,
are gathered as one unknown class, and require the learned model to classify
the target node correctly if it is associated with a label in C, or identify it as
“unknown” otherwise. In general, the model consists of three modules, i.e., G,
F,and O. Here, G : x — grepresents the graph feature extractor that maps the
content feature of node x into an embedding space, F' : ¢ — f is the classifier
using input embedding to predict the category, and domain discriminator O is

for adversarial domain alignment.

2.3.2 Recap of local and global node embedding

Many methods (M. Wu et al,, 20205 Xu et al., 2o21; X. Zhang et al,, 2025 Y.
Zhang et al., 2020)) have proven the advantage of combining local and global
graph information to learn the semantic node embedding. The core idea is to
both recover the local 1-hop neighbor information and extract the global topo-

logical features from the given graph. Furthermore, the attention mechanism is
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Figure 2.3: Illustration of our novel Separate Domain Alignment (SDA) scheme
for open-set graph domain adaptation, which includes three losses: cross-
entropy loss Lo g, domain alignment loss £ 4, and neighbor center clustering

loss Lycc, and three modules: feature extractor G = {GCN,, GCN,, F, },
classifier /', and domain discriminator O.

adopted to aggregate the local and global embeddings to capture the semantic
information from both aspects. Specifically, the graph convolution network
(GCN) (Kipf and Welling, [2017) is directly utilized to capture the graph local
information while the positive pointwise mutual information (PPMI) based
GCN (Zhuang and Ma, 2018) is applied to excavate the graph global informa-

tion.

Local GCN (GC'N))

To capture the local information in a graph, We directly utilize the GCN model
proposed by Kipf and Welling, 2017 and formulate the local GCN GCN; as a
type of feed-forward neural networks. Give the graph G = (V, E, A, X,Y),
the output of the i-th hidden layer Z” of the GC'V, is defined as:

Z\)(X) = o(D 2 AD 2 Z{ VW), (2.1)
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where o (+) is the activation function, A=A+I ~ denotes the adjacency matrix
with self-loops (Iy is an identity matrix), ]~)ZZ =5 i Aij and D 2AD 2 is
the symmetric normalized adjacency matrix, Zl(i_l) indicates the output of the
(i — 1)-th layer and Z = X, and Wl(i) represents the learnable parameters of

the i-th layer.

Global GCN (GCN,)

To excavate the global topological features, we introduce the PPMI-based GCN (Zhuang
and Ma, 2018) which utilizes the PPMI matrix P to evaluate the topologi-
cal proximity between nodes within £ steps in a given graph G. Please refer
to Zhuang and Ma, 2018 for more details of P.
With calculated P, we also formulate the global GCN GC'N,; as a type of

feed-forward neural networks, which is defined as follows:
Z0(X) = o(D 2PD 2Z0- W), (2.2)

where o(-) is the activation function, P denotes the PPMI matrix, D;; =
. . . i—1 .
>_; Pij is the normalized matrix, ZE,Z ) represents the output of the (i — 1)-th

layer and Zéo) = X, and Wéi) is the trainable parameters of the i-th layer.

Embedding Attention ([7,)

To further excavate the contribution of both embeddings, i.e., local embedding
Z,; and global embedding Z, and generate a unified node embedding space,
an attention layer Fy, is introduced. It takes Z; and Z, as input and produces

weight coefficients oy and vy for Z; and Z, respectively:

[alw aQ] = Fa([zh Z9]>'(2-3)
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The unified node embedding is the combination of local and global embeddings

with their corresponding weight coefficients:

exp (a) o exp (@)

7 —
exp (1) +exp(az) " exp(ar) + exp (az)

Z,. (2-4)

Figureillustrates the details of how to extract the node embedding. For
simplicity, we utilize G = {GCN;, GCN,, F,} to denote the node embed-

ding extractor.

2.3.3 Separate Domain Alignment

Previous CS-GDA methods (M. Wu et al., 2020; X. Zhang et al., 2021) utilize
adversarial learning to align source and target graphs and minimize the entropy
value of target nodes to force the classifier to pass through the low-density re-
gions of the target embedding space. As a result, these methods cannot be
applied to our proposed OS-GDA problem. Without considering the target
nodes from unknown label space C,, directly aligning source and target do-
mains would lead to a negative knowledge transfer.

To solve the problem, we propose a novel separate domain alignment (SDA)
scheme that enables the model to align known-class target nodes to source nodes
while separating unknown-class target nodes from known-class target nodes.
SDA consists of two alignment operations, i.e., adversarial domain alignment
and neighbor center clustering, for different target nodes.

Inspired by Grandvalet and Bengio, 2004} we use entropy to evaluate the un-
certainty of classifier prediction. The lower the entropy value, the more certain
the prediction. Target nodes with lower entropy value would be more likely to

belong to known label space C' while those with higher entropy are more likely
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to come from unknown label space C;. We employ the threshold 7 to adaptively
divide the target nodes into two groups, i.e, certain group and uncertain group,
by utilizing the entropy e, = H(f;) where H(f;) = — ‘iisll filog (f7), as

the follows:

Group., e <7y
Ty € (2‘5)

Group,, e > 1.

Instead of tuning the hyper-parameter «y to divide target nodes, we set v to
% where |Cs| denotes the number of source classes and log (|Cy|) is the

maximum entropy value of the classifier.

Adversarial domain alignment for certain group

For target nodes from certain group Group,, there is a high probability that
these nodes belong to known label space C'. We utilize adversarial domain align-
ment to learn domain invariant embedding for nodes from C. Specifically, we
employ a domain discriminator O(-) to play a minimax game with embedding

extractor G(-). The objective function is defined as:
Loaw = Eypex,10g (O(G(xs)) + Erecroup. 10g (1 — O(G(x4)).  (2.6)

The domain discriminator tries to identify the source and target nodes while
the embedding extractor aims to fool the domain discriminator. The overall
process is:

min max L 4,- 2.
g adv ( 7)
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Neighbor center clustering for uncertain group

For target nodes from uncertain group Group,,, directly utilizing adversarial
learning to align them to source domain could cause negative transfer, because
Group, contains target nodes from both known and unknown classes. Vio-
lently enforcing target unknown class nodes to align with source nodes will
deteriorate the learned domain-invariant embedding. To address this challenge,
we exploit a novel neighbor center clustering (NCC) to better identify target
nodes from known class and those from unknown class while softly aligning
target nodes to source nodes. The main idea of our NCC is to move each target
node in Group, either to source class centers or to cluster centers in Group,.
The target unknown class nodes are more likely to share similar semantic infor-
mation with the centers which are close to ground truth unknown class centers.
Likewise, those from known class would possibly have similar characteristics
with the known class centers.

Given the uncertain group Group,, we utilize K-means to group them
into K clusters and obtain corresponding embedding centers {f}, ..., i* }.
Meanwhile, we utilize the weight vectors Wy = [w}, o w|sz|] in the classifier
F as source class centers. Let M represents the center matrix which consists of

cluster centers from Group,, and source class centers:
1,1 K 1 |Cs|
M = [y oo iy s Wiy ooy wy (2.8)

where both p} and ch are L2-normalized.
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Given a target node embedding ¢/ from Group,, and the center matrix M,
the probability that the j-th center m; in M is the neighbor center of g s,
exp ({g;, m;) /7)

bij = 2 - )
W% exp ((gi, ma) /7)

(2.9)

where (-, -) denotes the inner product between two vectors to measure their
similarity, 7 denotes the temperature parameter which is empirically set as 0.0s.

Eventually, the neighbor center clustering loss is formulated as:

Ngroupy K+|Cs|

Loce=— Y_ Y pijlog(pi)), (2.10)

i=1  i=j

where Ny,oup, is the number of target nodes in uncertain group Group,. By
minimizing the above loss, the learned target embedding space will be more

discriminative and benefit the target unknown class identification.

2.3.4 Overall Objectives

Our overall loss objective consists of three items. Cross-entropy loss L. is ap-
plied for the source graph. Adversarial domain alignment loss £,4, and neigh-
bor center clustering loss £, in Eq. (2.6) and Eq. are used for source and

target graphs. Therefore, the overall loss function can be written as:
£SDA - Ece + Ladv + Bﬁnccu (Z-H)

where [3 is hyper-parameters for £,,... Our method procedure is summarized

in Algorithm
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Algorithm 2 Seperate Domain Alignment (SDA) Algorithm
Input: G, G, 7, B, K, initialized G, F', O.
Output: Learned G and F

r: for epoch = 1 to epochs do

2:  Extract node embedding by utilizing G.

3 Apply Eq. for target node division.

4+ Apply Eq. for target certain group alignment.

S

Apply Eq. for target uncertain group alignment.
6: end for

7. return G and F'

2.3.5 Inference

In the testing phase, given each target node x, with its classifier output f;. If
its entropy value is larger than the threshold 7, which is the same as the one in
Eq. (2.5), 2+ will be marked as unknown class. Otherwise, it will be assigned to

a class in the source label space C'; depending on f;.

2.4 Experiments

In this section, we evaluate the effectiveness of our method as the following:
Firstly, we introduce the experimental settings. Next, we compare our method
to other methods. Then, we provide an extensive ablative study investigating
each of our proposed modules. Last, we present the hyper-parameters sensitivity

study.

2.4.1 Experimental settings

Datasets: We leverage three commonly used paper citation networks, i.e., ACMvg

(between years 2000 and 2010), DBLPv7 (between years 2004 and 2008), and
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Table 2.1: Statistics of datasets for experiment.

Datasets # Nodes #Edges # Union Attributes  # Labels

DBLPvy 5484 8130 6775
ACMvg 9360 15602 6775 5
Citationvi 8935 15113 6775

Citationvi(before the year 2008), provided by ArnetMiner (Tang et al., 2008)
and construct graphs based on these citation networks following X. Zhang et
al., 2021 These networks come from three different original sources (ACM,
DBLP, and Microsoft Academic Graph, respectively, suggested by the dataset
names). we utilize the same dataset processing techniques as X. Zhang et al,,
2021, Each node in the citation networks belongs to one of the following five
categories based on its research topic: “Databases” (DB), “Artificial Intelligence”
(AI), “Computer Vision” (CV), “Information Security” (IS), and “Network-
ing” (NW). To induce the domain divergence between different citation net-
works, the extracted nodes are from different publish time window, i.e., DBLPv7
is between years 2004 and 2008, ACMvy is between years 2000 and 2010, and
Citationvr is before year 2008. The node attributes are obtained by extracting
sparse bag-of-words features from the article title. Note that the original di-
mensions of attributes are different. We unify the dimension of attributes by
following X. Zhangetal., 2021 Tablesandshow the details of the datasets.
There exists domain discrepancy between each pair of them. We consider them
as undirected networks with each node indicating a paper and each edge denot-
ing a citation relation between two nodes. Each node belongs to one of five
categories according to its research topics, including “Artificial Intelligence”,

» «

“Computer Vision”, “Databases”, “Information Security”, and “Networking”.
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Table 2.2: Label distribution of datasets for experiment.

Datasets Label Distribution (%)
I 2 3 4 5
DBLPvy  21.66 32.97 23.83 6.05 15.48

ACMvo 20.47 29.56 2254 8.58 18.85
Citationvi  25.32 26.00 2243 7.72 18.53

Table 2.3: Enumerating target unknown classes label space.

# Situation I 2 3 4 5
Unknown Classes DB, Al DB,CV DB,IS DB,NW AL CV

# Situation 6 7 8 9 10
Unknown Classes ALIS AL NW CV,IS CV,NW IS, NW

Protocols: We introduce an open-set protocol for the experiment by setting
the size of source label space C to 3 and keeping the size of target label space C;
as 5. The experiment is conducted under six domain adaptation tasks: A—D,
D—A, A—C,C—A, C—D,and D—C. Thesize of source label space is 3 and
the size of target label space is 5. For each task, we evaluate the method under
every possible target unknown class label space, which includes 1o situations
shown in Table The reported results are calculated by averaging over 1o runs
with different target unknown classes label space.For each domain adaptation
task, we evaluate all methods by enumerating every possible Cs, which include
10 combinations.

Baselines: We compare with four main streams of the state-of-the-art meth-
ods: (1) Graph Node Classification methods, namely Graph Convolutional Net-
works (GCN) (Kipf and Welling, 2017) and GraphSAGE (Hamilton et al.,

2017)). (2) Unsupervised Domain Adaptation methods, namely Domain Adver-
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sarial Neural Networks (DANN) (Ganin et al., 2016) and Conditional Domain
Adversarial Network (CDAN) (Long et al., 2018b). (3) Open-set Domain Adap-
tation methods, namely Open Set Domain Adaptation by Backpropagation
(OSDAB) (Saito et al., 2018) and Domain Adaptative Neighborhood Clus-
tering via Entropy optimization (DANCE) (Saito et al., [2020). (4) Closed-set
Graph Domain Adaptation methods, Unsupervised Domain Adaptive Graph
Convolutional Networks (UDAGCN) (M. Wu et al., 2020) and Adversarial
Separation Network (ASN) (X. Zhang et al., |2021).

Evaluation Metrics: We use four metrics, i.c., average class accuracy over
all classes (Acc), average class accuracy on known classes (Accy), average class
accuracy on unknown class (Acc,,), and h-score (H.S) (Fu et al., 2020]), to eval-
uate the performance of all methods. The Accis the mean of per-class accuracy
over known and unknown classes, which would fail to truly discover the ability
of unknown class identification for the methods. Because it gives equal weight
for per known class accuracy and unknown class accuracy which leads the value
of Acc to be dominated by known classes accuracy. Thus, we introduce the H.S
to address the importance of both Accy, and Acce,, by computing the harmonic

mean of them:
S — 2 x Ace, X Acey,
Accy, + Acce,

(2.12)

H S value is high only when both Accy, and Acc,, are high. In our experiment,
we report the averaged results of 10 runs by enumerating every possible source
label space Cs.

Implementation Details: Ourimplementation is based on Pytorch (Paszke
etal,,2019)*. We utilize the same graph embedding extractor structure as ASN (X
Zhang et al., 2021) which includes local GCN GC N, global GCN GC'N,, and

attention layer F,. Both GC'N; and GC N, are two-layer structures, the hidden
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dimensions for two layers in GC'N; and GC N are set as 128 and 16, respectively.
The dropout rate is defined as o.s. For a fair comparison, the same dimensions
are also set for other baselines. We optimize the model for 100 epochs by using
Adam optimizer with the learning rate of 0.005, momentum of 0.9, and weight
decay of 5 x 10™*. The hyper-parameter v, 7 and 3 are set as %, 0.05, and
0.0s, respectively. The number of steps & in PPMI matrix for GC N is defined

as 3, which is the same as ASN.

2.4.2 Results and analysis

Quantitative comparisons are shown in Table[2.4]from the aspects of Accand
HS, and Tablefrorn the aspects of Accy, and Acc,,. We group the methods
on top four rows compared with ours on the last row. On the first row, there
are two graph node classification methods, i.e., GCN and GraphSAGE. On the
second row, there are two unsupervised domain adaptation methods: DANN
and CDAN. On the third row, we present two state-of-the-art open-set domain
adaptation methods in the computer vision field (on image data), which are
DANCE and OSDAB. On the fourth row, we present two cutting-edge closed-
set graph domain adaptation methods: UDAGCN and ASN.

In Table[o.4} we observe that our method consistently outperforms all the
compared methods with a significant margin. For example, we get 4.92% better
than ASN and 24.30% better than UDAGCN in terms of Acc. Checking
HS, we see 8.39% and 27.68% performance gains compared with ASN and
UDAGCN. Further, surprisingly the performances of GCN and GraphSAGE
are approaching or surpassing UDAGCN and ASN in terms of .S, which
reveals the negative transfer problem among CS-GDA methods when target

domain contains unknown classes. This phenomenon is caused by violently
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Table 2.4: Results (%) on six open-set graph domain adaptation tasks in terms

of Accand HS.
A—-D D— A A—-C

Methods Ace HS Acce HS  Acc HS
GCN 4510 4180 38.95 39.52 46.36  43.91
GraphSAGE 4826 4622 4314 4284 $0.60 49.04
DANN 33.30 28.07  34.58 36.53 39.64 4122
CDAN 3113 21.65  29.03 27.76 30.99 26.00
DANCE 60.54 25.99 §3.27 39.53 6323  39.05
OSDAB 2856 m27 26.20 12.91  29.32  ILI§
UDAGCN 36.20 26.59 31.90 1231  37.44  32.01
ASN 56.40  37.55  47.49  43.93 59.88  49.82
Ours (SDA)  61.60 49.22 136 50.86 64.47 55.27
Methods C—A C—D D—C Average

Acc HS  Acc HS Ace HS Acc HS
GCN 4404  43.66  48.45  44.61 4226 4125  44.21 42.46
GraphSAGE 4813 4636  sn72  48.66 47.20 46.70 4817 46.64
DANN 34.47 34.42 36.92 41.88 3520 3546 35.68  34.16
CDAN 372 30.91  35.69 30.47 28.62 21.82 3120 26.44
DANCE 60.44 35.88 64.29 2898 $57.62 39.50 $9.90 34.84
OSDAB 27.80  7.34 33.81  18.89 28.63 1416 29.05 12.62
UDAGCN 35.64 22.76  41.88 36.48 35.50 25.09 36.43 25.87
ASN 57.51  47.87  56.65 45.62 56.97 4609  55.81  45.16
Ours (SDA)  61.67 5589 67.51 5535 5774 54.72 60.73 5355
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Table 2.5: Results (%) on six open-set graph domain adaptation tasks in terms

of Accy, and Acc,,.

A—D D—A A—-C
Methods

Acc,  Ace, Acc,  Ace, Accr  Acey,
GCN 47.65 37.44 3822 4112 48.40 40.25
GraphSAGE 4955  44.36  42.88  43.92 5187  46.78
DANN 36.16  24.69 3149  43.85 3701  47.24
CDAN 35.51  18.00 29.31 2821  33.33  23.98
DANCE 7427 1935  §9.25  35.32  74.57  29.2I
OSDAB 39.25 8.61 32.06 862 36.40 8.07
UDAGCN 37.29  32.93 38.97 1070 36.78 39.42
ASN 63.41 3535 4702 4858 64.74 4530
Ours (SDA)  68.23  41.68 49.68 56.40 69.75 48.64

A D D A

Methods C— C— — C verage

Ace,  Ace, Acc,  Ace, Acc, Ace, Accr  Accy
GCN 44.57  42.85  SL41  39.56  43.04 39.91 4555  40.19
GraphSAGE  49.44 4420 $3.87 4528  47.19  47.22 4903  45.29
DANN 3L.79 4252 4137  23.00 34.01  38.48 3534 36.63
CDAN 32.09 30.58 3881  26.33 3195 18.62 3350 24.28
DANCE 70.51  30.23 79.06 19.98 66.57 30.65 70.70 27.47
OSDAB 35.67 419  40.28 1438  33.62  13.65 35.55 9.59
UDAGCN 4055 20.88 4182 42.06 37.86 28.42 38.88 29.07
ASN 61.91  44.35 62.01  40.45 6160 43.04 60.13  42.85
Ours (SDA) 6334 $6.66 73.74 48.82 57.84 §7.44 63.76 SL6I
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enforcing source and target data to align without considering the difference
between their label spaces.

Different from Table[z.4} Table[o.s|demonstrates the advantage of our meth-
ods from the aspects of Accy, and Acc,,. We organize the experimental results in
the same layout as Table[z.4] In this evaluation, we again find that our method
consistently and significantly outperforms all the compared methods regard-
ing Acc,. It is worth noting that DANCE has the best performance regarding
Accy, throughout the tasks but performs poorly on identifying the target nodes
from unknown classes. Compared to the most competitive opponent ASN, our
method surpasses by 3.63% on Accy, and 8.76% on Acc,,. The same trend of
negative transfer problem is also observed comparing the first and third groups.
Furthermore, compared with all baselines, we find that our method holds the
significantadvantage of not only correctly classifying target nodes that belong to
known classes but also successfully identifying the target nodes from unknown

classes.

2.4.3 Ablation study

We conduct ablation studies to examine the effectiveness of the proposed Lgp 4
in Eq. and show the results in Table[2.6} Firstly, compared with L., both
Lee + Lyecand L + L4, gain significant improvement over four evaluation
metrics. Especially, We can see 6.97% and 9.64% performance gains in terms
of HS, which proves the effectiveness of proposed domain alignment strate-
gies for target nodes from different groups. Additionally, comparing “Ours” to
Lee + Lpee and Lo + Loqv, we achieve another significant improvement over
four evaluation metrics, which further verifies the power of our SDA. Overall,

each of the incremental combination demonstrates the effectiveness of the com-
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Table 2.6: Ablation study for separate domain alignment on D—A domain
adaptation task. L, is the cross-entropy loss objective. L4, represents the
adversarial domain alignment loss objective. £, denotes the neighbor center
clustering loss objective.

Loss Objectives Ace,  Accy, Ace HS
Lee 44.03 4242 43.69 38.70
Lee + Lnee 49-45  48.74 4927  45.67
Lee + Ladw 4832 54.04 49.69 4834

Lee + Lpce + Lagy (Ours)  49.68  56.40 5136 50.86

60
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Figure 2.4: The impact of the value 3, i.e., the hyper-parameter in Eq. , on
domain adaptation task D—A.

ponents, i.e., the adversarial domain alignment loss L4, for target nodes from
certain group and neighbor center clustering loss L, for target nodes from
uncertain group, suggesting the SDA has the advantage of handling open-set

graph domain adaptation problem.
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Figure 2.5: The impact of the value K, i.c., the number of clusters in target
uncertain group, on domain adaptation task D—A.
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Figure 2.6: The impact of the value 7, i.e., the hyper-parameter in Eq. , on
domain adaptation task D—A
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2.4.4 Hyper-parameter sensitivity study

We evaluate the sensitivity of hyper-parameters /3 in Eq. (2.11), number of clus-
ters /K in target uncertain group, and v in Eq. We show the performance of
our method on domain adaptation task D—A. 3 is selected from {0.01, 0.03,
0.05,0.08,0.10}. K is picked from {1, 2, 3,4, 5, 6 }. We varied -y, which is set
aslog(3)/2 = 0.549, by adding ¢ to . To fully investigate the influence of v,
weuse d € {—0.3,—0.2,—-0.1,0,0.1,0.2,0.3}. The values we pick for y are
{0.249,0.349, 0.449, 0.549, 0.649, 0.749, 0.849}.

As shown in Figure we observe that /1.5 is relatively stable in the range
[0.01, 0.05] while slightly degraded in the range [0.05,0.10]. The Acc and
Accy, are continually increased by increasing the value of 3 while Acc,, is grad-
ually decreased.

Figure [2.5s| demonstrates the performance of our method under different
number of clusters in target uncertain group, i.e., K. We also observe that the
H S is slightly increased when increasing the value of K, Acc and Accy, are
increased, and Acc,, is gradually decreased.

The larger  is, the more target unknown classes nodes would be divided
into the certain group Group,. The smaller 7y is, the more target known classes
nodes would be divided into the uncertain group Group,. From Figure[.6} we
observe that the performance of our method is continuously decreasing in terms
of all evaluation metrics when 7 is increasing. This phenomenon is caused by di-
viding plenty of target unknown classes nodes into Group,. As the adversarial
learning will be applied to Group, and source domain to alleviate the domain
divergence, the target unknown classes nodes have a side eftect on the domain

alignment which has been observed in existing closed-set graph domain adapta-
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tion methods (M. Wu et al., 2020; X. Zhang et al., 2021) and hence deteriorate
the model’s performance on our open-set graph domain adaptation problem.
Opverall, our method is less sensitive to the two hyper-parameters, 8 and
K, from the aspects of Acc and HS. Our method is sensitive to the hyper-
parameter y; a higher v would result in some performance drop. The reason

has been explained in the above paragraph.

2.5 Conclusion

In this work, we propose to address a new and challenging problem, namely
open-set graph domain adaptation (OS-GDA), where target graph is allowed
to contain nodes that are out of source label space. A separate domain align-
ment (SDA) scheme is newly introduced to effectively resolve the open-set
cross-network node classification problem. We jointly consider two difterent
domain alignment strategies for different target nodes to sufficiently learn the
well-aligned discriminative embedding space, which further improves the capa-
bility of the model on OS-GDA. Extensive experiments show that our method

achieves significant performance gain over the state-of-the-art methods.
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CHAPTER 3

SEMI-SUPERVISED NODE
CLASSIFICATION WITH OOD

DETECTION

3.1 Background

Although graph machine learning has been extensively studied in various field
including both academia and industry, most of the research problems hold the
in-distribution (ID) assumption, i.c., training data and testing data are from
the same distribution. But in some practical cases, it is very likely that testing
data are out-of-distribution (OOD). Recently, OOD detection or OOD gen-
eralization, have drawn increasing attention to the machine learning research
community. However, current works mainly solve the problems on Euclidean
data (e.g., images). For graph data, the OOD problem remains under-explored.

There are essentially two challenges for OOD research (in our case, the node

classification problem) on graph data: 1) the unique characteristic of graph
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structure information (relationships between entities) needs to be considered
when designing methods, compared to other type of data that only have their
own features for each entity; 2) there are interactions between ID and OOD
data in a graph, meaning that many GNN models would embed neighbor nodes
to be more similar, making the OOD detection problem harder.

Not only are there fewer OOD methods proposed for graph data, but also
that very limited benchmark data for OOD detection/generalization are avail-
able nowadays. For example, Gui et al., |2022|attempt to provide some compre-
hensive graph benchmarks for researchers. Before that, very little efforts have
been put into for extensively benchmarking graph data. We are motivated to
utilize the latest benchmark data and evaluate its quality.

In this chapter, we design a method to better solve the semi-supervised node
classification problem, under the assumption that in the testing data, there are
both ID and OOD nodes.

Our contributions are summarized as follows:

* We propose a Mixup By Domain (MixupD) framework for the semi-
supervised node classification for graphs with their test data containing

OOD nodes, which outperforms other baselines in most cases.

¢ We adapt the Deep Support Vector Data Description (Deep SVDD)
method on graph OOD problem and demonstrate promising results on

OOD detection.

* We utilize some of the most recent newly-developed graph OOD bench-
mark data to evaluate the data quality and performances on baseline

methods and our method.
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3.2 Related work

3.2.1  OOD generalization on graphs

Currently, there are mainly three classes of existing methodologies regarding
OOD generalization on graphs (H. Li et al., 2022). They are described below

with examples.

* Structure-wise graph data augmentation. Graph topology is one crucial
information for graph learning, therefore it is natural to perform data
augmentation utilizing the graph structure. The data augmentation can
happen on the node level or edge level. One example is to remove or add

edges into the graph.

* Feature-wise graph data augmentation. One example would be to ma-
nipulate the node features by giving them perturbation during training,

which has shown its effectiveness on OOD generalization.

* Mixed-type graph data augmentation. This is currently the most popular
direction, since it can combine the advantages of both structure-wise and
feature-wise graph augmentation methods and have shown state-of-the-

art performance.

3.2.2 The idea of Mixup

Mixup, along with its variants (Verma et al., 2o19; H. Zhang et al., 2017)), has
been both theoretically and empirically shown to perform well on OOD gen-
eralization in the fields of computer vision (L. Zhang et al., 2020) and natural
language processing (Guo, 2020). Mixup augment data by generating new in-

stances based on the interpolation of the given instances. Figures and
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- Robot: 0.5

Figure 3.1: For image classification, the existing Mixup generates synthetic im-

ages by interpolating both image pixels and labels (Source: Y. Wang et al.,.

demonstrate the difference between the Mixup for image data and network
data. In the figures, two instances perform Mixup to generate a new instance.
It is quite intuitive for interpolating two images, since it is simply a linear com-
bination of the pixel values for image data (Figure[s.1). For graph data, however,
it becomes complicated due to the fact that nodes are connected. Moreover,
GNN models usually update node features by their neighbors, meaning that
“mixing” two nodes actually means a mix for multiple nodes, which should be
carefully designed (Figure . Y. Wang et al., design a Mixup framework
specifically for graph data, aiming to solve both the node classification problem

and the graph classification problem.
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Figure 3.2: For node classification, to mix a pair of nodes A (red) and B (blue),
we need to mix their receptive field subgraphs (Source: Y. Wang et al., |2021).

3.2.3 OOD detection

OOD detection, or anomaly detection (AD), is the task of identifying unusual
samples in the data. One of the classic methods for OOD detection is Support
Vector Data Description (SVDD), which utilizes a hypersphere to separate the
data in feature space (Tax and Duin, 2004)). Deep SVDD is highly inspired by
SVDD, which then becomes a popular OOD detection technique that uses
a deep neural network to learn a compact representation of normal data and
detect anomalies based on dissimilarity scores (Ruft et al., |2018). Deep SVDD
is an unsupervised method that minimizes a loss function combining recon-
struction error and regularization to achieve a tight boundary around normal

data points. Deep SVDD has been used in various applications; L. Zhao and
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Akoglu, 2021 have shown that the incorporation of Deep SVDD demonstrate

promising performances on graph-level OOD detection tasks.

3.3 Method

3.3.1 Preliminaries

Given a pair of samples (z;, y;) and (2}, y;), where = denotes the input feature
and y denotes the one-hot class label. Mixup produces a synthetic sample as

below.

T=Ar; + (1 — Ny, (3.1)

7=y + (1 =Ny, (3.2)

where ) is a hyper-parameter controlling the weight of Mixup and A € [0, 1].
Mixup uses Equations 3.1 and .1 to extend the training data distribution by
calculating an interpolation of features, which should lead to interpolations of
the associated labels. During training, Mixup randomly picks one sample and
then pairs it up with another sample drawn from the same mini-batch.
Inourproblem, letagraphbe G = (V, £), where V denotes the set of nodes
and & denotes the set of edges. For a node ¢, its input attribute vector is x;, and
its neighborhood node set (i) = {j € V | (4,7) € £}. We will use GNN as
the backbone model for our method as it is the state-of-the-art solution for node
classification. Briefly, GNNi train and compute an updated representation for

each node hl(-l) at layer [ through a message passing mechanism:
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h") = AGGREGATE (hgl—”, {hgl‘” 1je /\/'(z')} ,W(”) (33)

where WO is the trainable weights for layer [, and AGGREGATE is an
aggregation function, which varies in different GNN models. hz(»o) = X, is the
input of the model. To tackle the node classification problem, GNNs minimize
the classification loss (e.g., cross-entropy) by updating the nodes’ representa-
tions through the GNN layers. Let L be the total number of layers in a GNN

model.

3.3.2 Mixup By Domain (MixupD)

Gui et al.,2022/develop an OOD benchmark, known as GOOD, specifically de-
signed for graphs and graph-related tasks. GOOD explicitly makes distinctions
between covariate and concept shifts and has data splits that accurately reflect
different shifts. Overall, GOOD contains 11 datasets with r7 domain selections,
among which 4 datasets are designed for node-level multi-class classification
task with 6 domain selections. For a specific domain selection, the nodes in the
graph can be inherently different (i.e., OOD) since each node 7 has its own do-
main label. Largely motivated by GOOD, we try to utilize domain information
for more efficient Mixup and hopefully better OOD generalization. The key
part is that when performing Mixup with node ¢, we select the other node j
by selecting a node with different domain labels. The intuition behind this is
that for better OOD generalization, it can be more helpful to interpolate across

domains instead of within domains. If we mix two nodes randomly, it is still
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very likely to mix nodes from the same domain. Algorithmshows the details

of our method.

Algorithm 3 Mixup By Domain (MixupD) for Node Classification

Input: Graph G = (V, £) of a mini-batch, with node attributes {x; | ¢ € V},
a GNN model with the aggregation function AGGREGATE(:), hyper-
parameter « for the distribution of A, the domain labels {d; | i € V}, the
ground truth labels {y; | i € V}.

Output: The trained parameters of GNN: { W} -

it fori < 1to#V do
hgo) — X;
end for
:forl <+ 1toL —1do
fori <— 1to#V do
h" « AGGREGATE (thx {hgl*” |jEN (i)} ,W<l>>
7. end for
8: end for
9: fori < 1to#V do
o:  Sample j from V whered; # d;
m: A < Beta(a, a)
12: )NCZ']' — /\Xi + (1 — )\)Xj
13: }N’ij — Ay; + (1 — )\)Yj
14: fl%)) — iij
1s: for/ < 1to Ldo
& b))« AGGREGATE (b, {n{™" |k e N'()) }, W)

17,8

N v R ow R

7 b, « AGGREGATE (ﬁgf”, {h,ﬂf*” keN (j)} ,W<l>>
e (1 e (1 (1

s hY AR+ (1 - MR

19: end for

20: end for

2r: Calculate classification loss £ on {BEJL), yij | i€ V}.

22: Back-propagation on { wo }l for minimizing £.

3.3.3 MixupD+DeepSVDD

To add in the OOD detection model in our framework, we incorporate Deep
SVDD on top of Algorithm The main difference is that we add a few more

parameters and a corresponding loss £ peepsvpp:
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1 ¢ Ay
R2+%Zmax{0,|l¢(mi;w) _C||2_R2}+§ZHW€”2F’ (34)
i=1

(=1

where Equationis Lpeepsvpp- ¢(; W) : X — F is a neural network
with L € N hidden layers and set of weights W = {W', ..., W "} for some
input space X C R? and output space F C R for nodes in a graph. The
goal of minimizing £ pecpsyv pp is to jointly learn the network parameters W
together with minimizing the volume of a data-enclosing hypersphere in output
space F that is characterized by radius R > 0 and center ¢ € F. Hyperparam-
eter v € (0, 1] controls the trade-off between the volume of the sphere and
violations of the boundary, i.e., allowing some points to be mapped outside the

sphere.

3.4 Experiments

In this section, we evaluate the effectiveness of our method as the following:
Firstly, we introduce the experimental settings. Second, we compare our method

to other baseline methods and analyze the results.

3.4.1 Experimental settings

Datasets

We used 4 datasets from GOOD and 6 domain selections from the four datasets.
They are described as below. GOOD-Cora is a citation network adapted from
the full Cora dataset. The dataset consists of a citation network graph that

includes nodes representing individual scientific publications and edges repre-

52



senting citation links. The objective is to classify publications into one of 70
categories. Two domain selections were used for splitting the dataset: word and
degree. The former is the word diversity determined by the quantity of selected
words used in a publication, independent of its label. The latter is based on
the node degree in the graph, which ensures that a paper’s popularity does not
influence its classification.

GOOD-Arxiv is a citation dataset adapted from OGB?. The input data
consists of a directed graph that depicts the citation network among ArXiv
papers in the field of computer science (CS). In the graph, nodes represents
individual ArXiv papers, while directed edges indicate citations. The objective
is to predict the subject area of ArXiv CS papers, which involves classifying
them into one of 40 categories. The dataset is partitioned based on two domain
selections: time (publication year) and node degree.

GOOD-WebKB is a university webpage network dataset. The network
comprises nodes that correspond to webpages, with node features representing
the words found on each page, while edges indicate hyperlinks between web-
pages. The objective is to classify webpages into one of five categories. The
dataset is partitioned based on the domain of the university, which means that
webpage classification is based on word content and link connections rather
than university-specific features.

GOOD-CBAS is a synthetic dataset modified from BA-Shapes. The input
data comprises a graph that was generated by attaching 8o house-like motifs to
a 300-node Barabdsi—Albert base graph. The objective is to classify the role of
nodes, which could be the top, middle, or bottom node of a house-like motif
or anode from the base graph. This forms a 4-class classification task. Unlike

using constant node features, the dataset features colored node attributes. As
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* https://pytorch.org/.
5

a result, OOD algorithms must handle color differences in covariate splits and

color-label correlations in concept splits.

Baselines

We adopt two baselines, namely empirical risk minimization (ERM) and Mixup,
for comparison with our method. We choose these two methods as baselines
because 1) ERM is a simple GCN model, which works as a fundamental baseline
for all other graph OOD methods; 2) Mixup is shown to be the top performer
among all baseline methods in the experiments by Gui et al., 2022, and we aim

to compare with the best existing method.

Evaluation metrics

There are two tasks in our problem setting: node classification and OOD de-
tection.

Given that the first one is a multi-class classification task, we consider two
metrics for the first task: average class accuracy over all classes for (1) OOD test
nodes only; (2) ID and OOD test nodes. These two metrics represent both the
ability to classify nodes into the correct classes and the ability to generalize on
OOD data.

For the second task, we choose AUC as the metric to evaluate the ability
to detect whether a node is ID or OOD, which is a standard metric for OOD

detection.

Implementation details

Our implementation is based on Pytorch (Paszke et al., |2019)*. Training envi-

https://github.com/divelab/  ronment is set the same as GOOD (Gui et al., 2022). We use GCN as GNN

GOQODy/.
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backbones for all the experiments. Each task has been run ten times to obtain
10 replicates, and we report the average of the 10 runs in the final results.

Note that since the baseline methods do not solve the OOD detection prob-
lem, for comparison, we build a simple logistic regression model to classify the
nodes as ID or OOD, using their features updated by their models. We do a
10%/90% split for the OOD detection training. This is not ideal as we will need
some nodes’ ID/OOD label to train the OOD detection model; however, the
baseline methods do not consider this challenging problem, and this is one way
to make a relatively fair comparison.

For training MixupD+DeepSVDD, we have two losses during model train-
ing: £ and Lpeepsvpp. We optimize these two losses in turns to avoid the

negative effect between these two optimization tasks.

3.4.2 Results and analysis

Table shows the results of our experiment. It can be seen that our method
performs best on GOOD-Cora and GOOD-WebKB. Surprisingly, ERM out-
performs the rest for GOOD-Arxiv and GOOD-CBAS, by a relatively large
margin. The results show that our method MixupD outperforms the original
Mixup method, which prove its effectiveness on improving OOD generaliza-
tion. The accuracies for the combined test for both ID and OOD nodes is
overall better than the accuracies for the OOD test nodes only, which is within
expectation since it is easier to predict ID test nodes given the training data are
1D.

Table[s.2]shows the effectiveness of incorporating Deep SVDD for dataset
GOOD-WebKB. Interestingly, the MixupD+DeepSVDD method not only

outperforms other baselines regarding the OOD detection task, but also on the
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Table 3.: Experiment results (Accuracy in %) on node classification for
data(domain selection).

Cora (degree) Cora (word)
Combined test Combined test
OOD test (ID&OOD) OOD test (ID&OOD)
ERM 60.57 62.32 64.60 64.84
Mixup 63.36 64.82 64.44 65.33
Ours 63.70 65.09 65.43 66.44
Arxiv (degree) Arxiv (time)
Combined test Combined test
OOD test (ID&OOD) OOD test (ID&OOD)
ERM 62.86 65.16 67.43 68.77
Mixup 61.28 62.25 64.84 66.38
Ours 59.71 61.79 62.77 65.15
CBAS (color) WebKB (university)
Combined test Combined test
OOD test (ID&OOD) OOD test (ID&OOD)
ERM 82.86 86.57 26.70 38.64
Mixup | 6457 79-64 30.83 44-97
Ours 66.07 80.54 32.66 46.69

classification tasks for both ID and OOD nodes. Specifically, MixupD+DeepSVDD
performs significantly better than MixupD in terms of the classification accu-
racy on OOD test nodes. Furthermore, the variance of OOD detection AUC
for baseline methods are significantly larger than our MixupD+DeepSVDD
method. For example, the AUC of 10 runs for MixupD has a standard devia-
tion of 3.23%, while for MixupD+DeepSVDD is 1.51%, meaning that Mix-
upD+DeepSVDD has a consistently better performance on OOD detection

than others.
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Table 3.2: Experiment results (Accuracy and AUC in %) on node classification
for data(domain selection).

WebKB (university)
OOD test Combined test OOD detection
(ID&OOD)
ERM 26.70 38.64 50.57
Mixup 30.83 44.97 48.81
Ours 32.66 46.69 59.58
Ours+DeepSVDD 37.89 47.63 63.42

3.5 Future work

In this chapter, we aim to solve the semi-supervised node classification problems
where nodes can be ID or OOD. We also attempt to simultaneously conduct
OOD detection in the method. We specifically study the concept shift case
using benchmark datasets, GOOD, developed by Gui et al., 2022, We develop
Mixup By Domain (MixupD) as well as MixupD+DeepSVDD to solve both
OOD generalization and OOD detection problem and study their effectiveness.
Experiments show overall superior performance of our methods compared with
other baseline methods. Extensive runs of the experiments on the benchmark
data provided by GOOD indicate that currently there is still not a single opti-
mal solution for the OOD problem across all datasets. However, our method
outperforms baselines in most cases and is the first to solve the OOD detection
problem at the same time, which shows promising performance than any other
existing baselines.

There are several directions where this research can be continuously refined:
(1) we can extend the problem to both concept shift and covariate shift OOD

data; (2) we can fine tune the Mixup by Domain; (3) more examination can
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be done in terms of why there are performance discrepancies across different

GOOD benchmark datasets (e.g., GOOD-Cora and GOOD-Arxiv).
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CHAPTER 4

CONCLUSION

In this dissertation, we study a few graph machine learning cases where target
graph data are OOD compared to the ID training data. Among various OOD
problems, we study two challenging and realistic topics, i.e., domain adaptation
and OOD detection, and propose solutions to those novel problems. The meth-
ods proposed in this dissertation have shown state-of-the-art performance and
can be applied to solve the real-world problems. Hopefully, works presented
here can help to reduce labeling effort on large data and to detect abnormal
data in an efficient and effective way. We also point out some promising fu-
ture directions in this research field and look forward to seeing this field keep

growing.
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