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ABSTRACT

When people make critical decisions, they often consider the opinions of multiple experts
from different domains rather than committing themselves to a single expert or relying on
their own judgment. The same principle applies in machine learning for the construction
of robust predictive models. However, the outcome of each expert/model might include a
certain degree of uncertainty, which affects the robustness of the combined predictive model.

In this dissertation, we present two effective machine learning frameworks (ROMP and
VAMO) to tackle challenging problems in the domains of cancer prediction and malware
clustering. Our frameworks successfully improve the learning outcomes from multiple sources
by using cluster validity analysis to reduce label uncertainty.

In ROMP, we introduce novel features for identifying cancer-causing mutations in the
cancer kinome, and utilize various feature selection methods to evaluate our proposed features.
We combine multiple classifiers for the prediction of rare oncogenic mutations, followed by
using the Expectation Maximization (EM) clustering algorithm and our self-invented cluster
validity metrics to improve the learning outcomes from the ensemble classifier as well as to

identify suspicious mutations in the dataset. Our framework successfully discovered rare



causative mutations that were later confirmed by lab experiments.

Another framework — VAMO, provides a fully automated assessment of the quality of
malware clustering results. VAMO does not require a manual mapping between malware
family labels output by different AV scanners. Furthermore, VAMO does not discard
malware samples for which a majority voting-based consensus cannot be reached. Instead,
VAMO explicitly deals with the inconsistencies typical of multiple AV labels to build a
more representative reference set. Our evaluation, which includes extensive experiments in
a controlled setting and a real-world application, show that VAMO performs better than
majority voting-based approaches, and provides a way for malware analysts to automatically

assess the quality of their malware clustering results.

INDEX WORDS: Machine Learning, Classification, Clustering, Model Ensemble, Cluster
Validity Analysis, Protein Kinase, Cancer, Malware
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Chapter 1

Introduction

1.1 Motivation

We generate a huge amount of data every minute in our daily lives, from everyday activities
such as searching, online shopping, phone calls, web browsing, and accessing social media
sites, etc. With the tremendous data nowadays, lots of researchers have been trying various
methods to extract useful information from different sources of data. For this reason, machine
learning (both supervised and unsupervised learning) has become one of the most active
research areas in not only computer science community, but also in math, statistics, and even
linguistics. The major reason of that is due to its diverse applicability; you can find machine
learning in everywhere such as gene discovery, cancer prediction, spam detection, malware
clustering, computer vision, natural language processing, and medical diagnosis.

However, clean and well structured data seldom exists. Instead, most of the available data
somehow contain different levels of noise. Sometimes the given data of a machine learning
task is labeled, but labeled data in some domains are either too difficult or expensive to
obtain. It turns out that some problems that require machine learning techniques to get

involved do not have clearly labeled data available, instead, the labels might be partially



missing, no label available at all, or the available data was labeled with certain degrees of
uncertainty.

Although many methods such as feature selection, feature extraction, and sophisticated
learning algorithms were introduced in the past couple of decades, research has shown that no
single machine learning approach is superior across all different domains. In fact, predictions
made by a single learning algorithm may implicitly include bias to a certain extent. Therefore,
combining multiple learning outcomes and/or multiple learning approaches can avoid such
bias and reduce the possible label uncertainty to finally lead to a more robust prediction
result.

In this dissertation, we introduce two machine learning frameworks (ROMP and VAMO)
that combine multiple learning outcomes as well as improve the learning outcomes by using
clustering validity analysis to reduce label uncertainty. We present these two frameworks
in two different problem domains, namely cancer prediction and malware clustering. The
reason for choosing these two problem domains is that data available in both of these domains
contain some degrees of uncertainty; confirmed cancer-causing mutations (correct labels)
are limited, and mutations labeled as cancer-causing in some public databases (i.e. somatic
mutations observed in clinical samples) are under certain assumptions; labels of a same
malware sample that generated by different anti-virus scanners are greatly different, and the
mapping between these labels are usually unavailable. Furthermore, the problem formulation
in these two domains can be apply to many other research that have similar data structure,
or research that have similar problem to solve.

The goal for ROMP is to identify rare oncogenic mutations as well as mutations with
suspicious labels, while the goal for VAMO is to provide a fully automated quantitative

analysis of the validity of malware clustering results.



1.2 Dissertation Outline

Considering the different reading preference between audiences from different backgrounds —
biologists care more about the results than the computational methodologies, and computer
scientists prefer to read about the methodologies before the results — the contents in Chapters
3 and 4 are organized slightly differently.

Chapter 2 defines the terms and gives an overview of concepts of supervised and
unsupervised learning. It also describes certain popular ensemble methods including Voting,
Stacking, and Grading, that we use in this dissertation. Furthermore, the difference between
the two main categories of feature selection methods — Wrapper Methods and Filter Methods
— is illustrated. Finally, it provides the definition of the common measurement indexes used in
supervised and unsupervised learning.

Chapter 3 begins by introducing the definition of cancer and the rationale for utilizing
machine learning techniques to predict causative mutations. Followed by defining the problem
domain that our research focus on as well as the difference from previous studies. Section
3.5 describes the insights of our data source and the partition of data for later experiments.
The details of feature preprocessing and feature selection are given in Section 3.6. Section
3.7 introduces the details of our supervised learning module, including the learning methods,
evaluation of individual classifiers, prioritization of putative EGFR mutations with ensemble
classifier, and the lab experiment results based on our prioritization. Section 3.8 introduces
the details of our unsupervised learning module, including the learning methods, our self-
invented metric for the measurement of level of oncogenicity, and the results on the most
updated dataset. Section 3.9 describes the way of how we combine the supervised and the
unsupervised learning module which leads to our effective framework, followed by providing
the prediction results of the putative mutations as well as mutations with suspicious labels

on the most updated dataset.



Chapter 4 first explains the application of malware clustering and its importance,
followed by stating the existing problems in the field of evaluating malware clustering results.
Afterwards, it describes how our framework (VAMO) can help to solve the problem by
constructing a system that enables an automatic quantitative analysis of the validity of
malware clustering results. Section 4.2 describes the previous studies in cluster validity
analysis and malware clustering, as well as introduces how our framework is different from the
previous research. Section 4.2 provides quantitative information regarding the inconsistency
typical of multiple AV labels, followed by the discussion of the background concepts that
VAMO use to perform automated clustering validity analysis. The detailed system design
and the definition of terms are given in Section 4.3. Afterwards, Section 4.4 provides more
details on how VAMO builds the reference clustering by leveraging multiple AV labels, and
how the clustering validity indexes are computed to compare third-party malware clustering
results to VAMO's reference clustering. The evaluation of VAMO versus majority voting
approach is given in Secion 4.5. Finally, discussion and conclusion are provided in Section
4.7.

Finally, Chapter 5 presents conclusions and suggests future work.



Chapter 2

Background

2.1 Machine Learning

Machine Learning is ”"the study of computer algorithms that improve automatically through
experience.” [2]. Machine Learning techniques have been applied successfully on a myriad of
problems ranging from autonomous vehicle driving [3,4] to stock market prediction [5], to
malware clustering [6]. The main idea behind machine learning is to construct a model from
existing data, so as to better predict (classify, regression, cluster) properties of the unseen
data.

In general, machine learning problems are divided into two big categories: “supervised”
and “unsupervised” learning. The difference between them is that in supervised learning,
the examples (instances) are predetermined (labeled), a learner learns from the data and
corresponding labels to construct and evaluate a predictive model. In unsupervised learning
is the opposite, the examples are unlabeled, an unsupervised learner does not have any
predetermined fact about the given data, it groups similar data into the same cluster by some
means.

More details about supervised and unsupervised learning, as well as some major concepts



of machine learning are introduced in the following subsections.

2.2 Supervised Learning

/\ ~
~— I—Apply Model—
Raw bata New Data
ﬁ/ » Build Model 4—‘
Data = I .
Preprocessing "1 Scaled Data Calibrate J
Validation Set | Validation Output

Figure 2.1: Supervised Learning Workflow

Figure 2.1 illustrates the workflow of supervised learning. Supervised learning is a task
of constructing a predictive model from labeled data. In supervised learning, each instance
(data sample, usually represented as a vector) is paired with a predetermined label, the labels
are called classes that are usually a finite set. Supervised learning algorithms generalize from
the labeled data, search for patterns and construct predictive models that can be used for
correctly classifying unseen instances. Supervised learning can be divided into two broad

categories:

e Classification. Mapping the input vector into unordered categorical output values.
Examples of classification problems include: a gene mutation is causative or non-
causative; the weather tomorrow will be sunny, rainy, or cloudy; the risk of approving a

loan is high, medium, or low.

e Regression. Mapping the input vector into either continuous or discrete numerical

output values. Examples of regression problems include: the possibility of a gene



mutation to be causative, or non-causative; the probability that the weather tomorrow
is sunny (or rainy, or cloudy); a numerical prediction to the risk assessment of approving

a loan.

2.3 Unsupervised Learning

N ~_
~ |—Apply Model—|
Raw Data New Data
Build Model <t
\ 4
Data = - | .
Preprocessing " Scaled Data l Calibrate !

Validation

Output

Figure 2.2: Unsupervised Learning Workflow

Figure 2.1 illustrates the workflow of unsupervised learning. Unsupervised learning is
a machine learning task of finding hidden structure (patterns) in unlabeled input data. In
unsupervised learning, there is no supervised target output or reward from its environment
associated with each instance. This distinguishes unsupervised learning from supervised
learning and reinforcement learning. It may seem somewhat mysterious to imagine what
the learning algorithm could possibly learn given that it does not get any feedback from its
environment, but unsupervised learning algorithms can build representations of the input
data that can be used for decision making, predicting future inputs, segmenting data into

groups, etc. Unsupervised learning can be divided into two broad categories:

e Clustering: Organizing data into clusters so that there is high intra-cluster similarity

7



and low inter-cluster similarity. Examples of clustering problems include: identifying
malware samples that belong to the same family; discovering distinct customer groups

in the market; grouping documents with the same/similar topic.

e Dimensionality Reduction: Reducing the number of random variables (attributes)
of the data. Algorithms for dimensionality Reduction include but are not limited to:
principal component analysis (PCA); independent component analysis (ICA); singular

value decomposition (SVD).

2.4 Ensemble Learning

Overview of Model Ensemble

Methods for the combination of multiple predictive models are referred to as ensemble
methods in the machine learning community [7]. The goal of ensemble learning is, by
combining multiple predictive models, to obtain better predicative performance than any of
the ensemble members. In contrast to common machine learning approaches which try to
learn one predictive model from available data, ensemble methods try to construct a set of
predictive models from the date and then combine them through some way for further use.
A necessary prerequisite for an ensemble classifier to outperform its best performing member
is for the mistakes made by the ensemble members to be uncorrelated. The underlying logic
of the member classifiers should be diverse as much as possible, and the majority of the
member classifiers should be accurate, because a few good votes will be easily overturned by
many bad votes. There are many ways to combine multiple classifiers. The most popular
methods to combine individual classifiers of the same type are Bagging [8] and Boosting [9],
while the methods for combining individual classifiers from different types include Majority

Voting, Stacking [10], and Grading [11]. Here we do not consider the methods that combine



multiple classifiers of the same type. We will describe the basic idea of how Majority Voting,
Stacking, and Grading work in general.

Table 2.1 shows a dataset for a learning problem with m instances (examples), each of
which has n attributes and a class label. Our example is a binary classification learning task.
Thus the number of possible values for the class label are only two (7" and F' in this case).
We then assume that there are [ individual classifiers. Table 2.2 is a prediction matrix that
shows the prediction results of each instance generated by each classifier. We assume that
the results are produced by some cross-validation scheme.

Table 2.1: Sample Training Data

Attributes Class
T11 T12 T1in T
To1  T22 Ton F
T31 T3 Ton F
Tm1 Tm2 Tmn T

Table 2.2: Sample Output of Individual Classifiers

Classifier; Classifiery Classifier;
T F . T
F T o T
F F e T
F T F

Majority Voting

One way to combine the outputs of multiple individual learners is by voting, either through
an unweighted or a weighted approach. A voting mechanism is easy to implement, and

the performance is easy to track. However, a prerequisite for unweighted voting (simple

9



majority voting) is that all member learners should perform comparably well. If the majority
of the learners make incorrect prediction, the ensemble learner will also make its prediction
incorrectly. Thus an enhanced weighted voting mechanism is introduced to solve this issue.
In a weighted voting mechanism, each of the trained classifiers casts one vote indicating
the prediction of a given instance. Each vote is weighted by a predefined mechanism:

Prediction = 3

1 (w; x prediction;), in where 22:1 w; = 1. In Chapter 3, we use an

analogous method — Weighted Average — to compute the final probability of each instance

being classified as a specific class (details are given in Section 3.7).

Stacking

Table 2.3: Sample Output of Base-Classifiers in Stacking (Input for Meta-Classifier)

Classifier; Classifiers --- Classifier; | Actual Class
T F e T T
F T e T F
F F e T F
F T e F T

Stacking is usually used to combine models of different type. Stacking uses the metalearner
concept to replace the voting step in the majority voting approach. There are two levels
of learners in Stacking, base learner and meta learner. The prediction outputs of the base
models (a.k.a. level-0 models) are the inputs to the metamodel (a.k.a. level-1 model). The
basic idea of Stacking is to use the predictions of the individual classifiers as attributes in a
new training set that keeps the original class labels. Instances are first input into the level-0
classifiers (base-classifiers), and each of the learners generates its own prediction on the entire
dataset. All those predictions are then fed into the level-1 classifier (meta-classifier) as input

to generate the final prediction, with the original class labels as the target attribute. In

10



our example, the training data for a meta-classifier is described in Table 2.3. Since level-0
learners have already performed most of the work, it is reasonable to choose a relatively

simple algorithm as the level-1 classifier.

Grading
Table 2.4: Sample Output of Individual Classifiers in Grading
Classifier; Classifiery .- Classifier;

_|_ J— “ e +

_l’_ J— PR —

_|_ + “ e i

Table 2.5: Sample Training Sets for Grading
Attributes Class Attributes Class

i1 Tz o Xip + T11 T2 . T +
To1  Xog ot oy + s | a1 Tog ot Top —
T31 T3z ot T3y + T31 T3z 0 T3 —
Tml Tm2 e Tmn - Tml Tm2 e Tmn -

Assume that there are [ individual classifiers; the basic idea of the Grading method is
to evaluate the predictions generated by each of the [ base classifiers, then use the graded
evaluation result of each instance as the target attribute and keep the original attributes
for training a set of meta classifiers that learn to predict when the base classifier is correct.
Table 2.4 shows the graded evaluation of the prediction outputs of the base classifiers,
correct predictions are graded as “+” and incorrect predictions are graded as “—”. Each
base classifier generates a two-class training set for the metaclassifier. We therefore have [

two-class training sets (“4” and “—”). We then train [ metaclassifiers (Table 2.5), each of

11



which gets exactly one of those training sets. Therefore, each meta-classifier tries to predict
when its base classifier makes a correct/incorrect prediction. During classification, each base
classifier makes a prediction for the input instance. Those base classifiers that are predicted
to be correct by the meta-classification schemes make the final prediction, by voting or by

making use of the confidence estimates of the base classifiers.

2.5 Feature Selection

The quality of the input dataset is the most important factor, out of many, that affects the
success of a machine learning task. People who are not familiar with Machine Learning
usually think that having more features would better describe the data, and therefore make
the learning algorithms perform better. However, practical experiments showed that is not
always the case as some features might be redundant. Therefore, the need for feature subset
selection becomes essential.

Feature subset selection aims at identifying and removing as many irrelevant (or redundant)
features as possible [12]. Feature subset selection algorithms fall into two broad approaches:
One approach is to make an independent assessment of the feature subset based on the
general characteristics of the data, and the other is to assess the subset using the machine
learning algorithm that will be used on the data. The former approach is called the filter
approach [13,14] because the irrelevant attributes get filtered out and the filtered data
is then presented to the machine learning algorithm. The second approach is called the
wrapper approach [13,14], because the machine learning algorithm is involved and wrapped
in the feature selection process. Figure 2.3 and Figure 2.4 depict the way in which wrapper
based and filter based approaches work. Since the underlying mechanisms between filter and
wrapper approaches are different, the feature subsets that are selected by both approaches

are expected to vary to some extent.
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Figure 2.3: Wrapper Feature Selection

Wrapper methods for feature selection use a prediction model to assign scores to different
feature subsets. Each feature subset is used to train a prediction model, which is tested on a
hold-out set. Computing the error rate of the model gives the score for the corresponding
feature subset. Wrapper methods use a search algorithm to search through the space of
possible features and evaluate each feature subset by applying a prediction model on the
feature subset. Since wrapper methods require to train a new prediction model for each
feature subset, they are very computationally intensive. Although they usually provide the
best performing feature set for that particular type of model, wrapper methods can have a
risk of over fitting to the prediction model. Figure 2.3 shows an overview of how wrapper

methods work.

Filter Approach

Filters are similar to Wrappers in the search approach, but instead of evaluating using
a model, a simpler filter is evaluated. Filter methods for feature selection use heuristics
based on general characteristics of the data instead of the error rate of a learned model

to score a feature subset. The measurement used in filter methods is chosen to be fast to
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Figure 2.4: Filter Feature Selection

compute, whilst still capturing the usefulness of the feature subset. Mutual Information,
Pearson product-moment correlation coefficient, and the inter/intra class distance are some
of the commonly used measurements. Filters are usually less computationally intensive than
wrappers, but they produce a feature set which is not tuned to a specific type of predictive
model. Many filters provide a feature ranking rather than an explicit best feature subset, and
the cut off point in the ranking is chosen via cross-validation. Figure 2.4 shows an overview

of how filter methods work.

2.6 Performance Metrics

Performance metrics are measurement values that allow us to evaluate the performance of the
learning models. Metrics that are used to measure the performance of supervised learning
models are different from those used to measure the performance of unsupervised learning
models. We describe some common performance metrics that are used in this dissertation

next.
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Measurement Indexes Used in Supervised Learning

In supervised learning, performance metrics are calculated from the predictions of the
classifiers. Most of those performance metrics are usually calculated from a confusion matrix.
We use a binary classification (yes and no) as an example to explain certain basic measurement
indexes commonly used in supervised learning.

Table 2.6: Confusion Matrix

Predicted Class
Yes No
Yes | True Positive (TP) | False Negative (FN)
No | False Positive (TP) | True Negation (TN)

Actual Class

In a binary classification case with classes: yes or no, go or not go, causative or non-
causative, a classifier can produce four different outcomes as Table 2.6. The true positives
(TP) and true negatives (TN) are correct classifications, meaning that an instance is correctly
predicted as yes (or positive) when it is actually yes, or an instance is correctly predicted as
no (or negative) when it is actually no. The false positive (FP) and false negative (FN) are
incorrect classifications. They occur when an instance is incorrectly predicted as yes when it

is actually no (FP), or an instance is incorrectly predicted as no when it is actually yes (FN).

e Accuracy. The accuracy is the percentage of correctly classified instances; Accuracy =

TP+TN -
TPITNYFPIFN - This is the most common performance measurement. However, the

problem with accuracy is that it assumes equal cost for both kinds of errors. A 99%
accuracy can be excellent, but it can also be poor if the dataset is highly imbalanced

and the class of interest is the minority class.

e TP Rate. The true positive rate is the TP divided by the total number of positives;

_ TP
TP,RCLZ:E = TP1FN
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e FP Rate. The false positive rate is FP divided by the total number of negatives;

_ FP
FP_Rate = FP+TN

e Recall. The recall is the same as the TP rate, which is the percentage of true positive

TP

instances from all the instances that are actually positive; Recall = TPLFN

e Precision. The precision is the percentage of true positive instances from all the

TP

instances classified as positive by the classifier; Precision = 7575

e F-Measure. The F-Measure is the harmonic mean (or weighted average) which

considers both the precision and the recall of the test; FMeasure = 2XfecallxPrecision _
’ Recall+Precision

2XTP
2XTP+FP+FN

For all indexes above, which take values in [0, 1], higher values indicate a better performance

of the classifier.

Measurement Indexes Used in Unsupervised Learning

Unlike in supervised learning settings, analyzing the performance of the clustering results is
intrinsically hard. Three main cluster validity approaches are described in [15]: (1) external
criteria evaluate the clustering results by comparing them to a pre-specified structure, or
reference clustering; (2) internal criteria rely solely on quantities derived from the data
vectors in the clustered dataset (e.g., using a proximity matrix, and computing quantities
such as inter- and intra-cluster distances); (3) relative criteria compare clustering results
obtained using the same clustering algorithm with different parameter settings, to identify
the best parameter configuration.

Based on the dataset we used in this dissertation, we mainly focus on the external validity
indexes defined as follows. Assuming a reference clustering (ground truth) is available, let M

be our dataset, Rc = {Rcy, .., Rcs} be the set of s reference clusters, and C = {C4, ..,C,} be

16



our clustering results over M. Given a pair of data samples (m, ms), with my, my € M, we

can compute the following quantities:

e a is the number of pairs (mq, msy) for which if both samples belong to the same reference

cluster Re;, they also belong to the same cluster Cj.

e b is the number of pairs (m;, my) for which both samples belong to the same reference

cluster Rc;, but are assigned to two different clusters C} and C},.

e ¢ is the number of pairs (mq, ms) for which both samples belong to the same cluster C;,

but are assigned to two different reference clusters Rc and Rcy,.

e d is the number of pairs (m;, my) for which if the samples belong to two different

reference clusters Re; and Rc;, they also belong to different clusters C; and C,,.

Based on the above definitions, we can compute the following external cluster validity

indexes [15]:

sats _ a+d _ a+d
Rand Statistic. RS = TTherd = Ml

Jaccard Coefficient. JC = —&

a+b+c

Folkes and Mallows Index. FM = —&——
(a+b)(a+c)

Precision. Prec=1/n-3 7 maxz_y_(|C; N Reyl)

Recall. Rec =1/s->";_ maxj—1_,(|C; N Reyl)

__ 9 _Prec-Rrec
F1 Index. F1 = QW

For all three indexes above, which take values in [0, 1], higher values indicate a closer

similarity between the clustering C and the reference clustering Rec.
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Chapter 3

ROMP: Prioritization of Rare
Oncogenic Mutations in Cancer

Kinome

Given a labeled dataset, supervised learning approaches can be used to analyze the data and
to produce an inferred function for mapping new samples. However, given a dataset which is
labeled with certain degrees of uncertainty due to the constraints of the problem domain,
supervised learning schemes alone might not be sufficient. In this chapter, we present ROMP?,
an effective framework that first constructs a high performance ensemble classifier using the
labeled dataset containing certain degrees of uncertainty, followed by utilizing clustering
algorithm and our self-invented cluster validity metrics to improve the learning outcomes
from the ensemble classifier to reduce label uncertainty in the dataset. The prediction that
generated by ROMP is a probability score, characterizing the prediction of a given sample to
be a specific class.

ROMP can be used in any problem domain with labeled dataset, and it will be a great

'Rare Oncogenic Mutation Predictor.
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fit to domains that satisfy (or partially satisfy) the following criteria: (1) Labels in the
dataset contain some degree of uncertainty; (2) Prefers to consider the outputs from multiple
experts (learning algorithms); (3) Requires a probability score rather than just a class label
as prediction. In this chapter, we introduce ROMP and apply it to the problem domain of
genetic mutations in cancer, where many of the datasets currently available contain substantial
uncertainty.

Cancer is a genetic disease which develops through a series of somatic mutations, a subset
of which drive cancer progression. Although cancer genome sequencing studies are beginning
to reveal the mutational patterns of oncogenes in various cancers, identifying the small
subset of “causative” mutations from the large subset of “non-causative” mutations, which
accumulate as a consequence of the disease, is a challenge. We present ROMP, an effective
framework for identifying causative mutations in human protein kinases, a class of signaling
proteins known to be frequently mutated in human cancers.

Our input dataset consists of gene mutations labeled as causative or non-causative with
varying degrees of uncertainty. Given an additional set of putative mutations, the task is
to output a reliable ranked list of the mutations according to the predicted probability of a
mutation being causative, and to identify mutations with suspicious labels. This application
is relevant to biological research in prioritizing the selection of rare oncogenic mutations for
further analysis in the laboratory.

We evaluate the performance of 11 well known supervised learners and show that a multiple
classifier approach, which combines the outputs of 11 individual learners, significantly improves
the classification of known causative mutations. The classifiers are trained and compared on
several different datasets. We introduce several novel features related specifically to structural
and functional characteristics of protein kinases and find that the level of conservation of
the mutated residue at specific evolutionary depths is an important predictor of oncogenic

effect. We also consolidate the novel features and the ensemble classifier to prioritize and
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experimentally test a set of rare unconfirmed mutations in the epidermal growth factor
receptor tyrosine kinase (EGFR). Our studies predict T725M and L861R as rare causative
mutations in EGFR inasmuch as these mutations display increased autophosphorylation
activity in the absence of the activating EGF ligand.

Afterwards, we apply the unsupervised learning module to the most promising dataset,
COSMIC-FG1 v57. We first use the expectation maximization (EM) algorithm to cluster
the mutations, then we use our self-invented cluster validity metrics to measure the level of
oncogenicity of each of the instances (mutations) based on similarity between the mutations,
on top of the clustering outputs. This approach can help to reduce the label uncertainty by
identifying suspicious mutations in the given dataset.

Finally, we effectively combine the supervised and unsupervised learning outputs to
generate a prioritization list of a set of rare oncogenic mutations in the cancer kinome. We
also generate a list of mutations with suspicious labels. The combination process is user
tunable, based on a user’s preference on supervised and unsupervised learning methods.
This procedure to flag suspicious data points provides a mechanism to improve the learning
outcomes by reducing the uncertainty in the dataset, an important tool to help Biologists

refine potentially messy datasets.

3.1 Introduction

Since the beginning of the last century, various types of cancers have risen in prominence as
a major cause of human mortality, yet no single treatment has been found to effectively cure
all cancers.

Cancer is a complex disease in which healthy cells undergo a series of genetic changes,
eventually becoming cancerous, growing uncontrollably and spreading throughout the body

[16]. Identification of the specific genetic changes that promote cancer traits within a cell can

20



yield clues into potential treatments for the disease. Large-scale cancer genome sequencing
studies have thus been initiated in order to catalogue the mutations observed in human
cancers [17-20].

Not all mutations have equal influence on the disease state of a cell, however. Certain
mutations, called “drivers,” are known to have a causative effect, driving the transformation
of a cell from healthy to cancerous, often by promoting cell growth or inhibiting apoptosis
(programmed cell death) [16]. In contrast, the majority of the mutations do not significantly
affect the cancer characteristics of a cell, and can be considered relatively benign “passengers”
in a tumor cell [21]. Mutated driver genes are worthwhile targets for drug discovery, because
counteracting the mutation’s effects can potentially slow or reverse cancer progression in
individual patients [22,23]. To fully realize this potential, however, there is a need to develop
computational approaches that can (i) distinguish causative from non-causative mutations,
and (ii) identify key causative mutations for experimental studies and clinical targeting.

In this research, we consider a subset of the problem: non-synonymous single nucleotide
variants (nsSNVs), or point mutations, in protein kinase genes. These mutations are reflected
in the amino-acid sequence of protein kinases, a class of enzymes frequently implicated
as oncogenes and for which several targeted drug therapies have already been successfully
introduced [40]. In general, a protein kinase acts as a "molecular switch” in the cell, responding
to a stimulus and relaying the signal through the cell. Changes in the amino acid sequence
of a protein kinase may alter the structure in critical ways - for example, certain point
mutations in epidermal growth factor receptor (EGFR) can lock the protein into an active
state, generating signals for the cell to grow even in absence of the stimulus, epidermal growth
factor (EGF). This uncontrolled growth can lead to cancer.

Indeed, several previous studies have proposed computational methods to identify causative
mutations in cancer genomes. These methods fall into three major categories: (i) statistically

based methods, (ii) structure-based methods and (iii) machine learning methods. Statistically
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based approaches are based on the assumption that mutations that occur in multiple patient
samples are likely to be causative [24-26]. Although such assumptions are valid for some
recurring mutations such as the L858R mutation in EGFR [27], there is emerging evidence
that rare mutations can be drivers [21,28-30]. Moreover, a comprehensive analysis of several
breast and colorectal cancer genomes revealed that the genomic landscapes of those cancers
are dominated by a large number of rare gene mutations rather than recurrent oncogene
mutations [31].

Structure-based methods offer a powerful way of predicting the impact of mutations by
taking into account the three-dimensional context of the mutated residues [32-35]. However,
such approaches are not applicable on a genome-wide scale because of the lack of crystal
structure information for several oncogenes.

In the past decade, machine learning has been applied to various biological problems
[36-40]. The nature of machine learning fits many problems in the biological domain,
especially in where there are large amounts of multi-dimensional information available which
are infeasible to analyze manually because a wide variety of factors play into the oncogenic
effect of any given mutation. The large amount of clinical information now available in
public databases allows us to apply a machine learning approach to this problem to efficiently
prioritize candidate mutations for their likely impact on disease. Machine learning approaches
have become a method of choice to predict causative mutations based on a variety of
contextual information [32,41-49]. In general, supervised learning approaches learn from
the features of known causative and non-causative mutations to classify unknown mutations,
while unsupervised learning approaches cluster mutations into different groups based on the
proposed features. Although several machine learning-based methods have been proposed
previously, there still remains a need to improve the sensitivity and efficacy of existing methods
[50]. First, most existing approaches use standard features of mutated residues for training

the classifier and do not take into account gene- or family-specific features that can improve
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prediction accuracy [47]. Second, existing approaches use one or two common machine
learning algorithms and do not consider the biases introduced by these algorithms. Third,
most existing approaches provide a binary “yes” or “no” classification of causativeness, which
does not solve the problem of prioritizing candidate mutations for follow-up experimental
studies. Fourth, unsupervised learning approaches have never been utilized in previous
studies, in where we believe unsupervised learning algorithms can strengthen the confidence
of the prediction.

In this research, we apply a combined supervised and unsupervised machine learning
approach to predict and prioritize causative mutations in protein kinases, a class of proto-
oncogenes frequently mutated in human cancers. Our approach differs in some major ways
from previous approaches, the summary of novel contributions of this part of the research

are as follows:

e We introduce new kinase-specific features, beyond those used in previous methods

[47,51,52], to improve prediction accuracy.

e We combine supervised and unsupervised learning to provide a reliable scheme for the
prioritization of a set of “unconfirmed” causative mutations. The supervised component
combines multiple supervised learning algorithms (individual classifiers), overcomes
the biases introduced by each method. The unsupervised component strengthens the

confidence of our prioritization.

e We use our machine learning framework to produce a numerical ranking of causative
mutations in EGFR and test the impact of predicted mutations on EGFR kinase activity

using cell-based assays.

e Our studies identify T725M as a rare causative mutation inasmuch as the T725M
mutation increases EGFR autophosphorylation and displays catalytic activity in the

absence of the activating EGF ligand.
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3.2 Background

Before the past decade, our knowledge of human gene variation remained rudimentary.
In 1999, Michele Cargill et al [53] conducted a systematic survey of SNPs in the coding
regions of human genes, this survey provided a fundamental description of sequence variation
in the coding regions of human genes. This study provided thorough insight on SNPs
characterization. Based on this study, a lot of computational models have been introduced to

accelerate the research of SNPs classification and the prediction of causative SNPs.

Early Probabilistic Models In Cancer Research

In the very beginning of the past decade, many studies considered how to identify pathogenic
and tumor-derived mutations in genes, and some of them specifically focused on how to
distinguish deleterious and neutral nsSNPs. In turn, several corresponding probabilistic
models have been built. Some of the significant works are introduced in the following. Wang
and Moult [54] provided a set of empirical rules to predict deleterious SNPs, and showed
that most of the detrimental nsSNPs affect protein function indirectly through effects on
protein structural stability (i.e. disruption to the protein hydrophobic core). Based on this
work, some other studies [42,55-58] have proposed the importance of considering protein
structure as a useful feature for their prediction models, which depend on mapping SNPs to
positions in homologous 3D protein structures, as well as using information from multiple
sequence alignments.

These studies are the earliest computational models that are heavily referenced by re-
searchers in this domain. Although machine learning methods have been heavily applied into
the research of identification of cancer-causing mutations lately, studies based on statisti-

cal/probabilistic models are still being introduced.
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Early Machine Models In Cancer Research

Although some previous studies used simple machine learning techniques (rule based systems
and simple classification models) to predict the impact of SNPs, it seems that [59] was the
first to actually apply solid machine learning algorithms onto the SNP prediction problem.
Based on the idea that automated learning from training data is an attractive alternative to
manual tuning of empirical rules, Krishana and Westhead [59] applied two machine learning
methods, namely Decision Trees [60,61] and Support Vector Machines (SVM) [62,63],
to predict the functional effects of non-synonymous SNPs in protein coding regions of the
genome. The authors also tried to optimize the set of features by gradually adding the above
features into their feature set, thus forming a manual wrapper approach for feature selection.
Since the study of [59] only predicts the effects of SNPs on protein function, but did not
have it tested on human mutations or SNPs (deleterious or neutral), Cai et al. [64] purposed
a Bayesian approach [65] to discover pathogenic SNPs in conserved protein domains. Cai
claims that their study is the first to use a Bayesian approach to predict pathogenic SNPs
and test it on SNPs in human genes in relation to human diseases. The reason why they used
a Bayesian approach was because they thought that our knowledge (at that time) of human
SNPs in relation to diseases was not yet to the point at which large-scale supervised learning

can be directly applied.

Prevalence of Machine Learning Models

Since 2005, the number of publications utilizing machine learning techniques to study the
problems in the domain of cancer prediction (specifically for nsSNPs classification) has been
extensively increasing. It is obvious that researchers began to realize how powerful the
machine learning techniques could help to accelerate their research.

Karchin et al. developed the very first version of CanPredict [66], namely LS-SNP,
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which is a genomic scale software pipeline to annotate nsSNPs. This system combines a
rule-based approach to identify putatively destabilizing nsSNPs and a SVM classifier to
identify nsSNPs likely to have an impact on human health. The authors used information
gain, and the 1R algorithm [67] (with 10-fold cross-validation and bucket size 14) to rank all
attributes, and both methods showed that the degree of sequence conservation (PSIC) at the
nsSNP position is the most important attribute. The optimized subset of attributes for each
attribute set at each level of imbalance is presented with the wrapper-based feature selection
method. Moreover, because of the big difference between the size of the neutral dataset and
the diseased dataset, the authors also assessed the effect of resampling and weighting on
the prediction performance, and their results show that the best prediction comes from the
balanced data set that included all attributes.

The use of the Support Vector Machine (SVM) algorithm has also been raised along with
its prevalence in other research domains. Yue and Moult [32] proposed the SNPs3D, a system
that utilizes SVM to identify deleterious human SNPs. Torkamani et al [46] used support
vector machine (SVM) to predict the disease association (causative or non-causatie) of nsSNPs
in the human kinase gene family. They also explored two other classifiers namely neural
network (Multilayer Perceptron), and Decision Table, but they were ultimately discarded
in favor of the SVM. However, the authors did not explain or provide clear evidence to
support their choice of selecting SVM as the classifier. Second, the authors failed to prove
the robustness of their feature set as there was no feature selection method implemented;
the only explanation that can be inferred from this is that the features they used were
inherited from other previous studies that also have no feature selection methods applied. In
a follow-up study [47], Torkamani et al. applied the same method to protein kinases and
not only announced that their method could identify known drivers with high accuracy but
also claimed that their predicted driver mutations are under positive selection with very high

confidence. Later, Torkamani et al. [48] tried to identify the rare cancer driver mutations by
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network reconstruction.

Karchin et al. developed an upgraded version of CanPredict [45]. The CanPredict trains
a Random Forest [68] to discriminate between mutations from the COSMIC cancer somatic
mutation database (variants in those genes most likely to be involved in oncogenesis) [69]
and nsSNPs from dbSNP database [70] with high MAFs of ; 20% (Minor Allele Frequencies;
Likely passenger) [71].

Having seen various studies of using SVM as a tool for the prediction of deleterious
nsSNPs; some researchers proposed to use some other different machine learning algorithms
to tackle this problem afterwards. Bromberg and Rost [72] proposed SNAP, a standard
feed-forward neural network-based model [2] for the prediction of the functional effects
(effect or no effect) of nsSNPs. Their model needs only sequence information as input, but
the authors also state that functional and structural annotations would help to improve the
performance.

Carter et al. [73] developed a computational method called Cancer-specific High-
throughput Annotation of Somatic Mutations (CHASM), to identify and prioritize those
missense mutations most likely to generate functional changes that enhance tumor cell
proliferation. They compared the performance between Random Forest and SVM, and
showed that the random forest method proved superior. They also showed that their random
forest based model outperformed the models obtained by other methods, including PolyPhen
[42], SIFT [57], CanPredict [45], and KinaseSVM [46]. It is good to see that the authors
did not surrender to the prevalence of SVM but provide solid evidence to support the choice
of using Random Forest.

Adzhubei et al. introduced PolyPhen-2 [74], which is an upgrade to PolyPhen [42].
PolyPhen-2 is different from PolyPhen in the set of predictive features, the alignment pipeline
and the method of classification. The authors used wrapper methods with both forward and

backward elimination to evaluate all 32 features, and then 11 features were selected by both
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methods. Finally, a Naive Bayes classifier was utilized to perform prediction. The authors
claimed that PolyPhen-2 was consistently superior compared to PolyPhen, and it was also
competitive to three other popular prediction tools, namely SIFT, SNAP, and SNPs3D.

Based on the success of previous studies (i.e. CHASM, CanPredict, SIFT, PFAM, etc.),
some researchers recently tried to analyze if there is still any room for the improvement in
this domain by utilizing different approaches such as proposing some novel features, as well
as utilizing machine learning techniques with the output of previous computational models.

Masso and Vaisamn [75] developed a predictive model with Random Forest algorithm
to classify neutral and disease-associated nsSNPs. But their model actually achieved 76%
cross-validation accuracy, which is average. Shi and Moult [33] used SNPs3D to analyse the
structural and functional impact of driver mutations. Capriotti and Altman [76] proposed
another SVM approach to identify the cancer-causing missense variants. Their method
achieved 93% overall accuracy, but caution should be taken as they use 100% balanced
dataset in where the number of driver mutations is the same as the number of passenger
mutations. This would cause the improvement of the accuracy, which has been showed by
Dobson et al. [77].

Previous studies that applied machine learning techniques to classify causative and
non-causative mutations (or distinguish deleterious and neutral nsSNPs) share a common
drawback: They did not provide clear evidence or comparison for the performance between
different machine learning methods or different feature selection methods, they applied a
couple of famous (at that time) machine learning algorithms and sometimes a single feature
selection approach to build the models. Therefore, we proposed ROMP to address all these
issues. ROMP combines the results of 5 feature selection methods to select the best feature
subset, constructs an ensemble classifier with 11 individual classifiers to predict oncogenic
mutations, uses EM clustering algorithm and our self-invented clustering validity metrics to

reduce the label uncertainty, finally combines the supervised and unsupervised components
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Figure 3.1: ROMP System Overview

to deliver a robust prediction result as well as to identify instances with suspicious labels in

the dataset.

3.3 System Overview

Figure 3.1 provides a high-level overview of ROMP. We now provide a brief description of
ROMP’s components shown in Figure 3.1, and more details will be given in subsequent

sections.
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Data Preprocessing Given a large dataset A which contains oncogenic mutations
(causative) as well as healthy mutations (non-causative), we first filter out the useless samples
for this research by referencing certain published databases. After filtering, this step produces
a dataset M which includes causative mutations, non-causative mutations, and putative
mutations as the input for our system.

Attribute Processor With dataset M, we first extract the attributes that were used
in previous literature, and the novel attributes proposed by our collaborator (Biologist).
Followed by utilizing multiple feature selection methods to identify the useful features. This
step produces a training dataset MSF,.qin and a testing dataset MSFes;. The combination
of these two datasets are basically identical to M but have the useless attributes removed.

Supervised Learning Module ROMP uses 11 supervised learning algorithms (classi-
fiers) to learning and predict the oncogenicity of each mutations in MSFqin and MSFeq.
All 11 classifiers are trained individually, and then we effectively combine them together to
construct a more robust ensemble classifier. This step assigns each mutation an S — Score
which is the possibility of a mutation to be causative.

Unsupervised Learning Module In the domain of Biology, there is nothing 100%
certain. Independent from the supervised learning module, we use unsupervised learning
algorithm and our self-invented cluster validity metrics to reduce the possible uncertainty.
Each mutation in MS&F,ein and MSF .. is clustered by a clustering algorithm, and then
our self-invented metrics will measure the level of oncogenicity of each mutation. This step
assigns each mutation a U — Score, which is the possibility of a mutation to be causative.

Combining Supervised and Unsupervised Learning Outputs Finally, ROMP
combines the S — Score generated by the supervised learning module and the U — Score
generated by the unsupervised learning module to assign each mutation a final prioritization
score. The combination rate of these two scores is user tunable. This step considers both

supervised and unsupervised learning outputs, and produces a prioritization list of all putative
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mutations with high confidence.

3.4 Evaluation

Before introducing the details of each component shown in Figure 3.1, we first present the

performance evaluation of our framework with the real-world datasets.

Datasets for Evaluation

To evaluate our framework, we conducted experiments on benchmark datasets from the UCI
Machine Learning Repository [78]. We selected 4 datasets namely Tic-Tac-Toe Dataset [79],
Wisconsin Breast Cancer (Original) Dataset [80], Wisconsin Breast Cancer (Diagnostic)
Dataset [81], and Blood Transfusion Service Center Dataset [82]. Table 3.1 shows a brief
description of the datasets used for our evaluation. The associated tasks for all three selected
datasets are binary classification, but actually there is no limitation for ROMP to be used
in problems with multi-class datasets. The types of attributes are different across datasets;
Tic-Tac-Toe dataset has categorical attributes; WBC-Original has integer attributes; and
WBC-Diagnostic and Transfusion have real valued attributes. Moreover, Some attribute
values are missing in the WBC-Original dataset. It is worth mentioning that we have renamed
the classes in all these datasets to “Positive” (P) and “Negative” (N) for clarity.

Table 3.1: Summary of the UCI Datasets Used in Evaluation

Dataset Tic-Tac-Toe ~ WBC-Original WBC-Diagnostic Transfusion
Number of Instances 958 699 569 748

Number of Attributes 9 10 32 5)

Dataset Characteristics Multivariate = Multivariate Multivariate Multivariate
Attribute Characteristics | Categorical Integer Real Real
Associated Tasks Classification Classification  Classification Classification
Missing Values No Yes No No
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Performance of ROMP

Table 3.2: Performance of ROMP with UCI Datasets

Dataset TP Rate FP Rate Accuracy(%) F-Measure S-P S-N
Tic-Tac-Toe 1 0 100 1 0 0
WBC-Original 0.9959 0.0209 98.33 0.9677 2 19
WBC-Diagnostic 0.9764 0.0112 98.42 0.9787 8 11
Transfusion 0.4663 0.0807 76.20 0.5407 151 285

Table 3.2 illustrates the overall performance of ROMP with the selected UCI datasets.
As the table shows, ROMP performed fairly well on Tic-Tac-Toe, WBC-Original, and WBC-
Diagnostic datasets, reaching at least 0.9764 TP rate and at most 0.0209 FP rate. It even
performs perfectly on the Tic-Tac-Toe dataset by classifying all instances with 100% accuracy.
For the messy dataset — Transfusion, ROMP performs competitive to the best result that
has been reported in literature [83]. ROMP is not only a robust predictor that effectively
combines supervised and unsupervised learning methods, it is also able to identify suspicious
instances (outliers) through the learning process. The last two columns of the table describe
the number of “Suspicious Positive” and “Suspicious Negative” labeled instances identified
by ROMP in the corresponding dataset (see Section 3.9 for details).

Several algorithms have been suggested in literature which claim high accuracy on these
benchmark datasets. We now present the comparison between ROMP and the reported top

results of the datasets in the literature.

Tic-Tac-Toe Dataset

This dataset shows complete set of all possible end of game board configurations of a tic-tac-toe
game. Table 3.3 shows the comparison of ROMP with 3 other algorithms that reported with

top accuracies. Here we compared our accuracy with some of the latest methods suggested
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in the literature. We compared our results with 7 [84], [85] and [86]. As the table shows,

ROMP provides the best result among all, in terms of reaching 100% accuracy.

Table 3.3: Performance of ROMP with Tic-Tac-Toe Dataset

Reference Method Accuracy (%) F-Measure
84] IB3-CI 99.1 n/a
85] CI3 98.4 n/a
86] Cluster Based Classification 99.2 n/a
[87] ROMP 100 1

Wisconsin Breast Cancer (Original) Dataset

WBC-Original dataset consists of features computed from a digitalized image of a fine needle
aspirate (FNA) of a breast mass. These features describe the properties of the cell nuclei
present in the image.

Table 3.4 illustrates the comparison of the Fuzzy c-means clustering method with ROMP.
Muhic [88] suggested the Fuzzy c-means clustering method for learning WBC-Original
dataset. The method showed 100% TP rate, and 13% FP rate. Evidently the Fuzzy c-means
had better TP rate but worse FP rate compared to ROMP (TP rate = 0.9959, and FP rate
= 0.0209). ROMP performs 6.91% better than the Fuzzy c-means clustering method in terms

of accuracy, and 7.84% better in F-Measure.

Table 3.4: Performance of ROMP with WBC-Original Dataset

Reference Method Accuracy (%) F-Measure
[88] Fuzzy c-means clustering 91.42 0.8893
[87] ROMP 98.33 0.9677
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Wisconsin Breast Cancer (Diagnostic) Dataset

WBC-Diagnostic dataset consists of features computed from a digitalized image of a fine
needle aspirate (FNA) of a breast mass. These features describe the properties of the cell
nuclei present in the image. Each cell nucleus is defined using 10 traits namely - radius,
texture, perimeter, area, smoothness, compactness, concavity, concave-point, symmetry and
fractal dimension. Furthermore, for each trait mean, standard error and worst value is
computed. For our processing we removed the unique ID value given to row in dataset.

Table 3.5 shows the comparison between ROMP and 2 other studies that reported with
top accuracies. We compared ROMP with the methods suggested by [89] and [90]. As the
table shows, ROMP outperforms the results of the method suggested by [89] by 1.25% in
accuracy and 2.53% in F-Measure. The method suggested by [90] produced the best result,
1.4% and 1.65% better than ROMP in accuracy and F-Measure respectively. However, the
results reported by [90] is with feature selection, but ROMP includes the raw dataset with
all the features.

Table 3.5: Performance of ROMP with WBC-Diagnostic Dataset

Reference Method Accuracy (%) F-Measure
[89] Fuzzy k-nearest neighbor 97.17 0.9534
[90] Random Forest with feature selection 99.82 0.9952
[87] ROMP 98.42 0.9787

Blood Transfusion Service Center Dataset

This is a donor database of Blood Transfusion Service Center from Hsin-Chu City in Taiwan.
It was developed to demonstrate the REMTC marketing model (a modified version of REM).
To gather blood donated, the service center passed their blood transfusion service bus to

one university in Hsin-Chu City in about every three months. 748 donors were selected at
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random from the donor database.

Table 3.6 shows the comparison between ROMP and the best result reported in the latest
literature. [83] suggests an improved method of over-sampling dataset SMOTE (originally
suggested by [91]). SMOTE is a minority protecting oversampling method. As the table
shows, ROMP outperforms the results of the method suggested by [83] by 0.6% in accuracy
and 3.98% in F-Measure.

Table 3.6: Performance of ROMP with WBC-Diagnostic Dataset

Reference Method Accuracy (%) F-Measure
[91] SVM 80.48 0.4710
[91] SVM with oversampling method 65.11 0.5010
[87] ROMP 81.15 0.5407
Summary

We compared ROMP with 4 real-world datasets obtained from UCI Machine Learning
Repository. ROMP outperformed all other reported top results in the Tic-Tac-Toe Dataset,
the Wisconsin Breast Cancer (Original) Dataset, and the Blood Transfusion Service Center
Dataset, but performed slightly wrose than the method reported by Nguyen et al. [90] in the
Wisconsin Breast Cancer (Diagnostic) Dataset. However, the results reported by [90] are
with feature selection, but ROMP used the raw dataset with all the features. Furthermore,
the difference is subtle. Based on above results, we proved that ROMP is a high performance
predictor with fairly good performance on different datasets. It effectively combines supervised
and unsupervised learning methods to generate robust prediction. Moreover, it is also able
to identify suspicious instances (outlier) through the learning process, such information can
provide useful information to the domain experts for further analysis, such as to refine the

data samples, to identify useful features, and to perform detailed study on the suspicious
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objects. More details about ROMP and its application on a complex domain — cancer research

— are presented in the following sections.

3.5 Data Preprocessing

Data Sources

The data sources used for training and evaluating the classifiers consist of a “positive” set
of known-causative mutations, a “negative” set of known-benign mutations, and several

attributes of proteins and amino acids, which we drew from several databases.

Positive mutation set: Oncogenic Mutations

As the basis for our “positive” set we used the Catalogue of Somatic Mutations in Cancer
(COSMIC), a database of somatic mutations observed in cancer samples gathered from
published literature sources and provided by the Wellcome Trust Sanger Institute’s Cancer
Genome Project (CGP) [17,92]. We use two versions of the COSMIC (versions 50 and 57)
in this research as the version 57 only became available at the last stage of our research,
as an updated dataset. The mutations from the COSMIC database (versions 50 and 57)
were each filtered by gene name for human protein kinases as identified in KinBase [93]. We
then filtered these mutations for those occurring in the protein kinase domain, as identified
by ProKinO [94], yielding 922 distinct point mutations in 152 protein kinase genes (v50)
and 1451 distinct point mutations in 225 protein kinase genes (v57). Each kinase gene was
therefore associated with several mutations; EGFR kinase, for example, has 278 mutations in
the protein kinase domain (v57).

As COSMIC is a catalogue of somatic mutations observed in clinical samples, it potentially

contains both causative and non-causative mutations. We selected a subset of mutations
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which have been observed more than once in COSMIC, as an initial list of 67 (v50) and 226

(v57) likely causative mutations to use as the “positive” (disease) set in our classification.

Negative mutation set: Benign Polymophisms

The “negative” (benign, non-disease) set consisted of the 331 non-synonymous mutations in
protein kinase genes obtained from SNP@Domain, an online database of naturally occurring
single nucleotide polymorphisms (SNPs) within protein domain structures and sequences [95],
which was itself originally derived from dbSNP [70]. We consider commonly-occurring
polymorphisms to be effectively benign because the polymorphisms were originally sampled

from healthy individuals, an approach previously used by others (e.g. [45]).

Protein Features

Features of the mutations used for training the classifiers were retrieved from several sources.
The hierarchical classification of protein kinases into major groups and families is according
to KinBase [93]. Amino acid properties, such as hydrophobicity and molecular weight, were
taken as listed in the data files included with EMBOSS [96]. Protein sequence annotations
were retrieved from the UniProtKB database [97]. We also used protein sequences from the
UniRef90 database [98] in our own calculations of amino acid conservation, position of the
kinase domain, and subdomain locations (refer to Feature Preprocessing).

Out of the 518 protein kinases in the human genome, several are “atypical” kinases which
lack sequence homology to the other kinases. Thus, certain features could not be calculated
for the atypical kinases, leaving 503 distinct protein kinase genes for which we successfully

extracted features for machine learning.
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Data Partition and Definitions

Since COSMIC is a compilation of many studies, we assume that mutations which appear
more than once in the dataset are more likely to be “drivers” (causative) than those which
appear only once in the table. Furthermore, objects that have been observed less frequently
might possess weaker characteristics than those observed more frequently. Thus we consider
the COSMIC entries that have only been reported once as unconfirmed drivers, or potential
passengers, providing a useful application for our method in prioritizing the unconfirmed
drivers for further study.

Our benign set (non-disease set) is composed by the non-synonymous mutations obtained
from SNP@Domain. For the positive set (disease set), we separated the COSMIC data
set into two subsets, with the assumption that some COSMIC mutations observed only
once might be false positives. Certain definitions of our dataset that appear later in this

dissertation are described below.

e COSMIC-FG1 (Exp. [.2 and III.2): The causative set of mutations in COSMIC
that are observed in more than one distinct sample (Frequency Greater than 1). The

non-causative set is the non-synonymous mutations obtained from SNP@Domain.

e COSMIC-ALL (Exp. I.1 and III.1): The causative set consists of all nonsynonymous
COSMIC mutations that appear in the protein kinase domain, i.e. omitting the filter

applied in COSMIC FG1. The non-causative set is the non-synonymous mutations

obtained from SNP@Domain.

o COSMIC-FE1: The “unconfirmed” set of mutations in COSMIC that are observed

only once. (Frequency Equal to 1).

e Experiment I, I1, ITI: Designations for specific input training sets and filters used to

train the classifiers and perform computational experiments.
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Experimental settings, inputs and associated statistics are described for COSMIC v.50 in
Tables 3.8 and 3.9, and for COSMIC v.57 in Tables 3.19, 3.20 and 3.18. More experimental
settings for both COSMIC v.50 and v.57 correspond to Experiment III.

According to Table 3.9 | it is clear that the dataset of COSMIC FG1 (Exp. 1.2) is highly
imbalanced: the number of instance of the non-disease set is almost 5 times more than the
disease set. Since highly imbalanced datasets often lead to inferior classification results [15],
the handling of these imbalanced datasets becomes a critical issue before performing any
classification. Re-sampling, a common approach to handle the problem of imbalanced data,
would not work in our case - whether oversampling the minority class or under-sampling the
majority - since every single instance in our dataset is one unique mutation. For this reason,
on top of the classifiers we utilized, we apply the Cost Sensitive Classifier for defining the
cost matrix according to the imbalance ratio of the dataset. Since the minority classes in our
experiments are the positive set (disease set), we define the False Negative cost in the cost
matrix as the ratio between the majority class (benign set) and minority class (disease set).
However, the Cost Sensitive Classifier is no longer necessary for COSMIC v57 as the positive

set and negative set became more balanced, as Table 3.18 illustrates.

3.6 Attribute Handeling

Attribute Preprocessing

Mutations are uniquely identified by the gene name, protein sequence position, wild-type
amino acid, and mutant amino acid type. We extract features related to biochemical,
structural, functional and evolutionary properties, which in the end generated 29 features in
total, as follows.

Of these 29 features, 25 were previously explored by others, including amino acid bio-

chemical properties, sequence conservation, and kinase subdomain [44,46,77,99]. Our novel
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features are the protein kinase classification terms (group and family) and the conservation

levels within kinase group and family.

Comparative

The protein kinase superfamily constitutes a diverse range of enzymes which can be classified
hierarchically into 8 major groups (plus the “other” and “atypical” categories) and multiple
families within each group, each with distinct mechanisms and interacting partners [100].
To account for these potential differences, we tracked the names of each kinase’s group
and family, per KinBase. Additionally, we calculated the evolutionary conservation of the
wild-type or consensus amino acid type among diverse eukaryotic species at each position
within the protein kinase domain. This approach considers the evolutionary process as
“nature’s laboratory”: over the course of over 2 billion years since the divergence of eukaryotes,
each type of mutation at each position in the protein kinase gene has occurred many times,
simply by chance as part of a random mutational process. The mutations that do not alter
the overall functioning of the protein are tolerated, and will be observed in extant species,
while more drastic or deleterious mutations will be quickly eliminated from the gene pool of
surviving organisms.

Since the association between evolutionary conservation and disease-causing mutations in
protein kinases is not yet fully understood, we calculated conservation at three evolutionary
depths: within the same PK family (close evolutionary relatives), within the same PK major
group (greater evolutionary distance), and among all eukaryotic protein kinases (ancient
divergence, preserving only the overall fold of the protein structure). While conservation of
amino acid types has been considered in previous studies, our distinction between depths
of divergence at the family and group levels is novel. In addition, we calculate conservation
relative to both the wild-type residue and the “consensus” residue type in an alignment. The

conservation value at a given alignment site is the frequency of the wild-type or consensus-type
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residue in the alignment column. The calculations are performed on large multiple-sequence
alignments using sequences from UniRef90 and aligned using the MAPGAPS program [101]
and HMMer 3.0 [102].

Amino Acid Properties

These features describe the properties of individual amino acids in the sequence of both the
healthy, normally occurring “wild-type” protein and the mutant, as well as the difference
between the two where this can be quantified. The properties are the hydropathy index
(hydrophobicity), charge, polarity, van der Waals volume, molecular mass, and naturally
occurring residue frequency. We also include the BLOSUM62 amino acid substitution matrix

values [103] as a measure of the overall similarity between the wild-type and mutant residues.

Structural and Functional

We introduced features that captured the structural and functional location of mutations.
The eukaryotic protein kinases can be identified by a set of 11 structural regions, known
as subdomains, which are conserved across the entire superfamily [104]. We identified the
sequence locations of these subdomains in each of the 503 typical protein kinases in the human
genome, using a Gibbs motif sampler with curated motif models for each subdomain, similar
to the method described in [47]. Mapping the position of each mutation onto these regions
allowed us to identify which sub-domain the mutation belongs to, if any. Two additional
features describe functional roles of amino acids: whether a position is a binding site (e.g. for
ATP or another protein), and the post-translational modification of the residue, if any (e.g.

phosphorylation).
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Feature Selection

Feature selection serves two purposes: to choose a smaller, more computationally tractable
subset of meaningful features which can be used to effectively predict the target attribute
(causative or non-causative), and to understand the relative usefulness or contribution of each
feature toward predicting the target [105]. With emphasis on the latter, we independently

applied five feature selection algorithms to evaluate our attributes, as following:

e OneR algorithm [106], with a minimum bucket size of 14. This algorithm evaluates
the contribution of an attribute by using the minimum-error attribute for prediction.
It requires discretization if the values of an attribute are numeric. It generates a single

level decision tree (a set of rules) which tests one particular attribute each time.

e Relief-based selection [107], with 10 nearest neighbors for attribute estimation. This
algorithm is an instance-based algorithm which evaluates the worth of an attribute by
repeatedly sampling N instances and considering the value of the N nearest instance of

the same and different classes.

e Chi-Square selection. This algorithm evaluates the worth of an attribute by computing

the value of the chi-squared statistic with respect to the class.

e Gain-ratio-based filter approach [67], using the Gain Ratio Attribute Evaluator and
Spread Subsample method. Gain Ratio evaluates the worth of an attribute by measuring

the gain ratio with respect to the class.

e Correlation-based selection [12], with Greedy (forward) searching algorithm. This
approach performs a greedy forward search through the space of attribute subsets.
Starting with no attributes in the space, and stoping when the addition of any remaining

attributes results in a decrease in evaluation. The main idea of correlation-based selection
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algorithm is to find a feature subset which includes features that are highly correlated

to the target attribute and have very low correlation to other features.

Selection Methodology

All five feature selection methods were each applied separately on both the COSMIC-AIl
and COSMIC-FG1 datasets, attributes were ranked in terms of effectiveness as a predictor
according to each selection method. We then combined the selected features through a
majority voting approach in where each of the selection algorithms casts one vote indicating
whether a given attribute is selected or not.

We selected the attributes selected by at least 3 out of 5 (60%) of the selection methods,
yielding a ranked list of 17 selected features (from the original 29) as our final feature subset
which we used as input for the training process in subsequent analysis. We also determined a
ranking indicating the usefulness of each selected feature by taking the arithmetic mean of
the feature’s ordinal ranking across all 5 selection algorithms. This “average rank” enables
a complete ranking of the selected features. The results of feature selection on both these

datasets with 10-fold cross-validation are shown side-by-side in Table3.7.

Selection Results

According to Table3.7, about 88% (15 out of 17) of the selected features are identical in both
the COSMIC-AIl and COSMIC-FG1 datasets, with “average rank” from 1.4 to 13 with the
COSMIC-AIl dataset, and from 1.2 to 16.25 with the COSMIC-FG1 dataset. Finally, we
decided to use the feature subset that based on COSMIC-AIl dataset as our final feature
subset for the following experiments. The justification is that this evaluation was performed
on the combined positive and negative data sets, with the positive set also including COSMIC
mutations that occur only once, this ensure that the feature selection process is performed

on a larger data set to retain the generality.
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Table 3.7: Selected features based on v.57 COSMIC All and FG1 datasets.

Votes Avg Rank
Selected Feature 211 TFGL | ALl FG1
Protein kinase family 5 ) 1.40 | 1.20
Protein kinase group 5 4 1.80 | 2.25
Amino acid type, WT 5 5 8.00 | 7.80
BLOSUMG62 pairwise score 5 4 8.20 | 8.25
Side-chain polarity, mutant 5 3 11.00 | 11.67
Conservation of wild type in all kinases 5t 4 11.60 | 6.00
Conservation of consensus type in kinase group | 5 4 11.60 | 10.50
Conservation of consensus type in all kinases 5 4 13.00 | 13.00
Conservation of consensus type in kinase family | 4 5 5.75 | 4.60
Kinase subdomain 4 ) 6.00 | 3.60
Average mass of amino acid, WT 4 5 7.50 | 7.80
Is a binding site? 4 — | 825 | —
Van der Waals volume, WT 4 5 8.75 |1 9.80
Site modification type (if any) 4 3 9.25 | 10.67
Amino acid type, mutant 4 4 10.75 | 10.00
Side-chain polarity, WT 4 4 11.50 | 13.25
Is in protein kinase domain? 3 4 11.67 | 16.25
*Isoelectric point, WT — |4 11.00

* = Not included in our final feature subset. The “Votes” column indicates how many
feature selection algorithms cast a vote for that particular feature during the 10-fold
cross-validation selecting procedure; the “Avg Rank” column describes the averaged rank of
a particular feature within the selected algorithms. The feature “binding site” was selected
with COSMIC-AIl but not COSMIC-FG1, and “Isoelectric point, WT” was selected with
COSMIC-FG1 but not COSMIC-ALIL

We first sought to determine a subset of features that show high predictive value in
distinguishing causative from non-causative mutations, and to evaluate the contribution of
the kinase-specific features we introduced in this study, namely the hierarchical protein kinase
classification levels (group, family) and the conservation levels at each evolutionary depth
(all kinases, group and family).

Table3.7 shows that all 5 selection algorithms selected the features “Protein kinase family”
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and “Protein kinase group”, and each individual algorithm ranked these two features at the
top. The features “amino acid type (WT)”, “BLOSUMG62 score”, and “side chain polarity
(Mutant)” were also selected by all 5 algorithms and ranked highly by individual algorithms.
Conservation scores of the wild-type residue among all kinases, and of the alignment
consensus type among all kinases, among the major groups and among major families, were
also ranked highly, indicating that they extensively contribute to the prediction of the target
attribute, a result that supports the importance of our novel proposed features.
Furthermore, other features that have been identified as important characteristics of
deleterious mutations in previous studies, namely “Sub domain”, “Avg Mass”, “binding site”,
“Van der Waals Volume Wild”, “modification”, “Mutant Type Amino Acid”, and “Side Chain
Polarity Wild”, were also selected for inclusion. Finally, the binary feature “is PK domain”

is the last feature that has been included into our final feature subset. The detailed feature

selection records of the 5 selection methods with 10-fold cross-validation is given in Appendix

A

3.7 Supervised Learning Module

In this section, we first introduce the supervised learning algorithms used in this research,
followed by presenting the evaluation of individual learning algorithms based on COSMIC
vb0 dataset. Then we combine multiple classifiers to prioritize putative EGFR mutations in

the same dataset. Afterwards, we update the results with the latest COSMIC dataset — v57.

Learning Methods

In order to enable the comprehensive comparative evaluation of classifiers found lacking in
previous studies, we applied a variety of supervised learning algorithms to classify point

mutations in human protein kinase sequences as either causative or non-causative.
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Since a necessary prerequisite for an ensemble classifier to be more accurate than any of
its individual members is for the classifiers to be accurate and diverse [108], based on the
selected features, we applied 11 machine learning methods to our dataset, spanning all the
basic schools of inductive learning including J48 (Tree) [60,61], Random Forest [68], NB
Tree [109], Functional Tree [110], Decision Table [111], DTNB [112], LWL (J48+KNN)
[113], Bayes Net [65], Naive Bayes [114], SVM [62,63], and Neural Network [2]. We
chose these algorithms to cover the major categories of classifier algorithms: Trees, Rules,
Instance-based, Functions, and Bayes. Due to the highly imbalanced dataset in certain
experiments, a meta-learner, Cost Sensitive Classifier, is used to define the confusion matrix

to optimize the learning process [115].

Cross-validation

To account for the possibility of over-fitting or bias resulting from small sample sizes, we
applied 10-fold cross-validation [116,117] to train all of the models presented in this research.
Cross-validation is a robust approach to validate the training methods as it repeatedly tests
different trained models on “unseen” data [116]. In 10-fold cross-validation, the training
set is randomly split into 10 equal subsets (folds) and the algorithm is repeatedly trained
on nine subsets and tested on the remaining subset, which is a set of “unseen” data. This
ensures that each instance is included into the testing set exactly once. The final results are

the average of the results of 10 independent training and testing runs.

Evaluation of Individual Classifiers Using COSMIC v50

Cost Sensitive Classifier

The settings for Experiment I are described in Table 3.8, and the corresponding statistics of

the dataset are illustrated in Table 3.9.
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Table 3.8: Experiment Setting | - Based on COSMIC v50 Dataset.

Exp.# Training Set Testing Set (Prediction)

I.1 Mutations (Kinase domain) in COSMIC 177 EGFR mutations in the COSMIC
vH0 dataset, excludes 177 EGFR muta- v50 dataset whose frequency equal to 1
tions in the COSMIC v50 dataset whose
frequency equal to 1

[.2 Mutations (Kinase domain) in COSMIC 177 EGFR mutations in the COSMIC
vb0 dataset whose frequency greater v50 dataset whose frequency equal to 1

than 1
Table 3.9: Training Dataset based on COSMIC v50.
Exp.# Dataset Causative Non-Causative Total
I.1 COSMIC-AlIl 625 331 956
1.2 COSMIC-FG1 67 331 398

According to Table 3.9, it is clear that the dataset of COSMIC-FG1 (Exp. 1.2) is highly
imbalanced: the number of instances of the non-causative set is almost 5 times more than the
causative set (67 vs. 331). Since highly imbalanced datasets can lead to inferior classification
results [77], the handling of these imbalanced datasets becomes a critical issue to address
before performing any classification. Re-sampling, a common approach to handle the problem
of imbalanced data, would not work in our case — whether oversampling the minority class
or under-sampling the majority — since every single instance in our dataset is one unique
mutation. For this reason, on top of the classifiers we utilized, we applied the Cost Sensitive
Classifier for defining the cost matrix according to the imbalance ratio of the dataset. We
set the False Negative cost in the cost matrix as the ratio between the majority class (in
this case, the negative set, non-causative mutations) and the minority class (the positive set,

causative mutations).
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Comparison of COSMIC-AIl and COSMIC-FG1 Dataset

Table 3.10 shows the 10-fold cross-validation accuracy of the 11 individual classifiers trained
and tested on the two datasets, COSMIC-FG1 and COSMIC-AIIL, for models that were trained

with all features and those trained with only selected features.

Table 3.10: Accuracy of 11 Trained Models — Experiment Setting | (COSMIC v50).

All Features Selected Features

Algorithm T.1 1.2 T.1 I.2

J48 (Tree) 84.4142 | 96.2312 | 84.6234 | 96.2312
Random Forest | 83.1590 | 94.7236 | 84.6234 | 96.4824
NB Tree 82.3222 | 93.2161 | 84.1004 | 93.4673

Functional Tree 83.5774 | 96.4824 | 84.8326 | 96.4824
Decision Table 86.1925 | 88.1910 | 86.1925 | 88.191

DTNB 87.5523 | 94.4724 | 87.5523 | 93.9698
LWL(J48+KNN) | 83.5774 | 94.4724 | 85.1464 | 95.4774
Bayes Net 84.8326 | 95.7286 | 84.9372 | 95.7286
Naive Bayes 83.5774 | 92.4623 | 83.5774 | 94.9749
SVM 87.3431 | 96.7337 | 87.1339 | 96.7337

Neural Network 83.4728 | 94.9749 | 83.7866 | 95.9799

In general, 10 out of the 11 classifiers were more accurate when trained only with
the selected features, with an average 0.59% improvement in experiment I.1 and 0.55%
improvement in Experiment 1.2. These results support the effectiveness of our selected
features. In addition, the differences in accuracy between the 11 classifiers are very subtle
within each dataset, though DTNB and SVM perform slightly better than the others in
Experiment 1.1, while SVM and Functional Tree perform slightly better than the others in
Experiment [.2.

The performance of all classifiers is worse on the COSMIC-AIl than on the COSMIC-FG1
dataset. One possible explanation for this is that the COSMIC-AIIl has a higher chance of
containing some non-causative mutations in the positive set, blurring the distinction between

the positive and negative sets during training.
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On another note, although the accuracies of the models trained with the COSMIC-
FG1 dataset are about 10% higher than those with the COSMIC-AIl dataset, this result
should be taken with some caution because the dataset COSMIC-FG1 is much smaller than
COSMIC-AIll, and therefore the trained models of COSMIC-FG1 may be less generalizable
than those of COSMIC-AIl. We therefore considered the possibility that the trained models
in COSMIC-FG1 might not outperform the models of COSMIC-AIl when applied to new,
unseen data. The procedure of 10-fold cross-validation is intended to address this concern
by repeatedly reserving an “unseen” test dataset during the evaluation process. We also
evaluated our assumption on the most recent COSMIC v57 dataset, which includes mutations

that were not available in COSMIC v50 (see Section B).

Detailed Analysis with Alternative Measurement Indexes

We provide Table 3.11 and Table 3.12 to present the experimental results in terms of confusion
matrix and several other major measurement indexes to better explain the insight of the
performance of individual classifiers. These alternative measurements of classifier performance
are more informative than simple accuracy, especially when classes in a dataset are highly
imbalanced (i.e. instance counts in the positive and negative sets are far from equal, then
the classifier may classify many or all instances of the minority class as the class with the
majority of instances).

We individually consider the classification results of the COSMIC-FG1 dataset. Both
tables show that all 11 classifiers perform fairly well, with all TP (True Positive) rates ranging
from 0.866 to 0.985 and FP (False Positive) rates ranging from 0.021 to 0.13. TP means a
causative instance is actually classified as causative (+), TN means a non-causative instance
is actually classified as non-causative (-). Table 3.12 shows that J48, Decision Table, and
DTNB perform very well in classifying the positive set (high TP and low FN), while SVM,

Functional Tree, and Random Forest are the best in classifying the benign set (high TN and
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Table 3.11: Confusion Matrix — Classifiers Trained with Selected Features on COSMIC-FG1 v50
Dataset.

Algorithms TP FN TN FP
J48 (Tree) 66 1 317 14
Random Forest 62 5 322 9
NB Tree 60 7 312 19
Functional Tree 61 6 323 8
Decision Table 63 4 288 43
DTNB 63 4 311 20
LWL(J48+KNN) 62 5 318 13
Bayes Net 61 6 320 11
Naive Bayes 61 6 317 14
SVM 61 6 324 7
Neural Network 58 9 324 7

All in silico experiments were evaluated with 10-fold cross-validation. TP means an instance
in the positive set (COSMIC) was correctly classified as causative, TN means an instance in
the negative set (dbSNP) was correctly classified as non-causative.

Table 3.12: Detail Measurement — Classifiers Trained with Selected Features on COSMIC-FG1 v50
Dataset.

Algorithms TP Rate FP Rate Precision Recall F-Measure
J48 (Tree) 0.985 0.042 0.825 0.985 0.898
Random Forest 0.925 0.027 0.873 0.925 0.899
NB Tree 0.896 0.057 0.759 0.896 0.822
Functional Tree 0.91 0.024 0.884 0.91 0.897
Decision Table 0.94 0.13 0.594 0.94 0.728
DTNB 0.94 0.06 0.759 0.94 0.84
LWL(J48+KNN) 0.925 0.039 0.827 0.925 0.873
Bayes Net 0.91 0.033 0.847 0.91 0.878
Naive Bayes 0.91 0.042 0.813 0.91 0.859
SVM 0.91 0.021 0.897 0.91 0.904
Neural Network 0.866 0.021 0.892 0.866 0.879

low FP). This information is not available if we only refer to the accuracy table (Table 3.10).

Note that the “Recall” column in Table 3.12 provides another measure of true positives. This
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indicates that SVM may not have been the best choice of classifier to identify the causative
mutations even though it was either used or claimed to be the best in several previous studies
(refer to Introduction). However, if we consider the averaged predictability, SVM is the best
among the 11 classifiers. Furthermore, the competitive performance according to multiple
measures among the 11 classifiers suggests that the predictions of all these classifiers can be

valuable in further applications.

Evaluation of Ensemble Classifiers using COSMIC v50

In practice, predictions made by a single expert (classifier) may implicitly include bias to
a certain extent, and this sort of biases may also lead to misclassification of the objects.
Therefore, combining the outputs of multiple sophisticated classifiers would produce more
robust classification results (prediction) [118].

Having evaluated the 11 trained models that are described in the previous section, we
selected the models trained on the combined well-performing positive sets — mutations that
appear more than once in the COSMIC dataset (COSMIC-FG1) — for further application.

In this section, we present the performance of three ensemble methods — Weighted
Average, Stacking, and Grading — on the COSMIC-FG1 v50 dataset, with comparison to the

performance of individual classifiers introduced above.

Weighted Average Approach

Simple majority ranking approach places equal weight on the predictions made by each of
the 11 classifiers. To account for the differences in predictive ability between individual
classifiers, we produced an alternative ranking in which each classifier’'s “vote” is weighted by

its accuracy (as determined previously by 10-fold cross-validation), as following:
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Each of the 11 trained classifiers casts one vote indicating the probability that a given
mutation is causative. The weighted average here is the sum of the probability of instance
1 being classified as causative, weighted by the accuracy of corresponding classifier, then
normalized by dividing by the sum of the accuracies of the 11 classifiers. The result is a
decimal score between 0 and 1, where values above our pre-defined threshold, 0.5, indicate a

positive prediction.

Combining Multiple Classifiers Improves the Prediction of Causative Mutations

We provide Table 3.13 and Table 3.14 to present the in silico experimental results in terms
of confusion matrix and several other measurement indexes which quantify the performance

of the three ensemble method — Weighted Average, Stacking, and Grading.

Table 3.13: Confusion Matrix — Ensemble Classifiers Trained with Selected Features on COSMIC-FG1
vb0 Dataset.

Algorithms TP FN TN FP
Weighted Average 67 0 328 3
Stacking 62 5 293 38
Grading 61 6 324 7

The threshold for Weighted Average is set to 0.5. The meta-classifier is J48, base-classifiers
are the other 10 individual classifiers listed in the table.

All 3 ensemble classifiers performed fairly well, with TP Rates at least 91% and FP rates
at most at most 11.5%. Of the individual classifiers (Table 3.12), J48 performed the best in
classifying the causative instances (“+”), while SVM and Neural Network performed the best
in classifying the non-causative instances (“—”). However, the weighted average ensemble

classifier outperforms all individual classifiers as well as Stacking and Grading, reaching 100%
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Table 3.14: Detail Measurement — Ensemble Classifiers Trained with Selected Features on COSMIC-
FG1 v50 Dataset.

Algorithms TP Rate FP Rate Precision Recall F-Measure
Weighted Average 1 0.009 0.957 1 0.978
Stacking 0.925 0.115 0.62 0.925 0.743
Grading 0.91 0.021 0.897 0.91 0.904

The threshold for Weighted Average is set to 0.5. The meta-classifier is J48, base-classifiers
are the other 10 individual classifiers listed in the table.

for classifying the causative instances and 99.1% for classifying he non-causative instances in
accuracy.

An alternative metric is the “F-Measure”, a harmonic mean of precision and recall, on
which all single classifiers achieved scores from 0.822 to 0.904 (Table 3.12), a result consistent
with previous studies [46]. The high averaged F-measure score of 0.978 for the weighted
average ensemble classifier also vouches for the stability of our feature set on the relatively
small training dataset.

In [11], the author of Grading presented an empirical evaluation to compare the perfor-
mance of grading, stacking, voting, and selection by cross-validation on 26 dataset from the
UCI Machine Learning Repository [78]. The results show that out of 26 datasets, Grading
outperforms others on 5 datasets, cross-validation on 5, Stacking on 8, and Voting on 8.
However, the Grading approach outperforms all others by averaging the accuracies over all
of the 26 datasets. Grading outperforms by a margin ranging from 0.45% (compared to
cross-validation) to 0.16% (compared to Voting). The differences in performance between
these ensemble methods are very subtle, therefore we experimented and decided to use the

weighted average approach.
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Application of Ensemble Classifier to Predict Rare Variants in

EGFR with COSMIC v50

We combined the 11 classifiers through the weighted average approach to effectively identify
and prioritize rare EGFR mutations for experimental studies. The rare EGFR mutations are
those that appear only once in the COSMIC v50 dataset, under the assumption that since
these mutations have not been replicated in other tumor samples, it is possible that some of
them may be non-causative. Having withheld these “unconfirmed” samples from the training
set, we used the trained ensemble classifier to sort the “unconfirmed” EGFR mutations by
their likelihood to be causative.

For each of the “unconfirmed” non-synonymous point mutations in the kinase domain of
EGFR, we calculated a numerical score, namely S-Score, for the likelihood to be causative
using a weighted average approach in which each classifier’s “vote” is weighted by its accuracy

as previously estimated by 10-fold cross-validation.
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Figure 3.2: Distribution of Predicted 177 Putative EGFR Mutations in COSMIC v50. Prioritized
with the weighted average ensemble classifier trained with Experiment Setting |.2.
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The detailed distribution of the ranked mutations generated by the weighted average
approach is given at Figure 3.2. Based on this ranking approach, if we posit 50% as a
threshold to differentiate “Causative” and “Non-Causative”, 175 mutations were given more
than 50% probability to be “causative” from all 11 classifiers while another 2 were given less
than 50%. Specifically, 64 mutations ranked between 90% and 100%, 41 ranked between 80%
and 89.99%, 27 ranked between 70% and 79.99%, 31 ranked between 60% and 69.99%, 12
ranked between 50% and 59.99% - by a applying 50% as threshold, these would be considered
likely causative. Of the other mutations, which are likely non-causative, 2 ranked between
40% and 49.99%.

It is clear that the weighted approach gave us an informative prediction result, in terms of
indicating the probability of each mutation that it is likely to be a causative or a non-causative.
The complete list of ranking of these 177 putative EGFR mutations is given in Appendix A.

The top 30 ranked “unconfirmed” mutations in EGFR using the weighted average ensemble

classifier are listed in Table 3.15.

Selection of Mutations for in vitro Experiments

Based on our prioritization as ranked by the weighted average approach, we selected four
mutations from the top 30 ranked mutations for further investigation. The selected mutations
are L8G1R and G724S (ranked #1 and #2), and two slightly lower-ranked sites, T725M
(ranked #21) and L858Q (ranked #25). Additionally, we selected a fifth mutation that was
not strongly predicted to be causative, E746K (ranked #161). We chose the lower-ranked
mutations because the potential impact of these mutations is not obvious from crystal

structure analysis (see Discussion below).
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Table 3.15: Top Predicted Unconfirmed EGFR Mutations in COSMIC v50 Dataset.

Rank S-Score Position WT Mutant
1* 0.97699 861
2% 0.97649 724
3 0.97644 721
4 0.97577 858
5 0.97566 721
6 0.97559 861
7
8

0.97558 862

0.97509 719
9 0.97507 721
10 0.97483 729
11 0.97369 857
12 0.97365 719
13 0.97185 854
14 0.97110 735
15 0.97023 856
16 0.96854 856
17 0.96507 729
18 0.96462 855
19 0.96399 779
20 0.96291 858
21* 0.96238 725
22 0.96210 858
23 0.96034 779
24 0.95998 723
25* 0.95649 858
26 0.95400 858
27 0.95381 731
28 0.95333 799
29 0.95268 720
30 0.95253 838

el leb-NololoEolalRalolwlo i RoNolsNoNoRoNoNoRalaloNaNoNoNe
T U TEONAQASZZrnE-tnnes<m039>>79 90K nn T

161*  0.61788 746 E

-

Probability scores and rankings of the top predicted mutations. Scores were calculated with
the weighted average ensemble classifier trained on COSMIC v50 data. Asterisks indicate
the five mutations selected for cell-based assays.
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Rare variants identified as potentially causative

We looked at the features associated with each of the highly ranked mutations to understand
how the combined classifier predicted these mutations to be causative (Table 3.16). The
predicted mutation sites were visualized on a solved crystal structure of EGFR [PDB:1JIU]
using PyMOL [1] to view the structural context of each mutation (Figure 3.3).

Table 3.16: Feature Values of Selected Mutations for Cell-based Assays.

Mutation G724S T725M L.858Q E746K L861R
Protein Family EGFR EGFR EGFR EGFR EGFR
Protein Group TK TK TK TK TK
Wildtype amino acid G T L E L
Blosum62 0 -1 -2 1 -2
Side Chain Polarity Mut 1 0 1 1 1
Conservation AllKinase Wild 0.5453 0.1229 0.4099 0.0493 0.1236
Conservation Group 0.9490 0.3804 0.8039 0.3922 0.2157
Conservation AllKinase 0.7168 0.1469 0.5103 0.1860 0.0700
Conservation Family 1 0.9091 0.8182 0.4545 0.8182
Sub domain I I VIb II VIb
Avg Mass 105.0934 149.2078 146.1459 146.1893 174.2027
binding site NA NA NA NA NA
Van der Waals Volume Wild 48 93 124 109 124
modification NA Phosphorylation NA NA NA
snp amino acid S M Q K R
Side Chain Polarity Wild 0 1 0 1 0

Is Pk Domain 0 0 0 0 0

The two top-scoring rare EGFR mutations are L861R and G724S. L861R (rank #1)
occurs at the same site as another known causative, L861Q [71], in the activation segment of
the kinase domain. L861Q is a frequently occurring lung cancer mutation in EGFR and this
mutation is known to activate EGFR [119]; however, the functional impact of the rare L861R
is not well understood.

G724S (rank #2) alters a conserved GxGxxG motif in the glycine-rich loop. However, it is
the least conserved among the three glycines and does not directly participate in phosphoryl

transfer. We note that there are other naturally occurring, active kinases which also have
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(PDB: 2JI1U)

v

activation
loop

Figure 3.3: Structural location of selected EGFR mutation sites. Protein crystal structure
[PDB:2JIU] shown as cartoon, with sites G724, T725, L858 and L861 shown as spheres. Structural

regions highlighted in yellow are kinase subdomain | and the activation loop. Generated with
PyMOL [1].
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a serine at this position, such as 3-phosphoinositide dependent protein kinase-1 (PDPK1),
calcium/calmodulin-dependent protein kinases (CAMK1a, CAMK2b), casein kinase II (CK2a,
CK2b), mitogen-activated protein kinase 1 (MAP3K1), dual-specificity testis-specific protein
kinase (TESK1, TESK2) and Tousled kinase 1 (TLK1) and 2 (TLK2) .

In addition to the two high-scoring mutations we also chose additional mutations for
experimental analysis (T725M, E746K and L858Q). Specifically, we chose mutations whose
impact was not obvious from crystal structure analysis.

T725M (rank #21) is another mutation in kinase subdomain I, in the 52 strand adjacent
to the glycine-rich loop. From a structural perspective this prediction is surprising, given
that the residue is solvent-exposed, oriented away from the kinase ATP-binding pocket and
does not occur in the active site (Figure 3.3). The mutation type is not particularly drastic
(BLOSUMBG62 score -1), and the conservation of this site is not strong outside across the
protein kinase superfamily. It is unclear how mutation of this threonine to a methionine
could impact kinase activity. However, the site is strongly conserved within the EGFR family
(91%), and is a potential phosphorylation site [120,121]. The trained classifiers appear to
have used these features to assign a high probability to this mutation to be causative.

L858Q) (rank #25) occurs in the kinase activation loop, like L861R (above), and is the
site of another known frequently occurring lung cancer mutation, L858R [27].

E746K (rank #161) occurs in subdomain II but is spatially close to the site T725, C-
terminal to the kinase-conserved VAIK motif, and also solvent-exposed in the EGFR structure
(Figure 3.3). Although the ranking is low among other EGFR mutations, the priority score is

0.6178, indicating that it is predicted as more likely than not to be causative.

T725M, E746K and L861R are activating EGFR mutations

EGFR point mutations T725M, E746K and L861R showed increased auto-phosphorylation

compared to WT as shown in Figure 3.4. T725M and L861R resulted in hyper-phosphorylation
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at almost all the sites examined, i.e. Y1086, Y1045, Y845, Y1173 and Y1068. E746K, however,
showed enhanced phosphorylation at Y1068, Y845, Y1173 and Y1068. The mutations G724S
and L858Q), ranked 2 and 25 respectively (Table 3.15), did not show significant difference in

C-terminal tail autophosphorylation compared to wild-type EGFR (Figure 3.4 and Figure 3.5).

This will be discussed in the discussion section 3.10.
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Figure 3.4: Auto-phosphorylation of wild-type and mutant-type EGFR.
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Figure 3.5: Quantified tyrosine auto-phosphorylation levels of wild-type and mutant-type EGFR.
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Comparison of COSMIC v50 and v57 : Justification of Using COSMIC-

FG1 as Positive Set

An updated dataset — COSMIC v57 — became available after we finished the in-vitro experiment
and analysis on the COSMIC v50 dataset. The updated dataset includes more observations
on gene mutations. We then wondered how well our previously trained model (with COSMIC
v50 FG1 as positive set) predicted the 71 EGFR mutations that appear only once in COSMIC
v50 but appear more than once in COSMIC v57 (Table 3.17 - Experiment Settings II),
because this can verify our assumption on using COSMIC-FG1 as positive set for training
the predictive models.

Table 3.17: Experiment Setting Il. — Based on COSMIC v50 and v57 Dataset.

Exp. # Training Set Testing Set (Prediction)

II.1 Mutations (Kinase domain) in COSMIC 71 EGFR mutations that appear only
vb0 dataset whose frequency greater once in COSMIC v50 but more than
than 1 once in COSMIC v57

Methodology

To provide further evidence to support the rationale on our selection of the models trained
on the well-performing positive sets (COSMIC mutations observed in more than one sample,
as described in the main text) for EGFR prioritization, we present a more detailed analysis
in this section with the updated COSMIC v57 dataset.

The statistics of the new dataset are presented in Table 3.18. Between COSMIC versions
50 and 57, the number of “causative” instances has increased in the COSMIC-AII table by
nearly double and in COSMIC-FG1 table by triple. As the dataset based on COSMIC v57 is
relatively well balanced between the positive and the negative instances, the Cost Sensitive

Classifier is not needed here. The number of instances in the updated COSMIC dataset
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is increased, but biologists still cannot identify which mutations have higher probability
to be causative. This again brings up the urgent request for a stable and highly reliable

computational method for this domain.

Table 3.18: Training Dataset based on COSMIC v57.

Dataset Causative Non-Causative Total
COSMIC-All 1084 331 1580
COSMIC-FG1 226 331 557

In the COSMIC v50, there are 177 EGFR mutations that were observed in only one unique
sample, while the most updated COSMIC dataset (v57) includes 165 such single-observation
mutations. 106 of these mutations are the same among these two versions of COSMIC
datasets. Furthermore, 71 EGFR mutations that appear only once in COSMIC v50 appear
more than once in COSMIC v57, and there are 59 new EGFR mutations that appear only
once in vH7 are not included in v50.

The changes between COSMIC v50 and v57 are summarized as follows:

177 single-observation EGFR mutations in v50

165 single-observation EGFR mutations in v57

106 single-observation EGFR mutations shared between v50 and v57

71 EGFR mutations observed once in v50 but more than once in v57

59 EGFR mutations in v57 are new (not in v50)

Results

The result of the comparison is presented in Figure 3.6. Using our previously trained model

(with COSMIC v50 FG1 as positive set), of the 71 EGFR mutations whose frequency is equal
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to 1 in COSMIC v50 but greater than 1 in COSMIC v57, 69 were predicted as causative and
the remaining 2 (V786M and R831H) were predicted as non-causative. This result further
supports our assumption that mutations that appear more than once in the COSMIC dataset
are more likely to be causative than those appearing only once. The complete list of these 71

mutations is given in Appendix A.
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Figure 3.6: Prediction probabilities 71 EGFR mutations observed once in COSMIC v50 but more
than once in COSMIC v57.

Evaluation of Individual Classifiers Using COSMIC v57

Based on the experiments presented in previous sections, we designed more in silico exper-
iments with the most updated COSMIC dataset, version 57. These updated evaluations
provide clear guidance to researchers for the usage of our prediction results for further analysis.
The detailed settings of the experiments are summarized in Table 3.19 The statistics of the
dataset for experiment III is presented in Table 3.20.

The positive dataset for training in experiment III.1 includes all non-synonymous mutations
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Table 3.19: Experiment Setting Il - Based on COSMIC v57 Dataset.

Experiment Training Set Testing Set (Prediction)

III.1 Mutations in COSMIC v57 dataset, ex- 165 EGFR mutations in the COSMIC
clude 165 EGFR mutations in the COS- v57 dataset whose frequency equal to 1
MIC v57 dataset whose frequency equal
to 1
1.2 Frequency greater than 1 165 EGFR mutations in the COSMIC
vb7 dataset whose frequency equal to 1

Table 3.20: Training Dataset based on COSMIC v57 — Experiment Setting .

Exp. # Dataset Causative Non-Causative Total
1.1 COSMIC-All 1084 331 1415
I11.2 COSMIC-FG1 226 331 257

Training set sizes obtained from COSMIC v57 and SNP@Domain under several criteria.

(occuring in the kinase domain) in COSMIC v57, by excluding 165 EGFR mutations whose
frequency equal to 1 for testing. Experiment I11.2 is designed to use the mutations (Kinase
domain) in COSMIC v57 dataset whose frequency greater than 1 as positive set, to predict the
165 EGFR mutations in the COSMIC v57 dataset whose frequency equal to 1. Experiment
III.1 and IIIL.2 are the updates of Experiment 1.1 and 1.2 with the new version dataset —
COSMIC v57.

Removal of Cost Sensitive Classifier

The COSMIC v57 update increased the sized of the positive set, reducing the imbalance
relative to the size of the negative set (226 vs. 331, see Table 3.18). As this imbalance is less
severe, the Cost Sensitive Classifier was not needed for the in silico experiments based on

that dataset.
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Performance of Individual Classifiers with Experiment Setting III.

Table 3.21 shows the accuracy of the 11 trained classifiers with 10-fold cross-validation of
Experiments III. Similarly, the differences of performance between the 11 classifiers are
inconspicuous within each experiment, though Decision Table and SVM perform slightly

better in experiment [II.1 and III.2 respectively.

Table 3.21: Accuracy of 11 Trained Models — Experiment Setting Il (COSMIC v57).

Algorithm Experiment III.1 Experiment III.2
J48 (Tree) 86.3604 96.7684
Random Forest 86.5018 96.2298
NB Tree 85.7951 94.7935
Functional Tree 85.1590 96.9479
Decision Table 87.9859 92.9982
DTNB 86.5018 96.9479
LWL(J48+KNN)  86.9965 96.2298
Bayes Net 83.9576 95.8707
Naive Bayes 83.3922 94.6140
SVM 87.8445 97.3070
Neural Network 83.0389 96.7684

Evaluation of Individual and Ensemble Classifiers on COSMIC-FG1

vHT.

Here we provide the analysis of the performance of the individual classifiers (Table 3.22 and
Table 3.23) and ensemble classifiers (Table 3.24 and Table 3.25) using COSMIC-FG1 v57
(Training model of Experiment Setting II1.2 and III.3) to present the in silico experimental
results in terms of confusion matrix and several other measurement indexes.

All 11 individual classifiers and 3 ensemble classifiers performed fairly well, with TP
Rates at least 96% and FP rates at most 10.6%. Of the individual classifiers (Table 3.11),
Decision Table performed the best in classifying the causative instances (“+”), while SVM

and Functional Tree performed the best in classifying the non-causative instances (“—").
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Table 3.22: Confusion Matrix — Classifiers Trained with Selected Features on COSMIC-FG1 v57
Dataset.

Algorithms TP FN TN FP
J48 (Tree) 221 5 318 13
Random Forest 216 10 320 11
NB Tree 217 9 311 20
Functional Tree 217 9 323 8§

Decision Table 222 4 296 35
DTNB 219 7 321 10
LWL(J48+KNN) 220 6 316 15
Bayes Net 221 5 313 18
Naive Bayes 218 8 309 22
SVM 219 7 323 8

Neural Network 218 8 321 10

All in silico experiments were evaluated with 10-fold cross-validation. TP means an instance
in the positive set (COSMIC) was correctly classified as causative, TN means an instance in
the negative set (dbSNP) was correctly classified as non-causative.

Table 3.23: Detail Measurement - Classifiers Trained with Selected Features on COSMIC-FG1 v57
Dataset.

Algorithms TP Rate FP Rate Precision Recall F-Measure
J48 (Tree) 0.978 0.039 0.944 0.978 0.961
Random Forest 0.956 0.033 0.952 0.956 0.954
NB Tree 0.96 0.06 0.916 0.96 0.937
Functional Tree 0.96 0.024 0.964 0.96 0.962
Decision Table 0.982 0.106 0.864 0.982 0.919
DTNB 0.969 0.03 0.956 0.969 0.963
LWL(J48+KNN) 0.973 0.045 0.936 0.973 0.954
Bayes Net 0.978 0.054 0.925 0.978 0.951
Naive Bayes 0.965 0.066 0.908 0.965 0.936
SVM 0.969 0.024 0.965 0.969 0.967
Neural Network 0.965 0.03 0.956 0.965 0.960

However, the weighted average ensemble classifier again outperforms all individual classifiers
as well as Stacking and Grading, reaching 98.7% for classifying the causative instances (“+7)

and 99.1% for classifying the non-causative instances (“—") in accuracy.

68



Table 3.24: Confusion Matrix — Ensemble Classifiers Trained with Selected Features on COSMIC-FG1
vb0 Dataset.

Algorithms TP FN TN FP
Weighted Average 223 3 328 3
Stacking 217 9 323 8
Grading 220 6 323 8

The threshold for Weighted Average is set to 0.5. The meta-classifier is J48, base-classifiers
are the other 10 individual classifiers listed in the table.

Table 3.25: Detail Measurement — Ensemble Classifiers Trained with Selected Features on COSMIC-
FG1 v57 Dataset.

Algorithms TP Rate FP Rate Precision Recall F-Measure
Weighted Average 0.987 0.009 0.987 0.987 0.987
Stacking 0.96 0.024 0.964 0.96 0.962
Grading 0.973 0.024 0.965 0.973 0.969

The threshold for Weighted Average is set to 0.5. The meta-classifier is J48, base-classifiers
are the other 10 individual classifiers listed in the table.

By comparing the averaged F-measure of the training models between experiment I11.2
and experiment 1.2, we can see that there is on average 0.9% improvement for individual
classifiers (Table 3.23), 0.8% for Grading, and 6.9% for Stacking. Although weighted average
decreased by 0.4%, it remains at a very high level by reaching 98.7% (Table 3.25). The
underlying rationale of these improvements is due to the increse in the size of our dataset
and the balance between the number of instances of the causative set and non-causative
set, as well as how we select our training data (COSMIC-FG1). In the very beginning,
we made the assumption that mutations which appear more than once in the COSMIC
dataset have a higher possibility to be causative than those appearing only once, and then we
proved the correctness (from a computational point of view) of this assumption by tracking

those mutations that appear only once in COSMIC v50 but more than once in COSMIC
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v57. Therefore, by comparing experiment I11.2 to 1.2, it provides further evidence on why
the balance of the dataset is important in general, as well as the rationale for selecting
COSMIC-FGT1 as training dataset could better improve the capability of generalization of

our training models.

Application of Ensemble Classifier to Predict Rare Variants in

EGFR with COSMIC v57

By applying experiment setting II1.2 to the updated COSMIC v57 dataset, the weighted
average ensemble classifier predicts all 165 single-observed instance non-synonymous point
mutations in the kinase domain of EGFR as likely causatives. Specifically, 146 mutations
ranked between 90% and 100%, 18 ranked 80% to 89.99%, and 1 ranked 70% to 79.99%. The
detailed distribution of the ranked mutations is illustrated in Figure 3.7. The top 30 ranked
“unconfirmed” mutations in EGFR using the weighted average ensemble classifier are listed in
Table 3.26. The complete list of ranking of those 165 putative EGFR mutations is given in

Appendix A.
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Figure 3.7: Visualization of the probability distribution of predicted 165 EGFR mutations in COSMIC
vb7 — Weighted Average Approach.
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Table 3.26: Top Predicted Unconfirmed EGFR Mutations in COSMIC v57 Dataset.

Rank S-Score Position WT Mutant
0.98234 858
0.98224 858
0.98176 858
0.98137 861
0.98100 721
0.98078 862
0.98018 858
0.97885 779
9 0.97864 802
10 0.97769 844
11 0.97731 851
12 0.97701 768
13 0.97679 779
14 0.97677 729
15 0.97620 723
16 0.97557 796
17 0.97534 854
18 0.97525 884
19 0.97485 841
20 0.97466 856
21 0.97461 836
22 0.97404 862
23 0.97377 784
24 0.97370 869
25 0.97366 784
20 0.97307 855
27 0.97245 858
28 0.97209 725
29 0.97135 866
30 0.97067 850
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Probability scores and rankings of the top predicted mutations. Scores were calculated with
the weighted average classifier trained on COSMIC v57 data.
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3.8 Unsupervised Learning Module

In this section, we first introduce the unsupervised learning methods used, followed by
presenting the details of our self-invented cluster validity metrics. Finally, we present the

module evaluation and prediction of “unconfirmed” mutations using the COSMIC v57 dataset.

Learning Methods

In order to add another level of confidence about the relationship between different muta-
tions in our dataset, thereby reducing the label uncertainty, we first use the Expectation-
Maximization (EM) algorithm to cluster the mutations, followed by using our self-invented

cluster validity metrics to measure the level of oncogenicity of the mutations.

Expectation-Maximization (EM) Algorithm

Expectation-Maximization (EM) [122,123] is a popular algorithm in data mining. It is an
iterative method for finding maximum likelihood or maximum a posteriori (MAP) estimates
of parameters in statistical models, where the model depends on unobserved latent variables.
In short, EM finds clusters by determining a mixture of Gaussians that fit a given dataset.
The EM [124] algorithm works in two alternating steps: The expectation (E) step
computes the expectation of the loglikelihood evaluated using the current estimate for the
parameters; it calculates the probability that each datum is a member of each cluster. The
maximization (M) step computes parameters maximizing the expected log-likelihood found
in the E step; it alters the parameters of each cluster to maximize those probabilities. These
parameter-estimates are then used to determine the distribution of the latent variables in the
next E step. The E step and the M step work iteratively until convergance, but there is no

guarantee for perfect correctness.
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Methodology

As described in Algorithm 1, we first filter the labeled (COSMIC-FG1 v57) and unlabeled
(COSMIC-FE1) dataset with the selected features presented in Table 3.7. We then randomize
the labeled dataset, followed by randomly splitting the labeled dataset into 90% and 10%.
We then combine the 90% split labeled data with the unlabeled dataset, apply EM algorithm
onto this combined dataset to perform clustering. Afterwards, we use the trained EM model
to cluster the split 10% labeled data. With the clustering outputs, we integrate the unlabeled
dataset, and the labeled dataset (both the 90% and 10%) together for validity analysis. For
each instance in this combined dataset, we first find the cluster it belongs to, then we compute
the metrics introduced in Section 3.8 for this instance.

We repeat the above steps for 10 times, then we generated the averaged result for every
single instance in both the labeled and unlabeled dataset, namely “U-Score”. Finally, we
extract the measurement indexes (i.e. TP, FP, F-Measure, etc.) of the labeled dataset

describes in Section 3.8 to measure the performance of our method.
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Algorithm 1: Algorithm to Extract U-Score

input :Labeled dataset [_data (m x n), unlabled dataset ul_data (k x n)

output: A set of files with a set of measurement metric attached to the input files

1 for j <+ 0 to 9 do

2 l_datay < FilterFeatures(I_data);

3 ul_datay <— FilterFeatures(ul_data);

4 l_datay, < Randomize ({_datay);

// Randomly split data into 90% and 10%

5 (I_datay90,l-datay, 19) < SplitData(l_datay,);

// Combine unlabeled dataset with the 907 labeled data

6 ul_datay_and_l_datay, 9o < Combine (ul_datay,l datay,go);

// Apply EM algorithm onto the combined dataset

7 (cluster_rsl,trained_em) <— Cluster(em, ul_datay_and_l_datay, o) ;

// Apply the trained EM model onto [_datay, 19

8 (cluster_rs2,trained_em) <— Cluster (trained_em, l_datay,10);
9 cluster_rs_all < Combine (cluster_rsl, cluster_rs2);

10 foreach instances i in cluster_rs_all do

11 FindCluster (i);

12 ComputeDistanceMetric(i);

13 rs_fold_j <— ChachResult (cluster_rs_all);

// Average metric value so as to get 10-fold x-validation result
14 rs_10-fold_X—validation < Avg(Z?ZO rs_fold_j);
// Compute Measurement Indexes (i.e. TP, FP, F-Measure, etc.)

15 output < ExtractMeasurementIndexes (rs_10fold_rvalidation);
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Measurement Metrics

In this section, we introduce the definition of our self-invented clustering validity metrics

used to measure the level of oncogenicity of given mutations.

Metric Definition

Definition 1 - Class Ratio.

Calculates the ratio of the causative instances and the ratio of the non-causative instances
in the same cluster. i is an instance in the dataset, c is a cluster formed by the unsupervised
learning algorithm, Cpos and Cpeg Stand for the causative and non-causative instances in
cluster c respectively. To compute the class ratio of cluster ¢ which instance i belongs to, we

have the following:

Zjecpos ]
Zjecposj + ZkECneg k

ZkGCneg k
Zjecpos j + zkecneg k

R_Pos’, = (3.1)

(3.2)

R Neg' =

Definition 2 - Intra Distance.

Calculates the Euclidean Distance of instances in a cluster c. distance(i, ) is the distance
between instance i and instance j in cluster . Cpos and Cneg stand for the causative and
non-causative instances in cluster c respectively. Distances between an instance i to instances
of a class (i.e. Positive or Negative) is infinity (00) if there is no instance in ¢ that belongs

to that particular class.

Distance,y,. Calculates the average distance between instance i and other instances,
causative (D_Pos_Avg’) and non-causative (D_Neg_Avg'), in cluster c. Details are as

follows:
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Zjecpos distance(i, j)

D_Pos_Avg', = > ;
J€Cpos

(3.3)

. .. distance(i, k
D_Neg_Avg, = 2kcene G %) (3.4)
ZkECnEg k

Distance,eq. Calculates the median distance between instance i and other instances,

causative (D_Pos_Med!) and non-causative (D_Neg_Med.,), in cluster c. Details are as

follows:

D_Pos_Med! = arg med{distance(i, j)} (3.5)
jECpos

D_Neg_Med', = arg med{distance(i, k)} (3.6)
kecneg

Distance,,;,. Calculates the minimum distance between instance i and other instances,
causative (D_Pos_Min') and non-causative (D_Neg_Min'), in cluster c. Details are as

follows:

D_Pos_Min!, = arg min{distance(i, j)} (3.7)
jecpos

D_Neg_Min! = arg min{distance(i, k)} (3.8)
kecneg

Definition 3 - Raw Score.
Calculates the level of oncogenicity of an instance i in a specific cluster c. All parameters

are pre-defined in definition 1 and definition 2.

PurityScore,,s. Calculates the Purity Score of instance i in cluster ¢ with the pre-
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computed average distance parameters: D_Pos_Avg’, and D_Neg_Avg’. ® is an optional cost
ratio that a user can set if the number of instances between different classes in the input
dataset are highly imbalanced. € is a very small value (1073%) to avoid the possible division by

zero error. Details are as follows:

- < D_Pos_Avg!)” 1
Pos_Score_Avg, = ,| ® x R_Pos, x (1 — ( — 0s-Avg) —— t ———
(D_Pos_Avg.)” + (D_Neg_Avg.)” +€  expr—%
(3.9)
- - D_Neg_Avg')” 1
Neg_Score_Avg,, = ,| ® x R_Neg, x (1 — ( — ¢g-Avge) — +——)
(D_Pos_Avg.)” + (D_Neg_Avg.)” + € expr e
(3.10)

PurityScoreyeq. Calculates the Purity Score of instance i in cluster ¢ with the pre-
computed median distance parameters: D_Pos_Med., and D_Neg_Med.. Details are as

follows:

\2
, , D_Pos_Med. 1
Pos_Score_Med., = ,| ® x R_Pos’, x (1 — ( — os-Med,) ——+ ——F5.)
(D_Pos_Med,)" + (D_-Neg-Med,)" + ¢  exp™"%%
(3.11)
2
- 4 D_Neg_Med, 1
Neg_Score_Med., = ,| ® x R_Neg, x (1 — ( — eg-Med,) — +—= -)
(D_Pos_Med,)” + (D_Neg_-Med,)" + ¢ exp e
(3.12)

PurityScore.;,. Calculates the Purity Score of instance i in cluster ¢ with the pre-

computed minimum distance parameters: D_Pos_Min’, and D_Neg_Min!,. Details are as
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follows:

12
, . D_Pos_Min! 1
Pos_Score_Min! = ,| ® x R_Pos’ x (1 — ( — os-Min,) —5 +——7.)
(D_Pos_Min.)” + (D_Neg_Min.)” +¢€ exp™-%
(3.13)
i\ 2
. 4 D_Neg_Min! 1
Neg_Score_Min! = ,|® x R_Neg. x (1 — ( — cg-Min) — + e
(D_Pos_Min.)” + (D_Neg_Min.) +¢e exp"-e
(3.14)

Definition 4 - Weighted U-Score.
Calculates the level of oncogenicity of an instance i in a specific cluster c, based on the
average, median, and min pre-calculated Purity Scores. All parameters are pre-defined in

definition 3.

a=0.5
Weights = ¢ = 0.4 (3.15)
v=0.1

Pos_Score W eighted!, = o x Pos_Score_Min' + 3 x Pos_Score_Med.,+~ x Pos_Score_Avg'
(3.16)

Neg_Score_Weighted'. = ax Neg_Score_Min’. 4 x Neg_Score_Med"+~x Neg_Score_Avg'
(3.17)

Definition 5 - Normalized U-Score.
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Calculates the level of oncogenicity of an instance i in a specific cluster c, with normaliza-

tion. All parameters are pre-defined in definition 4.

Pos_Score W eighted.,

, . 3.18
Pos_Score_Weighted, + Neg_Score W eighted, ( )

Pos_Score_Norm, =

Neg_Score_Weighted:
Pos_Score W eighted!, + Neg_Score_Weighted.

Neg_Score_Norm!, = (3.19)

Metric Statistics

For the three types of purity scores in definition 3 (min, med, avg) and the final normalized
purity scores in definition 5, we calculate different statistical metrics for all of them as

follows:
o I'P={>"j|Vj€pos (\Vje Pos_Score; > Neg_Score;}
o FN ={> z|Vx € pos )| Yz € Neg_Score, > Pos_Score,}
e N ={>"Fk|Vk € neg (| Vk € Neg_Scorey, > Pos_Scorey}
o FP={>"y| Yy € neg (| Yy € Pos_Score, > Neg_Score,}
e Recall=TP/(TP+ FN)
e Precision =TP/(TP + FP)
o ['Measure = (2 x Recall x Precision)/(Recall + Precision)
o Accuracy = (TP+TN)/(TP+ FP+TN + FN)
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e Min_Pos = arg min{Pos_Score; | Vj € pos}

o Med _Pos = argmed{Pos_Score; | Vj € pos}

Mazx_Pos = argmax{Pos_Score; | Vj € pos}

Min_Neg = argmin{Neg_Score, | Yk € neg}

Med_Neg = argmed{Neg_Score, | Vk € neg}

Max_Neg = argmax{Neg_Score, | Vk € neg}

We also calculate the difference (magnitude) between the Pos_Score and Neg_Score of

causative instances and non-causative instances:

e Diff Pos; = Pos Score; — Neg Score; | Vj € pos

e Diff Neg, = Neg_Score, — Pos_Scorey, | Yk € neg

Evaluation of Module Using COSMIC v57

We first use the EM clustering algorithm to build the clustering model with the COSMIC-FG1
vb7 dataset, and then quantify each mutation with our self-invented cluster validity metrics to
measure the possibility of being causative mutation. Based on the assumption that instances
in COSMIC-FG1 are correctly labeled, we then use the labels as ground truth to measure
the performance of the clustering approach and our metrics. As Table 3.27 illustrates, more
than 98% causative instances were measured as causative, and about 77% of non-causative
instances were measured as non-causative. Furthermore, both Accuracy and FMeasure
reached around 0.85, a fairly good performance compared to some previous studies (see
Section 3.2). The visualization of the corresponding U-Score distribution of the “Causative”

and “Non-Causative” labeled instances is shown in Figure 3.8.
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Table 3.27: Performance of the Unsupervised Module with COSMIC-FG1 v57 Dataset.

TP FN TN FP TP Rate FP Rate Recall Precision FMeasure Accuracy
222 4 255 76 0.98230 0.22961  0.98230 0.74497 0.84733 0.85637

0.9

U-Score

Serial Number

M Pos Instances Uscore <= 0.5 M Pos Instances Uscore > 0.5 Neg Instances Uscore <= 0.5 M Neg Instances Uscore > 0.5

Figure 3.8: Visualization of the U-Score distribution of COSMIC-FG1 v57 dataset.

The module does not perform as well as the supervised learning module, but this actually
indicates that uncertainty does exist in the labels. The supervised learning module learns
from the labeled dataset to determine the corresponding parameters for the predictive models,
but clustering groups instances based on similarity (or distance) between instances without
knowing the labels. Therefore, by quantifying the clustering results, we know that uncertainty

does exist in the labels, so that we can identify the suspicious mutations whose S-Score and
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U-Score are very different. Biologists can then target these suspicious mutations to conduct

in-vitro experiments for detailed analysis.

Application of Unsupervised Learning Module to Predict Rare Vari-
ants in EGFR with COSMIC v57

Having built the clustering model, we then applied the built model to the single-observed
instance non-synonymous point mutations in the kinase domain of EGFR to identify and
prioritize rare oncogenic mutations.

The detailed distribution of the 165 single-observed EGFR mutations is presented in
Figure 3.9. If we keep 50% as the threshold to differentiate “Causative” and “Non-Causative”,
161 mutations were given more than 50% score to be “causative” while the other 4 less than
50%. Specifically, 12 mutations ranked between 80% and 89.99%, 38 ranked between 70%
and 79.99%, 36 ranked between 60% and 69.99%, 75 ranked between 50% and 59.99% — by
applying 50% as threshold, these would be considered likely causative. Of the other mutations,
which are possibly non-causative, 4 ranked between 40% and 49.99%. The visualization of the
corresponding U-Score distribution is shown in Figure 3.10. The top 30 ranked “unconfirmed”
mutations in EGFR using the EM clustering algorithm and our self-invented cluster validity

metrics are listed in Table 3.28.
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Figure 3.9: Probability distribution of predicted 165 EGFR mutations in COSMIC v57.
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Figure 3.10: Visualization of the U-Score distribution of predicted 165 EGFR mutations in COSMIC
vb7 dataset.
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Table 3.28: Top Predicted Unconfirmed EGFR Mutations in COSMIC v57 Dataset.

Rank U-Score Position WT Mutant
0.84395 721
0.82487 844
0.81762 719
0.81752 796
0.81741 779
0.81549 796
0.81424 858
0.81367 729
9 0.81341 857
10 0.81012 e
11 0.80950 856
12 0.80380 743
13 0.79642 856
14 0.79497 884
15 0.79432 723
16 0.79324 844
17 0.79222 743
18 0.79141 855
19 0.79119 858
20 0.79054 798
21 0.79005 743
22 0.78435 838
23 0.78294 828
24 0.78095 858
25 0.78008 858
26 0.77950 726
27 0.77916 837
28 0.77664 798
29 0.77523 858
30 0.77295 779

CO 1 O Ul W

lalelvEdalalaliai S alalwlih-Sal Nl Nalo RN aNo NN NN al®)!
DQHQZSEFPZ<nITQUIU<nAnd<00TR<QU<TU

85



3.9 Combining Supervised and Unsupervised Learning
Outputs to Predict Rare Variants in EGFR and to

Identify Suspicious Mutations with COSMIC v57

There are two scores in our system — namely the S-Score and the U-Score — that are
generated by the supervised and the unsupervised learning modules respectively to measure
the oncogenicity of a mutation. Both scores are scaled within 0 to 1, where a higher score
stands for a higher probability for the corresponding mutation to be causative. The S-
Score is a probability score generated through combining 11 well established classifiers (see
Section 3.7), with 10-fold cross-validation accuracy as weight. Based on the clustering
results generated in the unsupervised learning module, the U-Score is a number generated by
our self-invented metrics which measures the similarity of a mutation to the causative and
non-causative mutations in the same cluster it belongs to (see Section 3.8).

Since there exists a certain level of uncertainty in the labels (“Causative” and “Non-
Causative”) of our dataset, the predictive model that is trained by the supervised learning
module might be biased. Therefore we introduced the unsupervised learning module to help
reduce the label uncertainty as it performs clustering without considering the labels, and the
labels are only used for the computation of the U-Score to measure the oncogenicity based
on similarity. We have already seen that both supervised and unsupervised learning modules
perform fairly well individually. In this section, we conduct further analysis on our dataset
by combining and comparing both S-Score and U-Score. Comparing S-Score and U-Score

can help us to identify some suspecious mutations that might be labeled incorrectly.
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Methodology

We first combine both scores linearly with 9 different ratios, from 10% S-Score and 90%
U-Score to 90% S-Score and 10% U-Score combinations with step size 10%, to show how
these 9 different ratios between S-Score and U-Score would affect the performance (based
on the labels) and what we can discover from that. Afterwards, we select a well performing

ratio for further analysis in order to identify the suspicious mutations for Biologists’ followup

study.

Evaluation of ROMP Using COSMIC v57

Table 3.29: Confusion Matrix — ROMP with Different Ratio between S-Score and U-Score

Ratio between S-Score and U-Score
18/9U 2S/8U 3S/7U 4S/6U 5S/5U0 6S/4U 7S/3U 8S/2U 9S/1U
TP | 223 225 224 224 223 223 223 223 223
FN | 3 1 2 2 3 3 3 3 3
TN | 272 284 309 321 324 326 328 328 328
FP | 59 47 22 10 7 5) 3 3 3

Table 3.30: Detailed Measurement — ROMP with Different Ratio between S-Score and U-Score

Ratio between S-Score and U-Score
18/9U 28/8U 3S/7U 4S/6U 5S/5U 6S/4U T7S/3U 8S/2U 9S/1U
TP Rate 0.9867 0.9956 0.9912 0.9912 0.9867 0.9867 0.9867 0.9867 0.9867
FP Rate 0.1782 0.1420 0.0665 0.0302 0.0211 0.0151 0.0091 0.0091 0.0091
Receall 0.9867 0.9956 0.9912 0.9912 0.9867 0.9867 0.9867 0.9867 0.9867
Precision | 0.7908 0.8272 0.9106 0.9573 0.9696 0.9781 0.9867 0.9867 0.9867
FMeasure 0.8780 0.9036 0.9492 0.9739 0.9781 0.9824 0.9867 0.9867 0.9867

Under the assumption that instances in COSMIC-FG1 are correctly labeled (instances
observed more than once in the COSMIC table are labeled as causative and common variants

obtained from SNP@Domain are labeled as non-causative), we then use the labels as ground
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truth to measure the performance of the clustering approach by quantifying the clustering
outputs with our self-invented metrics (see Section 3.8).

Table 3.29 and Table 3.30 illustrate the evaluation of the outputs of our metrics based
on the clustering results, “XS/YU” stand for X% S-Score and Y% U-Score, in where
X +Y =100%. As the tables illustrate, all 9 combinations of S-Score and U-Score perform
fairly well, with TP Rates at least 98.67% and FP rates at most 17.82%. The ratio between
S-Score and U-Score is a tunable parameter that is set by a user’s preference, because
we learnt that some Biologists put more trust into supervised learning while others prefer
clustering. However, as we mentioned previously in Section 3.8, the target of our unsupervised
module is to help reduce the uncertainty of the labels by identifying the suspicious mutations.
Considering S-Score or U-Score only does not fit our goal. Therefore, we select “5S/5U”, which
combines 50% of the S-Score and 50% of the U-Score , for detailed analysis in the following
sections. The “5S/5U” split reaches 98.67% TP rate and 2.11% FP rate, a competitive
performance compared to the best results listed in the tables. Another reason we use an
arithmetic average to compute the combined score is that we do not have a strong reason to
trust one score more than the other.

Figure 3.11 visualizes the S-Score and U-Score of all mutations in COSMIC-FG1 and
COSMIC-FE1 v57 dataset. Each number on the X axis is a combined score “55/5U”, an
arithmetic mean between S-Score and U-Score of corresponding mutation, scaled from 0 to 1.
The Y axis shows the absolute values of S-Score or U-Score, scaled from 0 to 1.

As Figure 3.11 illustrates, some mutations that have high S-Scores are having low U-
Scores, and vice versa. This situation happens obviously in a decent amount of mutations in
the COSMIC-FG1 dataset, which indicates that uncertainty does exit in the labels. However,
the S-Score and U-Score of the majority of the mutations in COSMIC-FE1 dataset are having
very high correlation, most of them are predicted as causative mutation with high possibility

in both S-Score and U-Score. To identify the suspicious mutations, we present the detailed
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Figure 3.11: Visualization of the Combined Score of mutations in COSMIC-FG1 v57 and COSMIC-
FE1 v57 dataset.

analysis of COSMIC-FG1 v57 and COSMIC-FE1 v57 individually in the following sections.

Application of ROMP to Identify Suspicious Mutations in COSMIC-
FG1 v57

Table 3.31 shows the possible S-Score and U-Score combinations for causative and non-
causative instances with 0.5 as the threshold. vand Xstands for expected and suspicious
output respectively. The instances labeled as causative in our COSMI-FG1 dataset are
based on the assumption that mutations which appear more than once in the COSMIC

dataset are more likely to be causative than those appearing only once. Therefore instances
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that were labeled as causative are expected to have both high S-Score and high U-Score,
while the commonly-occurring polymorphisms were labeled as non-causative because the
polymorphisms were originally sampled from healthy individuals, and they are expected to
have both low S-Score and low U-Score. Any other combinations marked as Xin Table 3.31

are suspicious and require further analysis.

Table 3.31: Possible S-Score and U-Score Combinations for Causative and Non-Causative Instances

Causative Label Non-Causative Label

S-Score > 0.5 S-Score < 0.5 | S-Score > 0.5 S-Score < 0.5
U-Score > 0.5 v X X X
U-Score < 0.5 X X X 4

v'= Expected, X= Suspicious

Figure 3.12 visualizes the S-Score and U-Score of all mutations in COSMIC-FG1 v57
dataset. Each number on the X axis is a combined score “5S/5U”, an arithmetic mean
between S-Score and U-Score of the corresponding mutation, scaled from 0 to 1. The Y
axis shows the absolute values of S-Score or U-Score, scaled from 0 to 1. As Figure 3.12
shows, the majority of causative labeled instances and the majority of non-causative labeled
instances fall into the “Expected” category states in Table 3.31. Specifically, 219 out of
226 instances (=~ 97%) labeled as causative fall into the “Expected” category, and 255 out
of 331 instances (=~ 77%) labeled as non-causative fall into the “Expected” category. This
is a fairly good result to support our assumption that mutations which appear more than
once in the COSMIC dataset are more likely to be causative than those appearing only once.
Furthermore, Biologists are in general more interested in the causative mutations (TP) than

the non-causative (TN) mutations.
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Figure 3.12: Visualization of the Combined Score distribution of 557 mutations in COSMIC-FG1
vb7 dataset.

Details of the Suspicious Mutations in COSMIC-FG1 v57

Figure 3.13 illustrates the S-Score and U-Score distribution of the suspicious instances, 7 with
causative label and 76 with non-causative label. Table 3.32 shows the detailed information
of the 7 suspicious instances with causative labels, and Table 3.33 describes the top 30

suspicious instances with non-causative label.
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Figure 3.13: Visualization of the Combined Score distribution of 557 mutations in COSMIC-FG1

vb7 dataset.

Table 3.32: Suspicious Mutations with Causative Labels in COSMIC-FG1 v57

Rank Gene S-Score U-Score b5S/5U Position WT Mutant
1 BRAF 0.99683  0.49640 0.74662 605 S N
2 EGFR 0.97213  0.49205 0.73209 717 A% A
3 ERBB2 0.93356  0.40680 0.67018 769 D H
4 ALK 0.74793  0.44001 0.59397 1275 R Q
5 MAP2K4 0.33680 0.64836  0.49258 154 R W
6 MAP2K4 0.31930 0.57128 0.44529 184 S L
7 FLT1 0.29884  0.51167 0.40526 943 E K
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Table 3.33: Top 30 Suspicious Mutations with Non-Causative Labels in COSMIC-FG1 v57

Rank Gene S-Score U-Score 5S/5U Position WT Mutant
1 ERBB3 0.87885 0.63776 0.75831 758 D
2 EGFR 0.88000  0.58050 0.73025 848

3 EGFR 0.65595  0.75921 0.70758 835

4 KDR 0.32547  0.78906 0.55726 848

5) EGFR 0.37216  0.68196 0.52706 962

6 EGFR 0.45902  0.57067 0.51485 952

7 ZAK 0.28244  0.73228 0.50736 115

8 EGFR 0.47082  0.50471 0.48777 890

9 CSK 0.25772  0.66898 0.46335 357

10 PIM2 0.17315  0.74675 0.45995 165

11 AKT1 0.13271  0.75945  0.44608 319
12 DDR1 0.08366  0.77202 0.42784 835
13 ROR1 0.16061  0.69492 0.42776 566
14 TGFBR2 0.19817 0.63936 0.41876 316

15 TEC 0.25002  0.56572  0.40787 387
16 RET 0.14931  0.66529 0.40730 746
17 PAK4 0.05331  0.72528  0.38930 442
18 MOS 0.03661  0.73500  0.38581 221

19 TLK1 0.07387  0.68459  0.37923 646
20 NEK4 0.04907  0.70305 0.37606 64
21 MOS 0.00978  0.74150 0.37564 242
22 SCYL1 0.08409  0.66472 0.37440 99
23 CDK4 0.00862  0.73671 0.37267 123
24 RIPK3 0.09196  0.64979  0.37087 260
25 CDK5 0.00882  0.72408  0.36645 171
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26 MAK 0.00663  0.72604 0.36634 269
27 IRAK1 0.12232  0.61005 0.36618 315
28 NLK 0.01709  0.70455 0.36082 208
29 MAP2K7 0.17266  0.54606 0.35936 259
30 MOS 0.00579  0.70674  0.35627 114
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Application of ROMP to Predict Rare Variants in EGFR with

COSMIC-FE1 v57

Figure 3.14 visualizes the S-Score and U-Score of the 165 single-observed EGFR mutations
in COSMIC-FE1 v57 dataset. Each number on the X axis is a combined score “55/5U”, an
arithmetic mean between the S-Score and the U-Score of corresponding mutation, scaled
from 0 to 1. The Y axis shows the absolute values of the S-Score or the U-Score, scaled
from 0 to 1. As Figure 3.14 shows, 161 instances were predicted to be causative with most
of them falling into the “Expected” causative category state in Table 3.31 — the category
that both S-Score and U-Score are greater than the pre-defined threshold (0.5). Detailed
distributions of the instances according to the combined score “5S/5U” is described in Figure
3.15. Specifically, 12 mutations ranked between 80% and 89.99%, 38 ranked between 70%
and 79.99%, 36 ranked between 60% and 69.99%, 75 ranked between 50% and 59.99% ; by
a applying 50% as threshold, these would be considered likely causative. Also 4 mutations
were predicted to be non causative with combined scores ranking between 40% and 49.99%.

The top 30 “unconfirmed” mutations in EGFR ranked by ROMP is listed in Table 3.34.

Application of ROMP to Identify Suspicious Rare Variants in EGFR

with COSMIC-FE1 v57

COSMIC-FE1 v57 dataset includes only the EGFR mutations that appear once in COSMIC
v57, therefore the suspicious mutations would be those whose S-Score and U-Score do not
fall into the same category — both greater than 0.5 or both less than 0.5 (see Table 3.31).
There are 12 out of 165 (= 7.2%) suspicious instances in COSMIC-FG1 v57. Figure 3.16
illustrates the S-Score and U-Score distribution of the 12 suspicious instances in COSMIC-FG1

vb7. Table 3.35 shows the detailed information of the 12 suspicious instances.
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Figure 3.14: Visualization of the Combined Score distribution of predicted 165 EGFR mutations in
COSMIC v57 dataset.

80 75

70

60

50

40

30

Number of Mutations

20

12

. H “
0
0 ; . : : -

‘&00 _9 9 19 9P
0 107

[32) 9 <9 9 () 9
o~ -

[\ 2O

Probability (%)

Figure 3.15: Probability distribution of predicted 165 EGFR mutations in COSMIC v57.
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Table 3.34: Top Predicted Unconfirmed EGFR Mutations in COSMIC v57 Dataset — ROMP.

Rank S-Score U-Score 5S/5U Position WT Mutant
0.98100 0.84742 0.91421 721
0.97885 0.82060 0.89972 779
0.97557 0.82074 0.89815 796
0.97677 0.81891 0.89784 729
0.96758  0.81679 0.89218 857
0.96031 0.82264 0.89147 719
0.97769 0.80296 0.89033 844
0.97679 0.79866  0.88773 779
9 0.96359 0.80726  0.88543 743
10 0.94949 0.81927 0.88438 796
11 0.96961 0.78925 0.87943 856
12 0.97620 0.77909 0.87764 723
13 0.98018  0.77298 0.87658 858
14 0.95653 0.79392 0.87522 743
15 0.98224 0.76748 0.87486 858
16 0.97525 0.77406 0.87465 884
17 0.97466 0.77436  0.87451 856
18 0.95105 0.79638 0.87372 743
19 0.97307 0.76868  0.87088 855
20 0.98234 0.75449 0.86842 858
21 0.98176  0.74900 0.86538 858
22 0.96269 0.76707 0.86488 844
23 0.97055 0.75802  0.86428 838
24 0.97245 0.75335 0.86290 858
25 0.95073 0.76763  0.85918 777
26 0.97461 0.73956 0.85708 836
27 0.95719 0.75384 0.85552 837
28 0.94656 0.76342 0.85499 742
29 0.95716  0.74865 0.85291 798
30 0.95002 0.75133 0.85067 726
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Figure 3.16: Visualization of the Combined Score distribution of 165 mutations in COSMIC-FE1
vb7 dataset.

Table 3.35: Suspicious Mutations in COSMIC-FE1 v57

Rank Gene S-Score U-Score 538/5U Position WT Mutant
1 EGFR 0.95266 0.49687 0.72476 868 E D
2 EGFR 0.94909 0.49298 0.72103 728 K R
3 EGFR 0.94836 0.49264 0.72050 716 K R
4 EGFR 0.93849 0.49574 0.71712 768 S N
5 EGFR 0.94630 0.48618 0.71624 730 L F
6 EGFR 0.95343 0.47584 0.71463 720 S T
7 EGFR 0.91175 0.49907 0.70541 785 T N
8 EGFR 0.90907 0.49265 0.70086 860 K E
9 EGFR 0.93045 0.46086  0.69565 758 E D
10 EGFR 0.86865 0.47990 0.67428 829 E Q
11 EGFR 0.82004 0.49555  0.65779 757 K N
12 EGFR 0.79813 0.45250 0.62531 714 K N
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3.10 Discussion

Mutational activation of EGFR is implicated in many cancers including lung, head and
neck cancer, and clinical and cancer genome sequencing studies have identified hundreds of
mutations in the protein kinase domain. However, much of the focus thus far has been on a
handful of frequently occurring mutations such as L858R and L861(Q), while relatively little is
known about the many rare mutations in EGFR such as T725M. The scoring scheme and
multiple classifier approach we have introduced here helps identify key rare mutations for
follow-up experimental studies.

In particular, our studies suggest T725M as a likely causative mutation because it
increases EGFR auto-phosphorylation activity in comparison to wild-type and other activating
mutations such as L858R. The impact of the T725M mutation cannot be predicted by existing
structural or functional information alone, and clinical samples do not currently highlight
this as a recurrent mutation. However, the multiple classifier approach has helped identify
T725M as a likely causative mutation.

The frequently occurring L861(Q) is known to activate EGFR, but the impact of the rare
L861R is not known. Here we show that L861R is likely to be causative insasmuch as it
activates EGFR in a manner analogous to L861Q).

The discrepancy between predictions and experiments for two other mutations (L858Q
and G724S) suggests that there are additional nuances in the oncogenic mechanisms that
remain to be incorporated into our models. This does not necessarily mean that G724S
and L858Q) are not oncogenic, as these mutations might instead lead to the activation of
other phosphorylation sites that we have not analyzed — not to mention that activation of
downstream pathways including ERK1/2, AKT and JAK/STAT are controlled by specific
phosphorylation sites in EGFR [125-130]. A higher level of EGFR phosphorylation is often

linked to malfunctioning of downstream pathways, which in turn leads to abnormal cell
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growth and proliferation.

L858R is a frequently occurring lung cancer mutation which activates EGFR and also
impacts drug binding [27]. This information perhaps contributed to the classification of
L858Q as causative. However, our mutational experiments revealed that the L858Q mutant
behaves like the wild-type protein and does not increase activity as predicted. The context
of this mutation suggests that the activation loop of EGFR is a frequent site of activating
mutations; however, the L858(Q) mutation in particular may not cause the mechanistic changes

necessary to increase phosphorylation, at least at the EGFR C-tail sites we tested.

3.11 Conclusion

We have introduced certain novel features for identifying cancer-causing mutations in cancer
kinome, and we have also utilized various feature selection methods to evaluate our proposed
features. Our experiments provided insight into the relationship between different levels of
evolutionary conservation and the functional effect of mutations, a consequence of the novel
features introduced.

Our weighted average ensemble classifier, and our self-invented clustering validity metrics
based on the EM clustering outputs performed well according to a variety of metrics. On
the basis of this result, we combined these two modules to produce a prioritized list of
putative driver mutations in EGFR. These predictions provide useful guidance for further
experimental follow-up - in particular, an assay of the kinase activity of a few of the mutant
forms predicted with the highest confidence could confirm these predictions and indicate the
most promising targets for pharmaceutical inhibition. Furthermore, we also identified the
suspicious mutations in the COSMIC dataset for further analysis. These lists of suspicious
mutations provides a good insight to Biologists to conduct detailed research to discover more

hidden information of the mutations.
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As our catalog of known causative mutations improves we can further improve our
prediction system, to build a more sophisticated model to differentiate between causative and
non-causative mutations in cancer. Moreover, our work could be extended to a prediction tool
with clinical value, as well as providing a basis for further investigation into the relationship

between protein evolution and disease.
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Chapter 4

VAMO: Towards a Fully Automated

Malware Clustering Validity Analysis

In Chapter 3, we presented a machine learning framework (ROMP) which combines
multiple supervised learning algorithms, an unsupervised learning algorithm, as well as our
self-invent cluster validity metrics to effectively predict the oncogenic mutations in the cancer
kinome. The unsupervised learning module, using our self-invented clustering validity metrics
in ROMP helps to improve the outputs from the ensemble classifiers. Specifically, it helps to
identify a set of suspicious mutations for Biologists” followup study. It is worth mentioning
that, there are no missing labels in the COSMIC dataset, the number of different labels in
the dataset is easy to manage (only causative and non-causative), and the labels generated
by different experts (individual learning algorithms) are commonly understood by each other.
Furthermore, we also have good understanding of how each expert performs on the given

dataset (10-fold cross-validation accuracy). All these make our framework is performance

Perdisci R, UM (2012) VAMO: Towards a Fully Automated Malware Clustering Validity Analysis. Proceedings
of the 28th Annual Computer Security Applications Conference. New York, NY, USA: ACM, ACSAC’12, pp.
329-338.
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measurable and combining multiple experts’ outputs not highly complicated.

However, in some circumstances experts do not have enough knowledge to label all
instances in the dataset which may make the dataset have missing or incorrect labels. To
make the situation worse, labels generated by different experts may be partially understood
(or even can’t be understood) by each other, and there is no prior information available about
how accurate each expert performs. Then the task of combing the outputs of multiple experts
to generate robust outputs would become difficult. Even though such “robust” outputs can
be generated, it might be under certain restrictions. For instance, by applying the majority
voting approach, samples that cannot be reliably labeled by a majority of experts would
need to be removed. Therefore, we introduce a framework — VAMO — in this chapter which
is capable of addressing all the above issues. Our framework generates reliable outputs by
automatically reducing the label uncertainty. It can be used by other experts to assess the
quality of their learning results. We introduce VAMO by applying it to the problem of
malware clustering as it exhibits the difficulties mentioned above.

Malware clustering is commonly applied by malware analysts to cope with the increasingly
growing number of distinct malware variants collected every day from the Internet. The
main objective of malware clustering systems is to group malware samples into families,
whereby samples that are similar to each other can be considered as variants of the same
malware family. Intuitively, malware clustering results can be useful in several ways. For
example, new malware samples that are clustered with known malware variants of a given
family may be also categorized as belonging to that same family. These newly discovered
variants may be used to derive more generic malware detection signatures that have a better
chance to match future variants of the same family. While malware clustering systems can
be useful for a variety of applications, assessing the quality of their results is intrinsically
hard. In fact, clustering can be viewed as an unsupervised learning process over a dataset

for which the complete ground truth is usually not available. Previous studies propose to

102



evaluate malware clustering results by leveraging the labels assigned to the malware samples
by multiple anti-virus scanners (AVs). However, the methods proposed thus far require a
(semi-)manual adjustment and mapping between labels generated by different AVs, and are
limited to selecting a reference sub-set of samples for which an agreement regarding their
labels can be reached across a majority of AVs. This approach may bias the reference set
towards “easy to cluster” malware samples, thus potentially resulting in an overoptimistic
estimate of the accuracy of the malware clustering results.

In this chapter we propose VAMO, a system that provides a fully automated quantitative
analysis of the validity of malware clustering results. Unlike previous work, VAMO does not
seek a majority voting-based consensus across different AV labels, and does not discard the
malware samples for which such a consensus cannot be reached. Rather, VAMO explicitly
deals with the inconsistencies typical of multiple AV labels to build a more representative
reference set, compared to majority voting-based approaches. Furthermore, VAMO avoids
the need of a (semi-)manual mapping between AV labels from different scanners that was
required in previous work. Through an extensive evaluation in a controlled setting and a
real-world application, we show that VAMO outperforms majority voting-based approaches,
and provides a better way for malware analysts to automatically assess the quality of their

malware clustering results.

4.1 Introduction

Due to the extensive use of packing and other code obfuscation techniques [131], the number
of new malware samples collected by anti-virus (AV) vendors has grown enormously in recent

years, reaching tens or even hundreds of thousand of new malware samples collected per

Validity Analysis of Malware-clustering Qutputs.
While “anti-malware” is probably a more appropriate term, we use “anti-virus” because that is the way
in which many vendors of malware scanners and defense solutions still advertise their products.
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day (e.g., in 2010 Symantec collected 286 million distinct malware variants [132]). To cope
with this increasingly growing number of malware samples and boost the scalability and
effectiveness of current malware analysis infrastructures, a number of malware clustering and
automatic malware categorization systems have been recently proposed [133-139].

The main objective of malware clustering systems is to group malware samples into
families, whereby samples that are similar to each other can be considered as variants of the
same malware family. Intuitively, malware clustering results can be useful in several ways.
For example, new malware samples that are clustered with known malware variants of a
given family f may be also categorized as belonging to f. In turn, these newly discovered
variants may be used to derive more generic malware detection signatures that have a better
chance to match future variants of the same family [138]. In addition, malware clustering
results may make it easier to identify new, previously unknown malware families [136], or
may be used to perform malware triage [139], thus allowing malware experts to select only a
small number of variants of a given malware family for manual analysis.

To take full advantage of the above mentioned benefits, malware clustering systems
clearly need to be accurate. Unfortunately, it is very challenging to quantitatively assess
the accuracy of malware clustering results, because of the lack of reliable ground truth.
A common approach to validating the quality of malware clustering results is to compare
them to a reference clustering obtained by leveraging family labels assigned to the samples
by multiple AV scanners [136,139]. To compensate for inconsistencies in the AV labels,
both [135,136] and [139] use a majority voting approach to select the samples for which an
agreement regarding their AV family label can be reached. Therefore, a cluster in the reference
clustering will include all samples belonging to the same AV family. However, while this
approach may appear as a natural choice in absence of complete ground truth, Li et al. [140]
have suggested that it may result in an overoptimistic estimate of the malware clustering

accuracy. In particular, limiting the reference clustering to samples for which a majority
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voting-based consensus on the family label can be reached, and discarding the remaining ones,
may reduce the reference clusters to only include “easy to cluster” malware samples (i.e.,
clear-cut cases of malware samples that are very similar to each other) [140], thus potentially
causing the accuracy of the malware clustering results to be largely overestimated. In fact,
the experiments reported in [136] state that among 14,212 malware samples, a majority
voting-based consensus could be reached only for 2,658 cases. That is, more than 80% of the
samples in the clustering results had to be excluded from the cluster validity analysis.

In this chapter we propose VAMO, a system that enables an automatic quantitative
analysis of the validity of malware clustering results. Like previous work, VAMO leverages
the labels assigned to malware samples by multiple AV scanners to construct a reference
clustering. However, unlike previous work, VAMO does not seek a majority voting-based
consensus, and does not discard the samples for which such a consensus cannot be reached.
Rather, VAMO explicitly deals with (and aims to mitigate the effect of) the inconsistencies
typical of the AV labels to build a more representative reference clustering. Furthermore,
VAMO avoids the need of a (semi) manual mapping between AV labels from different scanners
that was required in previous work (notice that while some efforts exist to standardize the
“language” used to assign the AV labels (e.g., http://maec.mitre.org), so far they have not
been successful). Also, we would like to emphasize that while AV labels suffer from some
limitations, as we discuss more in detail in Section 4.6, they are used as a reference by many
researchers because it is hard to obtain a more accurate ground truth for datasets containing
tens of thousands of malware samples.

VAMO leverages historic malware archives and the related multiple AV labels to learn
an AV Label Graph (see Figure 4.1). An AV Label Graph (see Section 4.4) is defined as an
undirected weighted graph, which aims to: (1) automatically learn the mapping between
malware family names assigned by different AVs, thus avoiding the need to manually build

or adjust such mappings; (2) identify cases in which one (or more) AV scanners tend to
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inconsistently use several family names to label samples that belong to the same family
according to other competitors’ scanners; (3) learn the level of similarity between AV labels
assigned by different AV scanners, by looking at the number of times that certain malware
family labels are jointly assigned to the same samples. While the concept of AV Label Graph
was first introduced in [138], here we refine its definition and use it in the context of our novel
VAMO system. Also, it is worth noting that the AV Label Graph is only one component of
the entire VAMO system.

Learning the AV Label Graph enables us to measure the similarity between malware samples
in a dataset based purely on their AV labels (see Section 4.4 for details). Asshown in Figure 4.1,
given a malware dataset M and the related multiple AV labels assigned to its malware samples,
we can (a) apply a third-party malware clustering algorithm (e.g., [135,136,138,139]) on M
to partition it in a number of malware clusters, (b) use VAMO to build a reference clustering
for M using similarities among its samples measured according to their AV labels, and (c)
compute the level of agreement between VAMO'’s reference clustering and the third-party
malware clustering results, thus quantitatively assessing their quality.

In summary, this paper makes the following contributions:

e We propose a novel system, called VAMO, that enables a fully automated malware

clustering validity analysis.

e We perform an extensive evaluation of how different types of AV label inconsistencies may
negatively impact a validity analysis performed via majority voting-based approaches,

and show the advantages that VAMO brings over previous work.

e We perform experiments with real-world malware archives, and demonstrate how VAMO
can be applied in practice to assess the quality of malware clustering results over large

malware datasets.

106



4.2 Background

In this Section, we first provide quantitative information regarding the inconsistency typical
of multiple AV labels. Then, we discuss the background concepts that we will use to perform

automated clustering validity analysis.

Related Work

Cluster Validity Analysis Besides the clustering validity indexes reported in Halkidi
et al.’s survey [15], which we summarize in Section 4.2, a number of alternative validity
indexes have been proposed. In [141], Rendon et al. present a comparison of internal and
external clustering validity indexes, while Meila [142] and Pfitzner et al. [143] introduce a
number of new metrics to compare two different clusterings. In [144], Fowlkes and Mallows
introduce a measure of similarity between two hierarchical clusterings obtained by cutting
the two dendrograms at heights h; and hs, respectively, which yield the same number
of clusters k. Than, for each value of k, the number of matching entries from the two
different clusterings are counted to obtain a measure of comparison. Our approach to cluster
validity analysis (Section 4.4) is inspired by [144]. However, our method does not focus on
comparing different hierarchical clusterings. Rather, VAMO leverages hierarchical clustering
to generate a reference clustering dendrogram, and compares third-party clustering results to
this dendrogram by finding the cut height A that yields the maximum agreement between
the third-party results and VAMOQO’s reference clustering.

Malware Clustering Bailey et al. [133] presented one of the first studies on behavior-
based malware clustering. Furthermore, in [133] the authors presented a quantitative analysis
of the inconsistency in the labels assigned by different AVs. Bayer et al. [136] introduced a
much more scalable way to perform behavior-based malware clustering. In addition, they

proposed to validate their clustering results by comparing them against a clustering obtained
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using a majority voting-based approach over multiple malware family labels assigned to the
samples by six different AVs [136]. A similar validation approach was used in [135]. In [137],
Hu et al. perform malware clustering using static analysis, instead of behavior-based features,
by leveraging function-call graphs, while [139] introduces a system called BitShred that aims
to improve scalability in malware clustering systems.

In [140], Li et al. discuss a number of challenges related to the evaluation of results
generated by malware clustering systems. In particular, by using plagiarism detection
algorithms to measure the similarity between malware samples, they show that a factor
contributing to the strong results reported in [136] might be that the 2,658 validation instances
selected via majority voting on multiple AVs are simply easy to classify. However, no complete
solution is offered on how to perform a better malware clustering validity analysis. Our work
is a step forward towards such a solution.

While most malware clustering systems are based on system-level behavior or static-
analysis-based features, [138] proposed a malware clustering system that focuses on the
network behavior of malware and introduced the concept of AV Label Graph, which we refine
and use in this paper in the context of VAMO. It is worth noting that the use of AV Label
Graphs in [138] is significantly different from this paper. Previous work did not present a
comprehensive malware clustering validity analysis system, and the cohesion and separation
validity indexes used in [138] were mainly internal validity indexes that required a significant
amount of interpretation through manual analysis. On the other hand, VAMO introduces a
comprehensive, fully automated malware clustering validity analysis process that can more
readily be used to select the parameters of a malware clustering system, or to compare results

obtained using different clustering algorithms.
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Measuring Inconsistency in AV Labels

In this Section, we aim to quantify the “inconsistency” typical of multiple AV labels that has
been qualitatively discussed in previous work [135,136,138], and analyzed more in details
in [133,145]. Our main goal is to suggest that (semi-) manually creating a mapping between
malware family labels and correct the inconsistent (or erroneous) labels, which was required
in previous work to perform malware cluster validity analysis (e.g., in [136]), is in fact a fairly
difficult task. In addition, we show that in a large number of cases no majority voting-based
consensus can be reached. Our results confirm previous findings [133] by using a more recent
and much larger malware dataset.

To this end, we performed a number of measurements over a large dataset of AV labels
assigned by four different major AV vendors (namely, Symantec, McAffee, Avira, and Trend
Micro) to a set of 1,108,289 distinct malware samples. These malware samples were collected
from different sources over the course of one entire year, from 2011-01-01 to 2011-12-31 (it is
worth noting that we only consider malware samples that were detected as such by at least
one out of the four AV scanners). The AVs used to scan the samples were updated daily, and
each malware sample was scanned with each AV once a day for 30 days, starting from the
day in which the sample was collected. In the following, we will refer to the four AV scanners,
in no particular order, as AV1, AV2, AV3, and AV4. We intentionally mask the specific AV
vendor names, when reporting the results, to avoid controversy (the results we report may be
seen as damaging to one or more vendors, due to their low detection rate). After all, we do
not intend to establish what vendor performs the best over our malware dataset. Rather, we
focus on the inconsistencies in the malware labels, both within a given AV vendor as well as

across vendors.

This dataset was kindly provided by a well-known security company.

If an AV scanner AVi detected a sample m and assigned it a label on day d < 30, the data collector would
stop scanning m with AVi for the remaining days, but continued scanning the sample with the other AVs
until they also assigned a label or d > 30.

109



Table 4.1: AV labels for a dataset of 1,108,289 distinct malware samples.

AV1 AV2 AV3 AV4
Detected samples 590,341 825,766 702,124 1,030,354
Detection rate (%) 53.3%  745%  63.4%  93.0%
Distinct AV labels 20,217 15,138 2,208 175,333

Distinct family labels | 3,330 4,729 1,710 3,520
Distinct first variants | 20,217 13,851 2,199 51,732

Overview

Table 4.1 summarizes our AV label dataset. As we can see, the detection rate, number of
distinct (complete) labels, and the number of distinct malware family labels varies greatly
across the different AV scanners. For example, AV3 assigned a label to 702,124 (63.4%)
malware samples, but the number of distinct labels was only 2,208. This means that, in
average, the same label was assigned to 317 different samples. This behavior is very different
from the other AVs, and in particular from AV4 for which in average the same label was
assigned to (approximately) six samples. In addition, among the 1,108,289 distinct malware
samples, only 420,920 (38%) were labeled (i.e., detected) by more than two different AVs.
This suggests that because a majority voting approach would require three out of four AVs
to agree on the labels (two out of four would only represent a tie), in our example scenario no
majority voting-based consensus can be reached on the correct malware family label for at
least 38% of the samples. This problem is exacerbated by the fact that even in the cases in
which three or more labels are available, the AVs may not agree on the family those samples

belong to, as we discuss in Section 4.2
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Family Labels

We now focus on malware family names, rather than considering full AV labels. We will
consider the malware cluster shown in Table 4.2 as an example, to explain how we derive the
malware family names. This malware cluster was obtained using [138]. In Table 4.2, each
row represents a malware sample (indexed by the last four bytes of its MD5 sum), and reports
the labels assigned to the sample by three different AVs, namely McAfee (M), Avira (A), and

Trend Micro (T).

Table 4.2: Malware Cluster Example with Inconsistent AV Labels.

Short-MD5  McAfee Avira Trend Micro
blb6da81  M=W32/Virut.gen = A=TR/Drop.VB.DU.1 T=PE_VIRUT.XO-1
ec34cadl M=W32/Virut.gen ~ A=TR/Drop.VB.DU.1 T=PE_VIRUT.XO-1
€2276216 ~ M=W32/Virut.gen = A=W32/Virut.E.dam T=PE_VIRUT.NS-4
089ae4f5 M=W32/Virut.gen ~ A=W32/Virut.AX T=PE_VIRUT.D-1
8babb2cd  M=W32/Virut.gen = A=TR/Drop.VB.DU.1 T=PE_VIRUT.XO-1
8cb0abbe M=W32/Virut.gen ~ A=WORM /Korgo.U T=PE_VIRUT.D-4
bOb75£70 M=W32/Virut.gen =~ A=W32/Virut.X T=PE_VIRUT.XO-1
a306b4e7  M=W32/Virut.gen = A=W32/Virut.Gen T=PE_VIRUT.D-1
337a2ct4 M=W32/Virut.gen ~ A=W32/Virut.Gen T=PE_VIRUT.D-1
62d18c7e M=W32/Virut.gen =~ A=W32/Virut.Gen T=PE_VIRUT.D-1
8dbca633  M=W32/Virut.gen = A=TR/Drop.VB.DU.1 T=PE_VIRUT.XO-1
ac433383 M=W32/Virut.n A=W32/Virut.Gen T=PE_VIRUX.A-3
cae61d9e M=W32/Virut.gen ~ A=W32/Virut.X T=PE_VIRUT.XO-2
TccT95f1 M=W32/Virut.gen ~ A=W32/Virut.Gen T=PE_VIRUT.D-1
8de5214b  M=W32/Virut.gen.a A=W32/Virut.AM T=PE_VIRUT.XY
4d26cb0a  M=W32/Virut.gen =~ A=W32/Virut.Gen T=PE_VIRUT.D-1
9fb75631 M=W32/Virut.n A=W32/Virut.Gen T=PE_VIRUX.A-3
229004b9  M=W32/Virut.gen = A=W32/Virut.X T=PE_VIRUT.XO-1
28a85d8a  M=W32/Virut.gen = A=TR/Drop.VB.DU.1 T=PE_VIRUT.XO-1
663cH6e M=W32/Virut.d A=W32/Virut.Z T=PE_VIRUT.GEN-
de6f1e00 M= A=W32/Virut.Gen T=PE_VIRUT.D-4
1ff43bca M= A=W32/Virut.X T=PE_VIRUT.XO-4
cab80f6d M=W32/Virut.n A=W32/Virut.Gen T=PE_VIRUX.A-3
a844eeft M=W32/Virut.gen ~ A=TR/Drop.VB.DU.1 T=PE_VIRUT.XO-1
4£8613fd M=W32/Virut.gen ~ A=TR/Drop.VB.DU.1 T=PE_VIRUT.XO-1
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To derive the malware family name, we split each label into substrings divided by the °.
symbol, and we extract the first substring. For example, W32/Virut.gen becomes W32/Virut
(Symantec uses a slightly different notation, compared to the other AV vendors. To extract the
family label from Symantec’s labels, we consider the first two substrings obtained by splitting
the labels by the ‘. symbol. For example, W32.Sality.AE would become W32.Sality).

As we can see from Table 4.2, in this case both McAfee and Trend Micro are very
consistent, because they label the vast majority of the samples as belonging to the Virut
malware family, with the exception of two samples that were missed by McAfee and three
samples that are labeled as PE_-VIRUX (rather than PE_VIRUT) by Trend Micro. On the other
hand, Avira is much less consistent, because it assigned three different family names to the
samples (i.e., TR/Drop, W32/Virut, WORM/Korgo).

Table 4.1 reports the total number, per AV, of distinct family names obtained from all
labels in our datasets. Also, Table 4.1 reports the total number, per AV, of distinct “first
variant” labels, i.e., labels obtained by combining the first two label substrings (the first
three, in case of Symantec). Again, there is a relatively large difference between the numbers
obtained from different AVs.

To measure the number of common family names per sample across different AVs, we
further normalized the family names, for example by cutting the label prefix (e.g., W32/, PE_,
etc.) and reducing all labels to lower case. For example, the first sample in Table 4.2 would be
labeled as {virut, drop, virut}. This was done to maximize the number of common family
names we could find for a given sample across different AVs. Even after this normalization,
we could find a common family label across at least three out of four AVs for only 2.4% of
the samples, and a common label across at least two out of four AVs for only 5.6% of the
samples. Performing a manual mapping between the labels to mitigate the effect of different
“terminology” used by different AVs may improve on these results. However, even after such

manual mapping a majority voting-based consensus between the AVs cannot be reached for
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the vast majority of the samples. This findings are consistent with the experiments conducted
in [136], in which a majority voting-based consensus could be reached only for less than 20%
of the samples. Therefore, a reference clustering generated via majority voting may miss
to represent a large portion of the malware dataset, causing a potential overestimate of the

clustering quality, as also suggested in [140].

Validity Indexes

Clustering can be viewed as an unsupervised learning process over a dataset for which the
complete ground truth is usually not available. Therefore, unlike in supervised learning
settings, analyzing the validity of the clustering results is intrinsically hard. The assessment of
the quality of clustering results often involves the use of subjective criteria of optimality [146],
which are typically application specific, and commonly involves extensive manual analysis by
domain experts. To aid the clustering validation process, a number of methods and quality
indexes have been proposed [15,147]. Halkidi et al. [15] provide a survey of cluster validity
analysis techniques, which aim to evaluate the clustering results to find the partitioning that
best fits the underlying data.

Three main cluster validity approaches are described [15]: (1) external criteria evaluate the
clustering results by comparing them to a pre-specified structure, or reference clustering; (2)
internal criteria rely solely on quantities derived from the data vectors in the clustered dataset
(e.g., using a proximity matrix, and computing quantities such as inter- and intra-cluster
distances); (3) relative criteria compare clustering results obtained using the same clustering
algorithm with different parameter settings, to identify the best parameter configuration.

External validation criteria are particular attractive, because they offer a quantitative
way to measure the level of agreement between the obtained clustering results and a reference
clustering that is considered to be the ground truth [15,143]. However, the main problem is

exactly how to construct the reference clustering in the first place. This is one of the problems
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we address in this paper: building a reference clustering that can be used for validating the
results of malware clustering systems.

Assuming a reference clustering is available, different external validity indexes can be
used for measuring the quality of the clustering results. We briefly describe some of them
below. Let M be our dataset, Rc = {Rcy, .., Res} be the set of s reference clusters, and
C = {C},..,C,} be our clustering results over M. Given a pair of data samples (my, ms),

with my, my € M, we can compute the following quantities:

e a is the number of pairs (mq, msy) for which if both samples belong to the same reference

cluster Rc;, they also belong to the same cluster Cj.

e b is the number of pairs (m;, my) for which both samples belong to the same reference

cluster Rc;, but are assigned to two different clusters C} and C},.

e ¢ is the number of pairs (mq, my) for which both samples belong to the same cluster C;,

but are assigned to two different reference clusters Rec and Rcy,.

e d is the number of pairs (m;, my) for which if the samples belong to two different

reference clusters Re; and Rc;, they also belong to different clusters C; and C,,.

Based on the above definitions, we can compute the following external cluster validity

indexes [15]:

¢ Rand Statistic. RS = a+‘gig+d = %f

e Jaccard Coefficient. JC = 7

e Folkes and Mallows Index. FM = —&——
(atb)(a+o)

For all three indexes above, which take values in [0, 1], higher values indicate a closer similarity

between the clustering C and the reference clustering Re.
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The authors of [135,136], proposed to use different indexes, based on precision and recall,
to measure the level of agreement between behavior-based malware clustering results C and
a (semi-)manually generated reference clustering Rc derived by using majority voting over
multiple AV labels. In this setting, precision and recall, and the related F'1 index, are defined

as follows:
e Precision. Prec=1/n-377  max;—1_(|C; N Reyl)
e Recall. Rec=1/s-Y ;_ max;j_1_,(|C; N Reyl)

e F1 Index. F1 = 2%

In the remainder of this chapter, we will often refer to the external validity indexes defined

above.

4.3 System Overview

Figure 4.1 provides a high-level overview of VAMO. We assume that a third-party has employed
a malware clustering system, for example one of the systems proposed in [136,138,139], to
partition a malware dataset M into a set of clusters C = {C, Cs, .., C,}, with J;_, C; = M.
VAMO'’s objective is to validate the quality of C (i.e., the malware clustering results). We
now provide a description of VAMO’s components shown in Figure 4.1.

AV Label Dataset Given a large historic archive dataset of malware samples A (which
is different from M), we first collect the set of family labels assigned by multiple AV scanners
to each of the malware samples m; € A. The resulting AV labels dataset can be represented
as a set of tuples £ = {(lg1, k2, - lkw) }k=1.n, Where [ ; is the malware family label assigned
by the i-th of v AV scanners to malware sample my, with £k = 1,..,n, and n = |A|. If an AV
scanner misses to detect a malware sample, the related label in the set £ will be assigned a

unique placeholder “unknown” family label. It is worth noting that the malware dataset A
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Figure 4.1: VAMO System Overview

need not contain actual executable malware samples. In fact, A may simply contain a list
of hashes (e.g., md5 or shal) computed by a third party (e.g., the owner of a large malware
dataset who cannot share the malware itself) over known malware samples. In this case, the
label dataset £ may be obtained by querying a service such as virustotal.com to obtain, for
each hash, the related malware family labels from multiple AV scanners.

AV Label Graph VAMO uses the label dataset £ to learn an AV Label Graph (defined
formally in Section 4.4.). Basically, a node in the graph represents a malware family name
attributed by a certain AV scanner (or AV, for short) to one or more malware samples in
A. For example, assuming the i-th AV assigned the label family x to at least one malware
sample, the AV Label Graph will contain a node called AVi_family x. Two nodes, say
AVi family x and AVj_family_y, will be connected by an undirected edge if there exists at
least one malware sample my, € A that has been assigned label family x by the i-th AV, and
family_y by the j-th AV, respectively. Each edge is assigned a weight that depends on the

number of times that the connected nodes (i.e., the connected labels) were assigned to a same
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malware sample. Notice that if the i-th AV missed to detect a given malware sample, the
related missing label will be replace by a label such as AVi_unknown U, where U is a unique
identifier.

Reference Clustering Similarly to what we did with A, given the malware dataset
M (i.e., the input to the third-party clustering system), we first collect the set of labels
assigned by v different AVs to each of the malware samples m; € M, thus obtaining a
dataset £y, consisting of a tuple (or vector) of family labels Ly = (lx1,lk2, .., lx) per each
sample my. At this point, we leverage the previously learned AV Label Graph to measure
the dissimilarity (or distance) between samples in M according to their malware family
labels. Specifically, we measure the distance between two malware samples m;, m; € M by
measuring the distance between their respective label vectors L; and L; in the graph. We
give a formal definition of label-based distance between malware samples in Section 4.4. At a
high level, we compute the distance between two samples m;, m; by computing the median
among the shortest paths in the AV Label Graph between all paris of labels I, l,, with I, € L;
and [, € L;. This allows us to compute an r x r distance matrix D, where r = |M| and
element DJi, j| is the distance between samples m;, m;. The final reference clustering is
obtained by applying average-linkage hierarchical clustering [146,147] on the distance matrix
D. The result is not an actual partitioning of the malware dataset M. Rather, the reference
clustering is represented by a dendrogram [147], i.e., a tree-like data structure that expresses
the “relationship” between malware samples. Cutting this dendrogram at any particular
height would produce a partitioning of M according to the AV label-based distances (see
Section 4.4 for details).

Validity Analysis Let T be the reference clustering dendrogram output by the previous
step. The Validity Analysis module takes in input 7 and the set of malware clusters C output
by the third-party malware clustering system. At this point, VAMO applies the external

validity indexes introduced in Section 4.2 to compute the maximum level of agreement
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between C and all possible reference clusterings obtained by cutting 7 at different heights.
For example, we can compute the maximum Jaccard coefficient J between all possible
reference clusterings and C. The higher J , the stronger the agreement between C and the
AV label-based reference clustering.

Effectively, VAMO compares the third-party clustering results C to a reference clustering
obtained by partitioning the dataset M according to the relationships among multiple AV
labels learned from the archive malware dataset 4. It is worth noting that this process
has some similarities with the majority voting-based approach used in previous work. In
fact, the effect of the majority voting approach is to group a subset of the malware in M
according to the labels assigned by multiple AVs to the samples in the very same M dataset.
VAMO is different because (a) it automatically learns the relationships among malware
family labels assigned by different AVs, and does not require any manual (or semi-manual)
mapping between them; (b) it introduces a measure of label-based distance between malware
samples that is not limited to the cases in which a majority voting-based consensus can be
achieved; (c) it enables the computation of well known external validity indexes over the
entirety of malware clustering results, rather than focusing only on “easy-to-cluster” subset of
the malware dataset. In Section 4.5 we empirically show that building a reference clustering
based on the AV Label Graph and applying the validity analysis process outlined above

outperforms the majority voting-based cluster validation approach proposed in previous work.

4.4 Validity Analysis

In this Section, we provide more details on how VAMO builds the reference clustering by
leveraging multiple AV labels, and how the clustering validity indexes are computed to

compare third-party malware clustering results to VAMQO’s reference clustering.
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Building a Reference Clustering

As mentioned in Section 4.3, the first step to obtaining the reference clustering is to build an
AV Labels Graph. This graph expresses the “relationships” between different AV labels, and
automatically learns the likelihood that different labels from different AVs will be assigned to
the same malware sample, based on historic observations.

Assume M is the malware dataset used as input to a third-party (e.g., behavior-based)
malware clustering system, as shown in Figure 4.1. Also, let A be a large historic malware
archive containing, for example, malware samples collected during the past several months,
and that M C A (i.e., A contains all the “current” samples collected in M, plus a large set
of malware samples collected in the past). We define an AV Label Graph learned from A as

follows.

Definition 6 - AV Label Graph. An AV Label Graph is an undirected weighted graph.
Given an archive of n malware samples A = {m;}i=1.n, let L ={Ly = (l1,..,l,)1, .., L, =
(l1,..,1,)n} be a set of label vectors, where a label vector Ly, = (l1,..,1,)n is an ordered set of
malware family labels assigned by v different AV scanners to malware my, € A. The AV Label
Graph G = {Vi, Ek, k, }k=1.1 is constructed by adding a node V. for each distinct label Iy, € L.
Two nodes Vi, and Vi, are connected by a weighted edge Ey, 1, if the labels I, and Iy, related

to the two nodes appear at least once in the same label vector Ly € L (that is, if they are both

m

assigned to a malware sample my). Each edge Ey, i, is assigned a weight w =1 — ()

where ny is the number of label vectors Ly, € L that contain ly,, ny is the number of vectors

that contain ly,, and m is equal to the number of vectors containing both l, and l,.

For example, assume A contains all (and only) the samples shown in Table 4.2 (shown in
Section 4.2). In this case, the related AV Label Graph is shown in Figure 4.2. Notice that in

reality A will typically contain thousands of samples, and that the graph in Figure 4.2 is
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Figure 4.2: AV Label Graph for Clust.1 (see Section 4.2)

reported simply to provide an example of how the AV Label Graph is computed. Also, notice
that the missing labels were replaced with unique “unknown” identifiers.

Once the AV Label Graph is computed, we build a reference clustering dendrogram as
follows (notice that a dendrogram is a tree-like data structure generated by hierarchical
clustering [147]). Given any two samples m;, m; € M we first “map” each sample onto the
graph, and then compute the distance d; ; between m;, m; on the graph, thus obtaining a

distance matrix D in which D[i, j| = d; ;. A more formal definition of graph-based distance

120



between malware samples is given below.

Definition 7 - Graph-based Distance. Let m; € M be a malware sample, and L; =
(l1,..,1,); be its label vector. By definition, each label l;,; € L; corresponds to a node Vj;
in the AV Label Graph, with h = 1,..,v. Therefore, sample m; can be mapped to a list
Vi = Vi, ... Vi) of v nodes in the graph. Now, let V; and V; be the lists of nodes related to
m; and mj, respectively. To compute the distance d; ;j between m;, m;, we first compute the
length of the shortest path p, among a pair of nodes (Vi ;,Vi.j), for each k =1,..,v. Then,

we compute d; ; as the median among all py, with k=1, .. v.

After computing the distance matrix D, we apply average-linkage hierarchical clustering,
which outputs a dedrogram T that expresses the “relationship” between the malware samples
in M according to their AV labels. Section 4.2 explains in details how the reference clustering

dendrogram 7T can be used to validate third-party clustering results.

Computing the Validity Indexes

As mentioned above, by cutting the reference clustering dendrogram 7 at a given height
h, we obtain an actual partitioning of the dataset M into a set of reference clusters Rc =
{Rcy, .., Rey}. Then, the level of agreement between Rc and the third-party clustering
results C = {C, Cy, .., C,} can be computed using the external validity indexes introduced
in Section 4.2. Naturally, different values of h will produce a different set of reference
clusters, and therefore the values of these validity indexes will also differ. Therefore, to decide
where exactly to cut the dendrogram T we proceed as follows. Let Rc(h) be the set of
reference clusters obtained by cutting 7 at height h. Also, assume I(Rc(h), C) is an external
validity index computed over the clusterings Rec(h) and C (e.g., I(+) could be equal to the

Jaccard index, or one of the other indexes outlined in Section 4.2). We then cut 7 at height
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h* = argmaz,{I(Rc(h),C)}, so that h* is the cut at which the level of agreement between
C and the VAMO'’s reference clustering is maximum.

In summary, we perform hierarchical clustering of the malware samples in M according to
similarities in their AV labels by leveraging the previously learned AV Label Graph, and then
we find the set of reference clusters Re(h*) that best explains (or agrees with) the third-party
clustering results C. This is useful because given two different third-party results C; and Co
(e.g., given by the same behavior-based malware clustering systems configured with different
parameter values, or given by different malware clustering systems), VAMO allows us to
establish which of them has the highest level of agreement with the underlying multiple AV
labels.

4.5 Evaluation

VAMO v.s. Majority Voting

In this Section, we present a set of experiments performed in a controlled setting. Our
objective is to show that, when faced with noisy AV labels, VAMO outperforms majority
voting-based approaches. Namely, in the vast majority of cases VAMO produces an AV
label-based reference clustering that better explains (or agrees with) the true malware clusters.
To this end, we use the following high-level approach. We simulate a controlled dataset of
malware samples for which we know exactly what samples should belong to what malware
cluster, and first assume that all samples are perfectly (i.e., correctly) labeled by multiple
AVs. Then, we gradually introduce more and more noise into the AV labels, thus simulating
the inconsistent labeling typical of real-world AVs (see Section 4.2). For each noise increase,
we apply both VAMO and a majority voting-based approach to obtain an AV label-based
reference clustering, and the obtained results show that VAMO’s reference clustering yields

validity indexes that offer a higher level of agreement with the true malware clusters, compared
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to using majority voting.

Controlled Datasets

We create a synthetic dataset to simulate a scenario in which we have a historic archive A
consisting of 3,000 distinct malware samples and the related dataset £ of labels assigned by
three different AV scanners to each of these 3,000 samples. Furthermore, we create a dataset
M containing 300 distinct samples, with M C A (i.e., M is a proper subset of A). Therefore,
the label dataset L£j; containing the AV labels for the malware samples in M can be directly
obtained from £ (since M C A, then £y, C £). It is worth noting that we named these
datasets following the same terminology that we used in Section 4.3 and in Figure 4.1.

At first, we assume to have perfect knowledge (i.e., perfect ground truth) regarding the
malware family each sample belongs to. Specifically, we construct the datasets so that the
samples in A4 (and the related malware labels in £) belong to 15 different malware families,
with 200 samples per family, and that each of the three AVs consistently assigns the correct
malware family name to the samples in A, and therefore also to the samples in M. In practice,
to obtain M we simply randomly (uniformly) select 300 samples from A. Also, since we
know exactly what malware belong to what family, we can precisely partition the dataset M
into a set of 15 malware clusters C = {C4, Cy, ..., Cy}, with s = 15.

It is worth noting that in this idealized scenario we also assume the AVs use the very same
family names for the malware family labels. In other words, we assume the AVs all agree
on using the same terminology or notation. This means that no manual mapping between
family names assigned by different AVs is needed, and a majority voting-based approach
can be applied directly. This typically does not hold in practice, in which case we would
need to obtain the name mapping before being able to apply majority voting. On the other
hand, VAMO is agnostic to differences in the terminology that the AVs use to assign malware

family names, because VAMO will automatically learn the relationships between different
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malware family names through the AV Label Graph construction, as discussed in Section 4.3

and Section 4.4.

Simulating Inconsistency in the AV Labels

To simulate inconsistency in the AV labels, we proceed as follows. We start from the label
dataset £ described above, and we progressively inject more and more noise into the labels.

Specifically we inject the following two types of noise:

e Label Flips Given a malware my € A, and its label vector Ly = (lyx,lox, l3x) € L,

!/
v,

with probability p’f we replace label [, with a different label [/, chosen among the 14
other possible malware family labels, where the probability p’f is a preset “probability

of flip”.

e Missing Labels Similarly, given a malware m; € A, and its label vector L; =
(l1.k, log, I3 k) € L, with probability p/, we drop label [, ; to simulate the case in which
the v-th AV missed to detect my, where the probability p/, is a preset “probability of

missed detection”.

These two types of noise can affect, with different preselected probabilities, either one,
two, or three AVs. To better explain this, let n = [ps, p; p1, P2, ps] be a “noise vector” whose
elements express the following probabilities: ps is the overall probability that a malware
sample m will be affected by a label flip, while p,, is the overall probability that a sample
will be affected by a missing label; on the other hand, p, (with x =1,2, or 3) represents the
probability that the noise (through label flips and/or missing labels) will affect exactly x out
of the three AVs, for a given malware sample. Notice that p; + ps +ps =1, and ps + p,,, < 1.
Namely, with probability 1 — (py + p,,) a sample will not be affected by any noise (i.e., the

sample remains perfectly labeled).
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Figure 4.3: VAMO, absolute values of cluster validity indexes.

Building a Reference Clustering via Majority Voting

Intuitively, the majority voting-based approach to construct a reference clustering works
as follows. Given a malware sample m; € M, and the label vector L; = (I1;,1l24,13:) € L
containing the malware family labels assigned to m; by the three AVs, m; is assigned to
malware cluster I?; if the majority of labels in L; indicate that m; belongs to family f;. If no
majority-based consensus can be reached (i.e., the majority of AVs disagree on the family
name attributed to m;), then the sample m; is assigned to a singleton cluster, namely a
cluster that contains only m;. Following this approach, we can partition the dataset M into
a set of majority voting-based reference clusters Re™"” = {ReMV RYYV ..., RV},

Then, given Re™" and the ground truth clusters C = {C}, ...,C,} (which are derived before
injecting the noise into the AV labels), we can compute the four external validity indexes

described in Section 4.2.
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Figure 4.4: VAMO vs. Majority Voting (index “deltas”).

Computing the Validity Indexes

Let n be a particular noise vector, with a given combination of values for the probabilities py,
Pm, P1, P2, and p3. Applying the noise injection approach described above results in a noisy
label dataset £(n). In turn, if from £(n) we only consider the labels related to the malware
samples in M, we can obtain a (noisy) label dataset £y(n) (notice that because M C A,
then L£y(n) C L(n)).

Given L(n) and Lys(n), we apply VAMO to compute four validity indexes (see Figure 4.1),
thus essentially measuring the level of agreement (see Section 4.3) between the reference
clustering derived from the AV Label Graph learned from L£(n), and the ground truth clusters
C = {C41,Cy,...,Cs} in which M was originally partitioned (i.e., before any noise was
applied). Let RSVAMO(n) be the resulting Rand statistic, JCVAMO(n) be the Jaccard
coefficient, FMVAMO(n) be the Folkes-Mallows index, and F1V4M9(n) be the F1 index that

combines precision and recall (see Section 4.2).
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Figure 4.5: VAMO vs. Maj. Voting: Rand Statistic.
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Figure 4.6: VAMO vs. Maj. Voting: Jaccard Coefficient.

We similarly compute these four external cluster validity indexes by first applying the
majority voting-based approach described in Section 4.5 over M(n) to obtain a reference
clustering Re™Y (n), and then comparing this reference clustering to C. Let RS™Y(n) be
the resulting Rand statistic, JC™V(n) be the Jaccard coefficient, F'M™V (n) be the Folkes-
Mallows index, and F1™Y(n) be the F1 index. Now, for each value of n we compute the
difference between the validity indexes obtained using VAMO and the ones based on the
majority voting approach. For example, we compute ARS(n) = RSVAMO(n) — RSMV (n),
and in a similar way we also compute AJC(n), AFM(n), and AF1(n).

Results

Figure 4.3 reports the absolute values of the cluster validty indexes obtained using VAMO,

while Figure 4.4 plots the difference between the four external validity indexes produced by
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Figure 4.7: VAMO vs. Maj. Voting: Folkes-Mallows.
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Figure 4.8: VAMO vs. Maj. Voting: F1 Index.

the comparison between VAMO’s results and the majority voting approach, as explained
above. In Figure 4.3, the y axis reports the absolute value of the indexes, while in Figure 4.4
it reports the “deltas”. In both cases, the x axis is simply the index of the experiment round,
with the noise increasing per each experiment . Specifically, we use 1,320 different noise
configurations (i.e., different values of the elements of the noise vector n), with the only
constraint that ps + p,, < 0.5, i.e., at most 50% of the malware samples will be affected
by some noise in their AV labels. It is also worth noting that the y axis for ARS varies in
[—0.02,0.08], while all other “deltas” graphs have values on the y axis in [—0.2,0.8].

Figure 4.4(a) shows that the difference between RSYAMO and RSMY are relatively small,

and ARS varies between —0.02 and 0.06. However, the three remaining validity indexes

The experiment rounds are ordered according to a summary noise level computed as nl = (0.6py +
0.4p.) - (0.1p1 + 0.3pa + 0.6p3).
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(Figure 4.4(b) through Figure 4.4(d)) clearly show that VAMO’s reference clustering agrees
more closely with the underlying true clustering C, compared to the majority voting-based
reference clustering. In fact, in all four indexes the “deltas” are positive for the vast majority
of the noise combinations, meaning that the quality indexes obtained by VAMO show a better
agreement with the true clustering, compared to the quality indexes obtained via majority
voting.

To better analyze the effect of the noisy AV labels, Figure 4.5 through Figure 4.8 present
the validity index “deltas” considering all noise vectors n for which: (a) at least two AVs
are affected by noise, i.e., p; = 0; (b) the only type of noise affecting the labels is the “label
flips”, i.e., p, = 0 (no missing labels, which means that all the AVs assign a malware family
label to all samples); (c¢) the only type of noise is “missing labels”, i.e., py = 0 (no label
flips). As we can see, whenever the label noise (or inconsistencies) affects a majority of AVs
(case (a)), or when any AV misses to detect some malware samples (case (c)), VAMO clearly
outperforms the majority voting-based approach, because VAMO's reference clustering more
closely agrees with the true malware clusters. While the “label flips” (i.e., case (b), which
simulates the scenario in which AVs assign the incorrect malware family name) have a more
negative effect on VAMO because they more heavily affect the edges (and their weights)
learned through the AV Label Graph, VAMO performs comparably to majority voting, as

shown by the very small negative “deltas”.

Real-World Application

In this Section, we discuss how VAMO can be applied in practice to assess the quality
of the results produced by malware clustering systems. Specifically, we apply VAMO to
the results that the behavior-based malware clustering system presented in [136] produced
over a real-world malware dataset M containing 2,026 distinct malware samples collected

in February 2009. To obtained the behavior-based clustering we proceeded as follows. We
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l clusters | Rand Index | Jaccard Coeff. | Folkes-Mallows | F1 Index
0.10 674 0.8767 0.2086 0.4494 0.7100
0.20 451 0.9172 0.5438 0.7308 0.7918
0.30 313 0.9205 0.5777 0.7482 0.7948
0.31 301 0.9792 0.8924 0.9434 0.8436
0.32 291 0.9790 0.8916 0.9430 0.8431
0.33 288 0.9759 0.8782 0.9357 0.8501
0.34 286 0.9759 0.8782 0.9357 0.8496
0.35 280 0.9758 0.8775 0.9353 0.8479
0.36 274 0.9757 0.8772 0.9352 0.8467
0.37 261 0.9721 0.8614 0.9265 0.8433
0.38 255 0.9721 0.8613 0.9265 0.8424
0.39 248 0.9722 0.8623 0.9270 0.8421
0.40 241 0.9721 0.8617 0.9268 0.8401
0.50 187 0.9585 0.8081 0.8971 0.7937
0.60 142 0.9260 0.7070 0.8366 0.7489
0.70 113 0.8527 0.5614 0.7354 0.7260
0.80 85 0.7789 0.4659 0.6656 0.7124

Table 4.3: Application of VAMO to behavior-based malware clustering results.

provided all malware samples in M to the authors of [136], who kindly agreed to analyze
them and provide us a distance matrix D containing the pair-wise distances between the
samples computed based on their system-level behavioral features. Given, D, we applied
precise average-linkage hierarchical clustering (this step is slightly different from [136], in
which the authors applied an approzimate hierarchical clustering algorithm), and obtained a
dendrogram, which we will refer to as )} in the following. As usual, the dendrogram ) can
be cut at a given height to obtain a partitioning of dataset M into a number of malware
clusters (see discussion below).

To generate VAMO’s AV Label Graph, we used a dataset A consisting of 998,104 real-world
distinct malware samples collected between August 2008 and August 2009. All of these
998,104 samples were scanned using four different popular AVs, in a way analogous to the
malware dataset we discussed in Section 4.2, to obtain the label dataset £. Each sample in
this dataset was assigned at least one AV label. Also, £ contained the labels for most of the
2,026 samples in M. Specifically, £ included at least one label for 1,985 samples in M, while

the remaining 41 samples were not represented in £, and therefore remained unlabeled.

130



Taking the labeled dataset A and the labels for the samples in dataset M (including
the placeholder “unknown” labels for the 41 samples that remained undetected) as input,
we applied VAMO to produce a reference clustering, following the procedure outlined in
Section 4.3 and Section 4.4. Then, given the dendrogram ) obtained from the third-party
malware clustering system [136], we cut ) at different heights [, ls, .., l,,, thus obtaining a
sequence of different clusterings C(ly), C(ls), .., C(l,,). For each of these clustering results, we
used VAMO to compute a set of validity indexes (see Section 4.4). Table 4.3 summarizes our
results. The first column in Table 4.3 reports the value of the hight [ at which ) is cut, while
the second column reports the related number of clusters that was obtained from M. For
example, by cutting ) at height [ = 0.5, M is partitioned into 187 clusters. The remaining
columns represent the values of five different external cluster validity indexes (Section 4.4)
measured by comparing the obtained malware clusters to VAMO's reference clustering, as
explained in Section 4.4. We varied [ € [0, 1] at steps equal to 0.01 (in practice, we excluded
the extreme values [ = 0 and [ > 0.8, because they result either into one malware per cluster
or into artificially large clusters, respectively). In the interest of space, because the maximum
value of the validity indexes is located between [ = 0.3 and [ = 0.4, we report the results at
steps of 0.01 only within that range.

As we can see from Table 4.3, the best value of the cut [ is equal to 0.31, because that is
the cut hight at which three out of four external validity indexes express the fact that there
is maximum agreement between the behavior-based clusters and the AV labels generated by
four different AV scanners. Put another way, VAMO’s results indicate that the AV labels
provide the best explanation of the underlying malware dataset M when M is partitioned
into 301 clusters by cutting ) at [ = 0.31.

It is worth noting that the F1 index is the only external validity index that is not maximum
at [ = 0.31. However, the value of 0.8436 obtained at [ = 0.31 is quite close to the maximum

value of 0.8502 reached at [ = 0.33. This result suggests that to find the best configuration
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parameters for the third-party malware clustering system, it may be better to consider
multiple validity indexes, rather than focusing only on analyzing precision and recall (and

the related F1 index), as proposed in previous work [136,139].

4.6 Discussion

Using AV labels to build a reference clustering has some potential limitations, even though
the label inconsistencies can be mitigated using VAMO. First, we need to take into account
that the features used by the AVs to characterize malware samples and assign them to a given
malware family may be different from the features used by a third-party malware clustering
system to measure the similarity among samples. For example, AV vendors often base their
malware categorization process on features extracted from reverse engineering the malware
binaries. On the other hand, behavior-based malware clustering systems leverage features
related to the malware’s system [136] or network activities [138], for example. Naturally,
different features may highlight different types of similarities in the samples. Therefore, while
the AV labels clearly represent a valuable point of reference, especially in absence of a more
perfect ground truth, the comparison between behavior-based malware clustering results
and AV family labels should be taken with a grain of salt. A similar argument is made
in [148], in which the authors outline the potential pitfalls of using labeled datasets meant
for training and testing of supervised learning algorithms for evaluating the effectiveness of
(unsupervised) clustering algorithms. Nonetheless, AV label-based cluster validity analysis,
especially when fully automated such as in VAMO, is certainly a valuable tool that can assist
malware analysts in the analysis of their malaware clustering results.

Another factor to consider is the fact that AV labels evolve in time. That is, a malware
sample m assigned by an AV to family f; at time ¢y, may be “renamed” by the same AV as

belonging to a different family f; at a future time ¢; > ¢;,. This is due to the fact that AV
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signatures are sometimes refined by the AV vendors to reduce possible false positives and
more specifically characterize the malware samples (e.g., by assigning a sample previously
labeled as “generic” to a more specific malware family). To take this into account, the historic
archive of malware labels used by VAMO should be kept updated. This may be done by
either periodically re-scanning the malware dataset, or by querying online services such as

virustotal.com.

4.7 Conclusion

In this chapter, we presented a novel framework, called VAMO, that provides a fully automated
assessment of the quality of malware clustering results. Previous studies propose to evaluate
malware clustering results by leveraging the labels assigned to the malware samples by
multiple AVs. However, they require a manual mapping between labels assigned by different
AV vendors, and are limited to selecting a reference sub-set of samples for which an agreement
regarding their labels can be reached across a majority of AVs.

Unlike previous work, VAMO does not require a manual mapping between malware family
labels output by different AV scanners. Furthermore, VAMO does not discard malware samples
for which a majority voting-based consensus cannot be reached. Instead, VAMO explicitly
deals with the inconsistencies typical of multiple AV labels to build a more representative
reference set. Our evaluation, which includes extensive experiments in a controlled setting
and a real-world application, show that VAMO performs better then majority voting-based
approaches, and provides a way for malware analysts to automatically assess the quality of

their malware clustering results.
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Chapter 5

Conclusions and Future Work

In this dissertation, we present two effective machine learning frameworks to tackle challenging
problems in the domains of cancer prediction and malware clustering. Our frameworks
successfully improve the learning outcomes by using cluster validity analysis to reduce label

uncertainty.

5.1 ROMP

We have introduced certain novel features for identifying cancer-causing mutations in the
cancer kinome, and we have also utilized various feature selection methods to evaluate our
proposed features. Our experiments provided insight into the relationship between different
levels of evolutionary conservation and the functional effect of mutations, a consequence of
the novel features introduced.

Given the COSMIC dataset with certain degrees of uncertainty, we use multiple classifiers
to construct a high performance ensemble classifier to identify the rare oncogenic mutations.
We also use EM clustering and our self-invented cluster validity metrics to improve the

learning outcomes from the ensemble classifier as well as to identify suspicious mutations in
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the dataset. Our framework not only successfully identified rare oncogenic mutations, but
also provided useful guidance for further experimental follow-up - in particular, an assay
of the kinase activity of a few of the mutant forms predicted with the highest confidence
could confirm these predictions and indicate the most promising targets for pharmaceutical
inhibition.

As our catalog of known causative mutations improves we can further improve our
prediction system, to build a more sophisticated model to differentiate between causative and
non-causative mutations in cancer. Moreover, our work could be extended to a prediction tool
with clinical value, as well as providing a basis for further investigation into the relationship

between protein evolution and disease.

5.2 VAMO

We presented a novel framework — VAMO, that provides a fully automated assessment of the
quality of malware clustering results. Unlike previous work, VAMO does not require a manual
mapping between malware family labels output by different AV scanners. Furthermore,
VAMO does not discard malware samples for which a majority voting-based consensus cannot
be reached. Instead, VAMO explicitly deals with the inconsistencies typical of multiple AV
labels to build a more representative reference set. Our evaluation, which includes extensive
experiments in a controlled setting and a real-world application, shows that VAMO performs
better than majority voting-based approaches, and provides a way for malware analysts to
automatically assess the quality of their malware clustering results.

Using AV labels to build a reference clustering has some potential limitations, even though
the label inconsistencies can be mitigated using VAMO. For example, we need to take into
account that the features used by the AVs to characterize malware samples and assign them

to a given malware family may be different from the features used by a third-party malware
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clustering system to measure the similarity among samples. However, AV label-based cluster
validity analysis, especially when fully automated such as in VAMO, is certainly a valuable
tool that can assist malware analysts in the analysis of their malaware clustering results. On
another note, the historic archive of malware labels used by VAMO should be kept updated.
This may be done by either periodically re-scanning the malware dataset, or by querying
online services such as virustotal.com.

VAMO computes the distance between two malware samples by computing the median
among the shortest paths in the AV Label Graph between all pairs of labels assigned to the
two samples by different AV scanners. It would be interesting if we can apply sophisticated
graph theory and/or complex mathematical models to effectively calculate this distance. This

may result in better performance of the framework.
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Appendix A

ROMP — Supplemental Materials

Supplemental materials for Chapter 3 is compressed as a zip file available at our ECML

website. The detailed breakdown of the appendix file is described as following.

e A0. Experiment Design and Corresponding Records. Descriptions of the underlying
datasets for each computational experiment, including the folder name of corresponding

results in Ab.

e Al. Feature Selection Results. The detailed feature selection records of the 5 selection

methods with 10-fold cross-validation.
e A2. Ranking of 177 Single-Observation EGFR Mutations in COSMIC v50.
e A3. Ranking of 165 Single-Observation EGFR Mutations in COSMIC v57.

e A4. Ranking of 71 Single-Observation EGFR Mutations in COSMIC v50 that were
observed more than once in COSMIC v57.

e A5. Detailed Experiment Records and Results. Detailed experiment results shown in

Chapter 3, detailed mappings to experiment settings is described in AQ.

http://ecml.uga.edu/dissertation /manchonu/appendix.zip
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Appendix B

ROMP — Alternative Ranking and
Analyses of EGFR Mutations

Experiments presented in this section are based on the most updated COSMIC dataset,
version 57 (partially referencing version 50 for filtering purpose).

These experiments are composed with different combination of training and testing
datasets to thoroughly analysis the robustness our combined multiple classifiers method, as
well as to provide clearer guidance for the usage of our prediction results for your further
analysis.

The detailed settings of the experiments are summarized in Table B.1 The statistics of
the dataset for experiment IV is presented in Table 3.20. The detailed records of experiments
introduced in this section are given in Supplement Ab5.

Experiment IV.1 are designed to use the mutations (Kinase domain) in COSMIC v57
dataset whose frequency greater than 1 as positive set, to predict the 106 EGFR mutations
that commonly appears in both the COSMIC v50 and v57 dataset with frequency equal to 1.

The positive dataset for training of experiment IV.2, IV.3, and IV.4 includes mutations

(Kinase domain) in COSMIC v57 dataset whose frequency greater than 1, by excluding the 71
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Table B.1: Experiment Setting IV — Based on COSMIC v57 Dataset

Experiment Training Set

Testing Set (Prediction)

IV.1

Frequency greater than 1

106 EGFR mutations that appears in

both the COSMIC v50 and v57 dataset
whose frequency equal to 1

IV.2

Frequency greater than 1, exclude the
71 EGFR mutations whose freq were 1
in v50 but > 1 in v 57

71 EGFR mutations that appear only
once in COSMIC v50 turn into appear
more than once in COSMIC v57

IV.3

Frequency greater than 1, exclude the
71 EGFR mutations whose freq were 1
in vb0 but > 1 in v 57

177 EGFR mutations in the COSMIC
vb0 dataset whose frequency equal to 1

V4

Frequency greater than 1, exclude the
71 EGFR mutations whose freq were 1
in vb0 but > 1 in v 57

165 EGFR mutations in the COSMIC
vb7 dataset whose frequency equal to 1

IV.5

Frequency greater than 1, exclude all
EGFR mutations

165 EGFR mutations in the COSMIC
vH7 dataset whose frequency equal to 1

IV.6

Frequency greater than 1, exclude all
EGFR mutations

All (253) EGFR mutations in the COS-
MIC v57 dataset (includes those in COS-
MIC v50)

Table B.2: Training Dataset based on COSMIC v57 — Experiment Setting IV.

Experiment  Causative Non-Causative Total
IV.1 226 331 957
IV.2/3/4 155 331 486
IV.5/6 138 326 464

Training set sizes obtained from COSMIC v57 and SNP@Domain under several criteria.

EGFR mutations whose frequency was 1 in COSMIC v50 but later on increased to more than

1 in the v57 dataset. Experiment IV.2 is very interesting because testing dataset shows how

those 71 EGFR mutations that appear only once in COSMIC v50 turn into appear more than

once in COSMIC v57 are classified. This is also a further confirmation to Experiment II.1 (see

Section 3.7), in where we use COSMIC v50 FG1 as training dataset. Experiment IV.5 and

IV.6 should be given some attention as they help to clear the suspicion of the training set of
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our previous experiments. The training set of previous experiments include EGFR mutations
whose frequency are greater than one, while all the EGFR mutations are completely excluded
from the training set in these experiments, and the testing set (prediction) includes 165
EGFR mutations whose frequency equals to one (IV.5) and all EGFR mutations regardless

of their frequencies (IV.6). In sum, IV.5 is a subset of IV.6.

B.1 Performance of Individual Classifiers with Exper-

iment Setting IV

Table B.3 shows the F-measure of the 11 trained classifiers with 10-fold cross-validation
of Experiments [V. Similarly, the differences of performance between the 11 classifiers are
inconspicuous within each experiment, though SVM and tree classifiers perform slightly
better in most cases.

Table B.3: Accuracy of 11 Trained Models — Experiment Setting IV (COSMIC v50 and v57 Mixed).

Algorithm Experiment IV #
1 2/3/4 | 5/6
J48 (Tree) 0.968 | 0.971 | 0.981
Random Forest 0.962 | 0.963 | 0.952
NB Tree 0.948 | 0.949 | 0.939

Functional Tree 0.969 | 0.969 | 0.978
Decision Table 0.931 | 0.919 | 0.918

DTNB 0.970 | 0.967 | 0.978
LWL(J48+KNN) | 0.962 | 0.965 | 0.978
Bayes Net 0.959 | 0.959 | 0.974
Naive Bayes 0.946 | 0.947 | 0.946
SVM 0.973 | 0.971 | 0.976

Neural Network 0.968 | 0.959 | 0.961
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B.2 Analysis of Single-Occurance Mutations in COS-

MIC v50 Replicated in COSMIC v57

Experiment IV.2 is another interesting experiment which re-prioritize the five mutations we
picked in Section 3.7 with the most updated dataset — COSMIC v57.

As Table B.4 shown, the S-Score of G724S, L861R, and L858Q) are all greater than
0.9; the S-Score of T725M and E746K are 0.8170 and 0.7145 respectively. All the S-Score
indicates a relatively high probability of being a causative mutation. Although the U-Score
of E746K and L861R drops to 0.5960 and 0.5760, they are still being counted as causative
by the unsupervised learning module, but not having as high probability as the supervised
learning module predicted. However, the interesting observation goes to G724S and L858Q).
They both have very high S-Score and U-Score, but they were not classified as causative
in the cell-based assays. This indicates that there are additional nuances in the oncogenic
mechanisms that remain to be incorporated into our models. This does not necessarily mean
that G724S and L858() are not oncogenic, as these mutations might instead lead to the
activation of other phosphorylation sites that we have not analyzed — not to mention that
activation of downstream pathways including ERK1/2; AKT and JAK/STAT are controlled
by specific phosphorylation sites in EGFR [125-130]. A higher level of EGFR phosphorylation
is often linked to malfunctioning of downstream pathways, which in turn leads to abnormal

cell growth and proliferation.

Table B.4: Ranks of the 5 Selected Mutations with Experiment Setting IV.2.

Gene S-Score U-Score 538/5U Position WT Mutant
EGFR 0.9295 0.8436 0.8865 724
EGFR 0.8170 0.7221 0.7696 725
EGFR 0.7145 0.5760 0.6452 746
EGFR 0.9085 0.8096 0.8591 858
EGFR 0.9137 0.5960 0.7549 861

CECofHaR
TO =z
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B.3 All COSMIC v57 EGFR Mutations Withheld as

A Test Set

In experiment IV.5 (see Table 3.19) we wonder if all mutations of a single gene (EGFR in this
case) are withheld from the training set, then how would the classifiers trained on mutations
in other genes classify the mutations in the missing gene. The testing set of experiment IV.5
is the 165 EGFR mutations in the COSMIC v57 dataset whose frequency equal to 1, therefore
it is intuitive that we should select experiment II1.2 for comparison as we have already proved
the robustness of the training models in II1.2. In the 165 single-observation EGFR mutations,
we gradually selected the top 50% to 5% (with step size of 5%) ranked mutations from the

predictions of experiment I11.2 and IV.5, then count the overlaps between them.

100% A
90% A%
80% -
70%
60% -
50%

40% -

Level of Match

30%
20%

10% -

0%

50% 45% 40% 35% 30% 25% 20% 15% 10% 5%
Top X% of Ranked 165 EGFR Mutations

Figure B.1: Level of match between Experiment I11.2 and IV.5.

As illustrated in Figure B.1, excluding all mutations that belong to a single gene from
the training dataset does not result in a robust classifier. Ideally, the predictions of these

two experiments should match fairly closely, but here we see the closest matching occurs at
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the top 50% threshold, at which point less than 80% of the ranked mutations between two
prediction sets are match, and the proportion of matched predictions even drops to 12.5% at

the top 5% threshold.
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