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ABSTRACT

Effective management of interaction context, user incentivization, and optional
privacy controls benefit participatory sensing mobile applications for environmental
and health monitoring by improving the quality and quantity of data shared. This
work provides a conceptual framework for these challenges and the tradeoffs between:
context and resource consumption, context and user effort, privacy and utility, and
user incentivization. The expression of these issues is explored through two case
study applications—CyanoTracker and PillSafe.

Mobile applications for citizen science may automatically consider and capture
the context surrounding interaction with citizen science projects. This data may
include the time, date, location, weather conditions, and other data useful to the
application.

Encouraging participation in these projects requires consideration of user moti-
vations as well as the potential incentivization mechanisms. These reward systems
must value a report in the context of the application as it relates to the quantity
and quality of data received. The burden associated with report submission should

evaluated and factored in to the incentivization strategies.



Privacy-conscious individuals may be hesitant to participate in citizen science
projects which do not provide adequate control over the degree of information
sharing. A balance should be struck between preserving privacy and providing high-
quality data to the project.
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gamification, cyanobacteria, privacy, context
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CHAPTER 1

INTRODUCTION

Citizen science provides opportunities to involve the layperson in the scientific pro-
cess. This allows large-scale participation in monitoring and data collection projects.
These contribute to the effectiveness of environmental and health-monitoring pro-
grams by increasing the volume of contributed data. The projects that benefit from
citizen science approaches range from conservation biology, water quality moni-
toring, population ecology, and other monitoring programs. It has been noted that
citizen science is required for large-scale environmental science [48]. The authors
in [6] note that citizen science projects have been remarkably effective in advancing
scientific knowledge. It is noted that data may be collected on a larger scale and
over longer time periods using volunteer contributions [14].

Mobile and smart devices have enhanced citizen science projects by providing
readily available platforms running applications tailored to the individual program
needs. These internet-connected devices simplify the communication of collected
data with interested parties. The software programs running on these devices face
several issues and challenges, including accessibility, changing technology [48], man-
agement of interaction context, user incentivization, and privacy protection.

Effective management of interaction context, user incentivization, and optional
privacy controls benefit participatory sensing mobile applications for environmental
and health monitoring by improving the quality and quantity of data shared. This
work examines these three issues in detail as they relate to the implementation of

two case-study applications: CyanoTracker and PillSafe. The capture (and use) of



contextual information surrounding observations may improve the quality of reports
received and may simplify the reporting process. User incentivization concerns con-
vincing users to participate in a project and goes further to help promote long-term
engagement. User privacy controls ensure more privacy-conscious users’ concerns

regarding participation are minimized.

1.1 CONTRIBUTIONS

The contributions of this thesis are: to provide a conceptual framework for the
tradeoffs between context and resource consumption, the capture of context and user
effort, the tradeoff between privacy and utility, and user incentivization. Adequately
addressing these challenges enable the creation of more user-friendly and effective
citizen-science applications.

The capture and use of interaction context reduces the burden placed on the
user and may improve the quality of data received. When a user engages in a par-
ticipatory sensing project they volunteer some of their time and other resources
to communicate some sensory data to concerned parties. Deployed on sensor-rich
mobile devices, these applications may combine the core observation of the report
with any relevant metadata obtained regarding the incident. These report details
may also be synthesized with external data sources (e.g. weather, satellite imagery)
upon report filing or may be done afterwards. When a user self-reports a geographic
location they may make mistakes or may only know the nearest street address. This
user-provided location description may not be precise enough for some applications.
The use of GPS coordinates obtained by the device provides a more reliable source of
information. By leveraging available information sources we simplify the interaction
with citizen-science applications and improve the quality of transmitted data.

User incentivization is a particular challenge facing citizen-science applications.

Users must be first convinced to start participating. A second challenge is ensuring



continued participation as the novelty wears off and users become disinterested.
This becomes a greater issue as the requirements placed on the user increase. These
motivations vary from person to person, may be intrinsic or extrinsic, and may relate
to the interests and background of the individual. Mechanisms that incentivize users
must consider these motivations, the value of user contributions, and handle abusive
or exploitative use of the system. Adequately understanding user motivations and
implementing appropriate incentivization strategies helps to get users participating
in meaningful ways and to keep them interested in the long term.

Customizable privacy controls provided to users may promote participation by
those more concerned individuals. These measures must strike a balance between
allaying user concerns and providing high-quality data to the project. By sharing
less information or by deliberately sharing less accurate data than possible we may
improve the privacy of the user but reduce the benefit to the project. If we are
unable to share the precise geographic location of a report but are instead able to
provide only a coarse description we have reduced the value of this report. These
controls may also interrelate with the incentivization scheme. Finding a balance
between privacy options and report quality seeks to get as many users as possible
participating whilst maintaining the best degree of precision possible at the same
time.

The remainder of this work is organized as follows. Chapter [2| describes citizen
science, its history, some notable applications and related works. Chapter [3| details
two case study applications developed as part of this work. The role of context in
mobile citizen science applications is discussed in Chapter 4] User motivation and
incentivization is covered in Chapter [5] User privacy is considered in Chapter [6]
Chapter [7] details the experimental evaluation and results. Concluding remarks and

future work are contained in Chapter [§|



CHAPTER 2

BACKGROUND & RELATED WORK

Mobile applications for environmental and health monitoring are built off ideas
relating to citizen science more generally and those associated with mobile applica-
tions as well. These exist in the intersection between the two ideas. Each come with
their own set of challenges. While citizen science projects require attention to the
ideas of context, user incentivization, and privacy, mobile applications place some
additional constraints concerning network connectivity, battery life, and the limited
user interface. Effective management of interaction context, user incentivization,
and optional privacy controls benefit participatory sensing mobile applications for
environmental and health monitoring by improving the quality and quantity of data

shared.

2.1 CITIZEN SCIENCE

Citizen science, or crowd-sourced science, brings the layperson into the scientific pro-
cess as active participants. This typically takes the form of an individual assisting
in the data collection, organization, categorization, or analysis processes of a scien-
tific project [48]. The idea is that, in certain instances, even the uninitiated may
contribute meaningfully to a scientific study. This involves, at the very least, a user
volunteering some of their free time to participate. It may additionally involve the
user spending some resources. The authors in [48] note that the burden involved
may vary from project to project. Further, travel may be necessary or there could

be urgent time-sensitive needs of the project that involve asking a user to go out of
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their way to participate. Both of these cases are increasing what is being asked of
the user.

Citizen science has been applied to studying a wide variety of problems, many of
which fall into the category of environmental monitoring. Some examples include:
studying bird populations, tracking marine debris, monitoring bee population statis-
tics, estimating the personal environmental impact, detection of potholes, gut micro-
biome diversity, galaxy classification, lake water quality, the discovery of prime num-
bers, the search for extraterrestrial intelligence, and many others.

The history of these projects is a long-standing one, although the term citizen sci-
ence is more recent. An early example of this is the Christmas Bird Count, known as
“the nation’s longest-running citizen science bird project.” This project was started
on Christmas Day 1900. Today, tens of thousands of volunteers participate from
December 14 to January 5 to report on bird populations. This data is shared with
Audubon researchers, conservation biologists, and other parties [3].

The Great Internet Mersenne Prime Search (GIMPS) was founded in 1996 and
allows users to contribute computational resources of their computers to the task
of discovering new prime numbers. To date this project has led to the discovery of
15 additional Mersenne primes and in January 2016 found the largest known prime
and the 49th Mersenne prime [2].

The Search for Extraterrestrial Intelligence (SETI) created a project that enabled
users to have internet-connected computers contribute to the search by analyzing
collected data. This project, known as SETI@home, was launched in May of 1999 [I].

A more recent project, the Marine Debris Tracker, seeks to monitor and track the
presence of debris on the coastline. This project was started in 2010. Since inception
the project has received reports by thousands of users and logged over three quarters

of a million pieces of litter [4].



2.1.1 SENSING APPLICATIONS

Many of these applications involve the reporting of some type of sensory informa-
tion (visual, auditory, ambient temperature, and others). These applications are
frequently found in the domain of environmental monitoring and are often enabled
by the use of mobile applications. These measured sensory signals are shared with
research projects that aggregate and analyze the reports. The reporting method
can be broken generally into one of two possible categories: participatory or oppor-
tunistic. The choice depends largely on the particular application and desired trade-

offs.

PARTICIPATORY SENSING

Participatory sensing applications are those in which the user makes a conscious
choice to meet some application requests [37]. This represents a typical approach
taken by many applications, including the Christmas Bird Count, LAKEWATCH,
Marine Debris Tracker, and Parkscan—a project for reporting problems with public
park conditions. This interaction method requires that the user actively consider
participation and fails if when they do not.

An example of this reporting strategy is the Marine Debris Tracker, which uses
a mobile application to allow users to submit images of debris along coastlines [34].
The CyanoTracker application discussed in this work is also of the participatory
sensing paradigm. These applications typically leverage human reasoning to identify

and report data of interest.

OPPORTUNISTIC SENSING

Opportunistic sensing applications are those in which reporting is done automat-
ically when some state matches application requirements [37]. These applications

wait until conditions are of interest to the project and report at that time. This



may typically take place on a mobile device where periodic checks may be made of
some sensor waiting for a desirable state change.

Challenges associated with opportunistic sensing include determining and
adapting to the device sampling context, sensory coverage, and privacy [7].

An example of this type of application is the pothole detection application
described in [23]. Instead of continuously uploading all acceleration data to the
project, the accelerometers of the device may be constantly monitoring for the jerk
experienced when a car hits a pothole and, upon detection, submit only that event.
In this way we are able to reduce the communication overhead and participate in

the project more effectively.

2.2 MOBILE PLATFORMS

Mobile applications for citizen science provide benefits that ease participation by
users and may enhance the quality of user contributions. Smart devices may sim-
plify user interaction by providing menus and icons from which a user can choose
instead of requiring strictly text-based input [43]. Research shows that when data
accuracy is very important and suitable software is employed, mobile devices provide
a desirable platform for data entry [32]. The authors in [49] note that data entry into
mobile devices is the next logical step after paper forms and personal computers. The
ubiquitous nature of smartphones provides users an ever-ready tool for capturing and
communicating data to associated projects. Modern devices provide a wide variety
of built-in sensors. The authors in [42] note that mobile devices are becoming mobile
sensory instruments by the inclusion of sensors for noise pollution, UV levels, water
quality, and more. Participation is simplified through programming of convenience
features and by automating the capture and input of data. Mobile applications
are capable of implementing both participatory and opportunistic reporting mech-

anisms.



2.2.1 CHALLENGES FACING MOBILE PLATFORMS

The design of mobile applications for citizen science involves challenges including:
hardware extensibility and compatibility, sensor calibration, capture and use of con-
text, user incentivization, protection of privacy, limited battery life, a limited user
interface, network connectivity, and bandwidth costs. In this work we examine three
of these issues—context, incentivization, and privacy—through the development of
two example applications concerning environmental and health monitoring. Effective
management of interaction context, user incentivization, and optional privacy con-
trols benefit participatory sensing mobile applications for environmental and health

monitoring by improving the quality and quantity of data shared.



CHAPTER 3

APPLICATIONS

The three challenges addressed in this work have been expressed through the
development of two case-study applications: CyanoTracker and PillSafe. The
CyanoTracker project seeks to address the environmental issue posed by blooms of
harmful toxin-producing algae. PillSafe concerns medication safety as users report
the desire to take an over-the-counter medication. This chapter details these two
applications, providing background of the problem, implementation details, and
presenting experiment results. In each application we consider the use of context,

user motivation, and privacy protection.

3.1 CYANOTRACKER

The goals of the CyanoTracker project are to fuse the citizen science approach
with traditional means of monitoring cyanobacterial growth. This includes a mobile
reporting application as well as the use of social media platforms. Data from these
two channels are combined with data obtained from a wireless sensor network (WSN)
and from satellite imagery. This information is fed into an analytics system that seeks
to provide an improved early detection and monitoring platform for cyanobacteria.

Figure depicts an overview of the CyanoTracker system. It depicts the indi-
vidual reporting components contributing to the project. Mobile devices in the top
left communicate via cellular networks or via Wi-Fi when present. Other computers
connect via the Internet. Satellite imagery, depicted in the top right, is fed into

the system. Scientists provide the results of water sample testing (depicted at the
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Figure 3.1: CyanoTracker system overview

bottom of the figure). The CyanoTracker service components are depicted on the

right, consisting of servers, workstations, and participating researchers.

3.1.1 CYANOBACTERIA

Cyanobacteria, or “blue-green algae”, are photosynthetic microorganisms capable of
producing toxic substances. These toxins may affect the nervous system, liver, and
skin [18, 12]. There are more than 60 identified toxins associated with cyanobac-
teria [36]. Their presence impacts water sources around the world, and may have a
substantial impact on the ecosystem in both the short and long term [3I]. Cyan-
otoxin exposure in freshwaters has affected humans and animals with illness, and

even death, in over 50 countries and at least 36 states in the United States [29)].
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Table 3.1: Impact of Cyanobacteria, Indian River Lagoon, 30 year

Tourism & recreation $3 billion USD

Property values $1.2 billion USD

Commercial fishing $87 million USD
Total ~ $4.3 billion USD

Data from the ’Save our Lagoon’ project [46]

Several factors affect the size and growth of these populations, including sunlight
exposure and nutrient levels in the water. While the absolute levels of nutrients
matter the relative proportions are also important. Additional growth factors that
may influence the potential for cyanobacterial dominance include CO2, pH, and
salinity [41]. Explosive growths of these algae populations are known as harmful
algal blooms (HABs).

In addition to the direct effects of cyanotoxin exposure, dissolved oxygen in
the water is depleted as organic matter decays. This may secondarily lead to fish
kills resulting from oxygen deprivation [12]. Birds may be poisoned by consuming
affected vegetation and, in the case of carnivorous birds, through preying on affected
animals [52] [40]. Livestock may become sick upon consumption of affected water.
Fertilizer and manure run-off my nutritionally enrich teh water on farms [12].

Cyanotoxins have also been responsible for human poisonings and, in at least
one documented event, fatalities [0l [10]. HABs impact nearly all water-based
recreation activities, leading to concerns about the impact on tourism-dependent
economies [12]. In Brevard County, Florida, for example, losses have been estimated
at approximately $4.3 billion USD over a 30 year period [46], a breakdown of which
is provided in table 3.1} Current environmental trends indicate that the problem is

likely to worsen as climate change continues to progress [41].
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3.1.2 MONITORING

Traditional means for monitoring cyanobacterial growth include: visual inspection,
water abstraction and laboratory testing, satellite remote sensing, and uv spec-
troscopy. Each of these approaches is associated with certain strengths and weak-
nesses and may require varying degrees of expertise and access to equipment.

The traditional approach for monitoring cyanobacterial activity is for a site
inspection to be performed to evaluate the water for discoloration, scums, and
water clarity. The water may also be tested for parameters such as levels of nitrate,
ammonia, and phosphorus. Water samples may be inspected to identify the microor-
ganisms present. These techniques may involve the use of specialized equipment in
the field or laboratory such as: Secchi discs, depth samplers, submersible probes,
and photometers. [12].

A citizen science project known as the Florida LAKEWATCH program has vol-
unteers collect samples of water for sending to labs for testing. These volunteers
must undergo a short training process prior to participation which increases the
requirements placed on the user. This program has, however, found that the values
for total phosphorus, total nitrogen, chlorophyll content, and other crucial param-
eters were correlated strongly between samples taken by professionals and those
taken by trained volunteers [§].

Remote sensing of cyanobacteria presence is possible through the use of satellite
imagery. Phycocyanin, a chemical found in cyanobacteria, exhibits spectral reflection
and absorbance patterns which may be used for detection. An absorption feature
near 630 nm and a reflectance peak near 650 nm are used successfully by the MERIS
satellite for the detection of phycocyanin [36]. One drawback to these approaches
is the sampling period associated with the orbiting satellites. For example, MERIS
has global coverage every 3 days [5]. Additionally this mechanism is not capable of

use as an early detection system as the biomass required for detection by MERIS is
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above the threshold already considered as a bloom. Additionally, Kahru notes in [35]
that detection of cyanobacterial blooms by satellite is possible with the formation
of dense accumulations near the surface of the sea. Another satellite imaging sensor,
known as MODIS, has an advantage of a daily revisit time, but the drawback of
a coarser spatial resolution. The authors in [I1] argue for “fusion” of data from
MODIS and MERIS that outperforms traditional models for predicting microcystin
distributions in Lake Erie.

These spectral properties may also be used for detection by deployed sensors on
a body of water or by hand-held spectrometer. These may be deployed as part of
a wireless sensor network that monitors several locations of interest on a body of
water. A benefit to this approach is the specificity with which we may locate the
devices and the frequency with which measurements may be taken. To be robust
these approaches must handle significant variability in several parameters of water
quality [44]. Models trained on samples collected from one site may have difficulty
being applied elsewhere if they are not robust to these additional characteristics. In
addition to fixed-location sensors, it has been suggested to make use of autonomous

vessels which may sample from an increased coverage area [33], 20].

3.1.3 CYANOTRACKER

The CyanoTracker project seeks to augment the traditional methods of detecting and
monitoring cyanobacteria with a citizen-science based reporting tool which allows
users to submit photographs and reports of suspected HABs. These photographs
are ideally location-enabled and timestamp-embedded to provide the most detailed
information possible.

This application is implemented as a traditional client-server architecture, with
a web service and corresponding mobile applications for Android and iOS. The app

allows the user to capture photos or to submit previously captured photographs
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along with any necessary text or additional information. These reports may serve
as an early detection mechanism as users visiting bodies of water are encouraged to
report any suspect algal activity.

The goal of this application is not to replace traditional means for detection and
monitoring, rather to augment them. The reports gathered by the citizen-science
application may then be used to drive the application of other, more precise, and
perhaps more expensive, measurement techniques.

The design of this application must consider a few peculiar features of our
problem. This includes the potential for poor network access at reporting loca-
tions, report sparsity, and irregular and asynchronous report intervals. We address
these challenges through application features such as queued report submission and

incentivization mechanisms.

SERVICE IMPLEMENTATION

The CyanoTracker service is implemented as a set of web servlets that accept reports
from clients and maintain a database of submitted reports. This service then sup-
ports querying of this data by involved parties and may be used for analysis and
mapping of cyanobacterial activity. Photographs are stored for potential future pro-

cessing. A depiction of the service implementation layers is given in Figure [3.2]

CLIENT IMPLEMENTATION

The CyanoTracker clients are implemented as mobile device applications available on
both the Android and iOS platforms. These are deployed as native “apps” released
in the respective marketplaces as opposed to a strictly web-based interface. The
Android version currently supports devices of version 4.4+ and the iOS version
9.3+. The clients additionally make use of the Fabric/Twitter APIs and Google
APIs.

14
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Figure 3.2: CyanoTracker Service Layers

The Android client additionally makes use of a networking library known as
OKHTTP which is used to handle communication with the server. The Apache
Commons IO library is used to provide various file input and output operations.
The aFileChooser library provides some additional functionality. The Android appli-
cation APK is currently under 5 MB. Care has been taken to ensure that as few
permissions are required of the device as is possible to avoid needlessly alarming
users considering installation.

The iOS client has been developed for phones and tablets running iOS version
9.3 and above. It has been written in the Swift programming language. A networking
library known as Alamofire is used for handling communication with the server. The
iOS version of the app is approximately 15 MB. The primary difference in application
size here is the inclusion of separate image resources for various additional screen
configurations.

In order to reduce incurred network costs, be robust to network disconnection,
and to reduce energy expenditure, the app may be designed so that reports collected
in the field may be reported later, asynchronously. This may be when the user has a
better network connection, has a WiFi connection, plugs the device into a charger,

or perhaps other triggering events. This client will maintain some user identification
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or authentication and transmit this along with reports. Users should be able to
authenticate to a variety of popular third-party or social media platforms for ease-
of-use while also providing a potential channel for communicating awareness of the
project. For example, a user might be encouraged to tweet about their participation
in the project after submitting a report to CyanoTracker.

An example of the user interface of the application’s main screen during the
reporting process is depicted in Figure [3.3] There is a short message about the
project as well as buttons to use third-party authentication mechanisms provided
by Twitter and Google. Users are also allowed to participate based solely on their

provided email address.

%, .4 59%d 3:50 PM
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CyanoTRACKER is a water-quality
application for reporting harmful algal
blooms (HABs) in lakes, ponds, etc.
Please help us combat this environmen-
tal problem by reporting algal blooms in
your neighborhood water bodies.

To learn more about the project, please
visit
http://www.cyanotracker.uga.edu/

-

3 Log in with Twitter

L
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G Sign in with Google

D

Email (optional): a

FAQ |

Figure 3.3: CyanoTracker application screenshot — main screen
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Figure depicts the user interface of the application’s data entry screen during
the report process. This example shows the interface with after taking an image
which provides the contextual features of the location and time & date of capture.
This information was automatically populated by the context handling procedures
of the application. This screen also allows the user to provide any additional details
they feel are relevant to the report. The user may finally submit the report or clear

the form and start the report process over.

W 4. .4 58%m 3:52 PM

The University of Georgia

Remove photo
\_

lat.:33.86306, long.:-83.47833

2016:07:16 08:22:19

Noticed floating material in pond.

kS

Figure 3.4: CyanoTracker screenshot — report screen with automatic context

An example of the reporting process when there is no contextual information
available or permitted is given in Figure [3.5 In this configuration the user was

required to enter each field individually. For the date entry there is a popup calendar
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which simplifies and improves the accuracy of the capture compared to manual text
entry. The location precision is decreased here compared to the GPS captured values
as the user was required to enter the location to the best of their recollection /

understanding. This provides a much more coarse measure of the location.

N 4. .4 56% 3:58 PM

e

Attach photo

Lake Oconee

Cob creek

Greensboro

7/6/2016

Noticed cloudy green water near
railway|

Submit report Clear report

Figure 3.5: CyanoTracker screenshot — report screen without captured context

These screenshots depict a few possible examples of the user interface provided
during the reporting process. Other parts of the application include a frequently
asked questions (FAQ) section and a page thanking the user for their participation
after a report has been filed. Later iterations of the application also allowed users
to determine how many points they had accumulated through their participation in

the project.
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REPORTS

The basic requirements for a report to the CyanoTracker project are minimal. An
observation location and date are mandatory. Users may include a photograph,
which is ideally location-enabled and containing metadata regarding the camera

itself and the capture date and time. The basic outline of the report filing process

is listed in Figure (3.6}

Picture
To Share?

Choose Image

Coords

Present? Extract Coords

Enter Location

V¥

Enter Observations

Submit Tweet

Submit Report

Figure 3.6: CyanoTracker Report Workflow

A simplified data model of a report is depicted in Figure [3.7 One point to note
here is that a report may have several associated observations. This may include
the initial report filed by a user as well as follow-up reports made by researchers or

field technicians as additional detection and monitoring techniques are applied.
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Report | 1 1..* | Observations
+contains

0.*
+pertainsTo +madeBy
1

Location User

Figure 3.7: Simplified object model

3.2 PILLSAFE

3.2.1 INTRODUCTION

The Food and Drug Administration (FDA) defines a medication error as “any pre-
ventable event that may cause or lead to inappropriate medication use or patient
harm while the medication is in control of the health care professional, patient, or
consumer.” [27] These errors are made by both patients and their caregivers and
may occur in a variety of settings from the emergency department to the home. A
2007 figure estimates the costs of preventable medication errors (across all settings)
at almost $4 billion USD [24]. The FDA notes in [26] the receipt of over 95,000
voluntary reports of medication errors between the years 2000 to 2009.
Over-the-counter (OTC) medications require special consideration due to their
high accessibility and lack of required professional oversight during use. This leaves
patients and their caregivers with the responsibility of ensuring safe medication
use. In [47) [39], it has been shown that patients, particularly those with low health
literacy or socio-economic status, may have difficulty understanding drug safety

information. The authors in [50] argue that the language used in drug warning labels
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is at an inappropriately high reading level, potentially making them inaccessible to
some members of the general public.

These matters are made worse by the fact that some products may contain more
than one active drug ingredient, adding complexity to the safety determination pro-
cess. Some drugs are present in a large number of differently named and labeled
products. Acetaminophen, for example, can be found in over 600 prescription and
OTC products [38] and may also be referred to by the additional names: APAP,
Paracetamol, and dozens of brand names. Users must be aware of, and account for,
all drugs administered from all products taken. The authors in [21] detail how users
and caregivers may be unaware of, or seriously underestimating, the potential haz-
ards of nonprescription medications. Some users appear to consider the availability
as an OTC medication as an signal of inherent safety.

Three factors contribute to the potential growth of this problem: the large pro-
portion of adults using OTC medications for themselves and their children [13], the
introduction of new over-the-counter products [28| [13], and the ongoing desire to
reduce healthcare costs. Without intervention, as the population grows, the impact
of medication errors is likely to increase. This assumes the same percentage of users
continue to use these products and do no change their medication safety habits.
The introduction of new OTC products, whether a completely new product or one
transitioning from prescription-only status, may lead to increased consumption of
over-the-counter products. As the necessity to decrease healthcare costs continues to
grow, addressing expenses related to medication errors becomes increasingly impor-

tant, particularly as the problem grows.

3.2.2 BACKGROUND

Efforts have been made on several fronts to reduce medication errors. Doctors and

pharmacists have employed clinical decision support systems, which scrutinize med-
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ical treatments to ensure proper care, for years. Consumers may not have access to
equally powerful tools to assist them in the safe use of OTC medicines. Such systems
would consider pertinent aspects of a patient’s health record as well as the published
medication safety rules. There are static drug-drug interaction checkers available
that do not consider the user health profile nor the passage of time between two
drug administrations. Examples of these applications are found in [15, 22} 51, 19].
Meanwhile, efforts targeted to the consumer have included improved product
warnings, labeling, and packaging. Additionally, there have been ongoing efforts
to improve public awareness of OTC safety issues [26] 25]. These efforts have been
implemented primarily on an as-needed basis to address acute situational needs [45].
Manufacturers themselves have participated in efforts to improve OTC safety in the
interest of public safety. An example of this was the voluntary removal of certain
cough and cold medications (CCMs) marketed for infants from the market. Addi-
tionally the packaging on all over-the-counter CCMs was updated to contraindicate

the use in children under four years of age [30].

RULE ENGINES

Rule engines provide an abstraction for decision making in a system. They provide a
mechanism to separate certain behavior rules out of a system in a way that simplifies
the addition, removal, and changing of these behaviors without the need to modify
the code of the system itself and, therefore, do not require recompilation to make
these changes.

Rule engines have been applied in many different areas in the past. They are
frequently employed in business settings to provide a higher-level abstraction for
decision-making. This allows those without programming experience to affect the

decision making process by authoring rules in a more digestible language. In the
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Figure 3.8: PillSafe application architecture

PillSafe project there is a similar requirement. Ideally those entities in the pharma-
ceutical industry, medical, and regulatory agencies could author rules in a language
tailored suitably to this purpose. The input from these domain experts is then fed

into the rule engine along with information about a user.

3.2.3 ARCHITECTURE

The PillSafe system architecture is depicted in Figure|3.8] Drug data originates from
authoritative sources such as the National Institutes of Health. Currently, rules
are input to the system by special users designated as rule authors. The PillSafe
service maintains a database of drugs and their safety rules. It also may optionally
contain a rule engine responsible for executing safety queries and the relevant patient
information. In other configurations, the patient data and rule engine may be located

on the mobile device. This is done in an effort to protect patient privacy.
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The tradeoffs associated with the placement of the patient data and rule engine
are outlined in Table 3.2] Considering the fact that there are two objects to place
and each has two possible locations we have a total of four possibilities to discuss.
The lowest bandwidth requirements are associated with configurations that have the
patient data and rule engine in the same location. When patient data is stored on
the device while the rule engine exists on the service side, it is necessary to transmit
all pertinent aspects of the patient profile. The same is true when the patient data
is maintained by the service while the rule engine is operated locally.

Privacy is most protected when patient data and rule execution occurs on the
device. This reduces the exposure of patient medical data and the information of the
medications being requested. We strike a middle ground when patient data resides on
the device but the rule execution occurs at the service level. It may not be necessary
for the service to have the patient data in its entirety. Instead, a rule might ask
whether the patient suffers from hypertension; a query that may be answered by
the device without the need to reveal a list of all conditions affecting the patient.
With the patient data stored centrally and the rule engine operating on the device
another tradeoff is struck in terms of privacy. In this configuration, while the service
has access to the patient profile, it does not receive information about every advice
the patient seeks. It will, however, be updated when a patient confirms they are
indeed taking a medication.

Although it reduces the notion of user privacy, maintaining the user profile at
the service level provides some significant benefits. The foremost is an improvement
in data consistency when users interact with the PillSafe service through multiple
devices. Multiple independent histories across devices may lead to inappropriate
safety advice being generated by the system. Maintaining either object on the service
side has the unfortunate effect of breaking functionality in the event of network

connectivity loss.
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Table 3.2: PillSafe Design Choices

Local State Remote State
Local Decision Making Low bandwidth Higher bandwidth
Most private Middle-ground for privacy
Potential loss of state Potential connectivity loss
Remote Decision Making | Higher bandwidth Low bandwidth
Middle-ground for privacy Least private
Potential loss of state Potential connectivity loss

(defrule 0363-0007-03_condition_pregnant

"If pregnant, ask a health professional before use."

(User (OBJECT 7us))

(test (?us hasCondition "pregnant"))

=>

(add (new Advice (SafetyStatus.CAUTION) "If
pregnant, ask a health professional before
use.")))

Figure 3.9: Example JESS rule pregnancy rule

3.2.4 IMPLEMENTATION

A prototype realization of the PillSafe system has been implemented in order to
conduct experiments. In this implementation the rule engine is maintained exclu-
sively on the server side. Experiments have been performed to test both the device-
maintained state as well as centrally stored. The first experiment was to measure
the response times and to determine whether they were reasonable for user requests.
These tests were conducted with varying connection qualities and with varying com-
plexities of user health profiles. Secondly the bandwidth requirements of such a

system as it relates to the length of a user history.
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DETAILS

The server portion of the PillSafe system has been implemented using Java servlets
and was deployed using Apache Tomcat version 7. Services are provided through
RESTful web services. The service was hosted on an 6-core 3.2 GHz AMD machine
with 8 GB of RAM. Requests were made from ethernet, Wi-Fi, and cellular network
connections in order to test the feasibility of use of the application on these various
connection types.

The client is currently implemented as an Android application. The client appli-
cation connects via Wi-Fi to the Internet or through the use of cellular networks (if
available). Messages are exchanged between the client and server using JavaScript
Object Notation (JSON) objects.

The decision-making component of the PillSafe system is the Java Expert System
Shell (JESS) rule engine. This component interacts with Java objects to describe
conditional behavior on these object properties and associated actions to perform.
Recent versions are also capable of running on Android devices. Later we give brief

examples of PillSafe rules implemented using the JESS rule language.

Data

Data for this project was gathered from the DailyMed Structured Product Labeling
(SPL) database, which contained 74,112 listings at the time of original implementa-
tion [I6]. These listings contain all required product labeling information for OTC
products in specially formatted eXtensible Markup Language (XML) documents.
Considering the effort required to manually author rules for the system, a set
of 24 commonly used drugs was chosen. The complete list of these chosen drugs
is found in appendix [A] For each of these, a representative product was chosen.
This was required as some drugs are found in a very large number of products. For

example, an initial search for acetaminophen returned over 3,900 results. The chosen
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product was also allowed to contain additional active drug ingredients. In order to
further narrow the search focus only solid-dosage products from well-known brands
were chosen for consideration.

Relevant sections of each document were then extracted and used for further
processing. This included: the NDC code, product packager, active ingredients list,
administration rules, and safety warnings. The set of allergies, health conditions,
and prescriptions learned through processing of these files constitute the basis of
knowledge of the system.

Each product was then manually codified, as much as possible, in PillSafe using
rules expressed in the JESS rule language. Some exceptions were made for rules that
were particularly difficult to represent or implement in the system.

Several user profiles were created for use in testing the system. The three primary
test users were created to reflect patient profiles of various sizes and complexities.
The first user had no recent drug administrations and took only one prescription
drug. The second user had 8 recent administrations and one disease on record.
The third user had 15 recent drug administrations, two health conditions, and one
known allergy. The few remaining users had much longer histories created for testing

purposes.

RULES

Figure depicts an example rule which states that pregnant users should consult
health professionals before taking Omeprazole (NDC #0363-0007-03), a medication
for treating heartburn, stomach ulcers, and gastroesophageal reflux disease.

One key design goal of the PillSafe system was to provide a domain specific lan-
guage (DSL) for specifying safety rules. The object here was to enable experts from
domains other than computer science, such as those in the pharmaceutical industry,

to author rules using a simple and easy-to-use language. These rules should also

27



$caution condition: pregnant, breast-feeding
If @, ask a health professional before use.

Figure 3.10: Higher-level representation used to generate JESS pregnancy rule

(defrule 0363-0640-08_age_range_4_12

"Children 4 to under 12 years of age: ask a doctor
for directions."

(User (OBJECT 7us))

(test (and (>= (?us getUserAge) 4) (< (?us
getUserAge) 12)))

=>

(add (new Advice (SafetyStatus.CAUTION) "Children 4
to under 12 years of age: ask a doctor for
directions.")))

Figure 3.11: Example JESS rule considering a user’s age

be ready for use in a rule-engine, making the rules themselves directly executable.
Figure shows the same Omeprazole pregnancy rule written in the PillSafe DSL.

Some rules are more complicated than the presence or absence of health con-
ditions or other drugs. There may additionally be restrictions based upon an
individual’s reason for taking a medication. For example there is a rule from an
Ibuprofen-containing product (NDC #10202-647-62) that states “Ask a doctor or
pharmacist before use if you are taking aspirin for heart attack or stroke, because
ibuprofen may decrease this benefit of aspirin.” In this case we must consider the

reason a drug is being taken.
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$caution age_range: 4 12
Children 4 to under 12 years of age: ask a doctor for
directions.

Figure 3.12: Higher-level representation used to generate JESS age rule

(defrule Acetaminophen-overdosage

"Acetaminophen overdose"

(User (OBJECT 7us))

(test (7us exceedsDrugDoseInWindowHours
"acetaminophen" 4000 24))

=>

(add (new Advice (SafetyStatus.WARN) "Use of this
product would result in acetaminophen overdose")))

Figure 3.13: JESS acetaminophen dosage cooldown

An important and frequent consideration for taking medications is that one must
not exceed a certain dosage in some time frame (often defined in a 24-hour time
period). This is a slightly more complicated predicate that requires examining the
recent administration history recorded. An example of this type of rule using the

JESS language is depicted in Figure [3.13]
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CHAPTER 4

CONTEXT

The effective capture and use of interaction context benefits mobile applications for
participatory sensing citizen-science applications by reducing the burden placed on
the user and improving the quantity and quality of data reported. At the most basic
level a report consists of some sensory data to be shared. We may combine this
core sensory information with input from various other sources as well as metadata
about the captured data. An example of this is depicted in Figure [4.1]

An important tradeoff exists between the context capture and the resource con-
sumption. For example, acquiring data from the various sensors on the mobile device
may incur some additional costs. However the utility of the data submitted as a
result is improved. In general contextual information should be automatically col-
lected when available.

A second tradeoff exists between the context capture and the user effort required
for participation in a project. As more data is automatically collected and reported
there is less for the user to do. This tradeoff improves reports by providing addi-
tional data input to the report process. Reducing the user effort helps encourage
participation.

This data may come from a variety of sources but the idea is that it should
not require additional user interaction to include. It is up to the system to manage
and include relevant details. This data may come from additional sensors built into
or connected to the device or from external data sources which may be queried at

report time or possibly after-the-fact and may be collected by the device or on the
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(Other)

Figure 4.1: Contextual information surrounding report

service side. The benefit of performing the additional lookups on the service side is
the reduction in resource demands placed on the mobile device. A depiction of this
setup is given in Figure |4.2]

One issue facing development of these applications is the potential for hetero-
geneity across devices. Devices may include or exclude certain sensors expected by
the application. Additionally the degree of precision may vary across devices. The
software must be capable of handling these in an application-specific way that seeks
to promote the project goals.

The next sections detail the notion of context as it applies to the two example
applications. Each section lists the various aspects of interaction context we are

interested in and how they are obtained. Fallback mechanisms are discussed to
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robustly handle devices with a variety of sensors available. By effectively managing
the interaction context with citizen-science projects we seek to reduce the input

required by the user while improving the precision of the reported data.

External
Data Sources

Sensor

Data

o

> Report

User Input . see

Figure 4.2: Report context sources

4.1 CYANOTRACKER

An interaction with the CyanoTracker service is, at its core, a signal representing
a suspected sighting of cyanobacteria. It is around this message that we attach as
much pertinent data as possible in order to enhance the value of the user partic-
ipation. The interaction context in the CyanoTracker project that provides useful
information includes the device GPS coordinates, time of capture, camera proper-
ties, and user authentication. These contextual features are automatically supplied
by the application. This helps to alleviate the burden on the user and, in turn, helps
to improve the overall quality of reports.

Some additional contextual information may be obtained after report submis-
sion and are thus not required by the device. For example, information regarding
the weather at a reporting location may be obtained by querying historical data

provided by the National Centers for Environmental Information (NCEI), a service
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by the National Oceanic and Atmospheric Administration (NOAA), under the U.S.
Department of Commerce. Due to this easy availability the mobile device does not
collect this information. Figure depicts the basic signal in the CyanoTracker

application as well as the additional context included.

Cyanobacteria report

Signal: I suspect cyanobacteria activity.

Context:

Report timestamp
Device location
Camera properties
User authentication
Historical weather data

Figure 4.3: CyanoTracker example cyanobacteria report format

There are challenges involved with integrating this context. For instance, some
users may deny the ability of the phone to query the GPS coordinates. In this case we
simply take a short text description from the user and accept the reduced precision.

If the user is unwilling to capture and submit a photo through the application
we are also unable to automatically obtain an observation date and time. In this
case the user can enter the time value manually or specify that the report they are
filing is a current observation in which case we may simply grab the time from the
device during the report process.

The CyanoTracker project supports authentication to third-party organizations
such as Google. However, in order to promote user participation the application
still allows users to participate in a (semi) anonymous fashion, not requiring the

authentication to any external system. In this case the metadata associated is not
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related to the third-party authorization but rather some details of the mobile device

itself.

4.2 PILLSAFE

The interaction with the PillSafe project is, at its core, a signal stating “I’d like to
take medication X right now.” The context of an interaction with the PillSafe project
involves several features. These relate to the user’s health conditions, allergies, med-
ication history, and other elements of the electronic health record. These items are
maintained by the application in such a way as to automatically provide any details
possible with the goal to reduce the required input and burden on the user. Medica-
tion administration history is automatically recorded as the user interacts with and
notifies the system. Considering that proper accounting of all medications has been
previously identified as a particular challenge, this is a primary benefit of the use
of this system. The capture and use of context in PillSafe help to ease the burden
placed on the user as well as to improve the accuracy of the data that, in turn,
improves the advice returned by the system.

A query to the system is automatically timestamp-embedded by the device so
that the user does not have to enter this. The results of safety queries are also
stored and become part of the context of the user interactions. That is, if the user
was warned not to take a medication as it would be unsafe and they take it anyway
both of these points are noted. The history of administrations becomes part of the
context automatically and is built on the fly during interactions with the system.
Figure depicts the basic message format for this interaction as well as the various
contextual elements involved.

A challenge facing this system is encountered if users interact with the system
from various devices. In this case it is required that we may ensure consistency across

these devices. An example of this is illustrated by the following scenario: a user
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Over-the-counter medication request

Signal: I'd like to take medication X right now.

Context:

Report timestamp
Health conditions
Allergies
Medication history
Warning history

Figure 4.4: PillSafe example medication query report format

takes medications while at work using PillSafe on their cellphone and later accesses
PillSafe from a tablet at home. If the user took ibuprofen a few times during the day
but this information is only registered on the cellphone, safety queries made later at
night from the tablet may be unable to successfully complete safety determinations
as it only has partial information.

The system must be designed in such a way as to handle this use case. Another
challenge facing this system is the potential to travel through various time zones.
We must be careful to ensure that this does not affect safety queries by allowing
medication administration too soon. We may accomplish this by moving everything
to one magazine.

The user electronic health record may originate from a healthcare professional
and describes the patient’s health conditions in detail. This record may also include
all the prescription and non-prescription medications being taken by the user. This is
more effective and complete than expecting the user to make a complete accounting

for their health status.
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An example of the information relevant to user queries, including contextual
information, is demonstrated in Figure [£.5] By automatically constructing and
including as much information as possible we simplify the interaction with PillSafe
whilst also increasing the quality of the data being sent by the user. This, in turn,

helps to ensure the quality of query responses.

¥ Q032
? Welcome to PillSafe Q
PROFILE TIME ADJ. SAFETY CHECKER MEDICINE INFO
N
Account Details ,'\\

Full Name John Doe

Age 26

Username aaa

Allergies "\\\
penicillin

Health Conditions "\\*
Prescription Drugs ’\\‘

%

Administration History

\/

2 Robitussin Daytime Cold and Flu
[Sun Feb 5 10:31:40]

Figure 4.5: Pillsafe patient profile
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CHAPTER 5

INCENTIVIZATION

Incentivization is a particular challenge facing citizen science applications. We must
consider a user’s motivations for participation. This applies to both the short and
long term; we need to convince users to initially join in on a project but further
we hope to find ways to engage users for continued cooperation. Motivation can be
both intrinsic and extrinsic and may vary from individual to individual.

Intrinsically motivated users are those for whom we may not have to do much
work to elicit participation. These users might be concerned about the ecosystem,
public health, improvement of public resources, or simply desire to contribute to the
scientific process. In the case of PillSafe, a user might be motivated by concern for
their safety. Participation in CyanoTracker may require a bit more motivation, as
users may not feel the problem affects them directly. The greater the geographical
distance from a user and the greater the time delay before an impact is felt both may
decrease the perceived urgency felt by individuals. The more relevant a project’s
impact can be made to users the greater the effect of this personal motivation.
Extrinsically motivated users may require some external rewards or incentives to
convince them that their participation is worthwhile. Winning over these users is
the goal of gamification mechanisms in citizen science applications.

Incentivization schemes, or gamification mechanisms, seek to improve this situ-
ation by providing some rewards for participation. These must consider: the com-
ponents of a valuable report and their relative importance, the motivations of par-

ticipants, and the resource expenses incurred by users.
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To design an incentivization scheme, the individual elements that affect the
quality of a report in that application must be considered. In general as the volume
of data reported increases or as the precision and accuracy of data reported increases
the value to the project is improved. In environmental monitoring systems reports
from areas not reported on recently may be worth more than those for which reports
are often received. Users who routinely submit useful, high-quality reports may have
future reports valued more highly. The relative importance of these features as they
relate to the project goals must be considered.

The motivations of participating users must be considered on an project-by-
project basis. For example, more intrinsically motivated users may be likely to
submit higher quality reports and additionally may have a lower expectation of
incentivization or rewards for their participation. Those more extrinsically moti-
vated, on the other hand, may require adequate mechanisms to reward their partic-
ipation and, more importantly, their submission of high-quality data.

Finally, some understanding of the sacrifices expected of the users should be
arrived at. This will be balanced against the project goals and should be considered
as it relates to the incentivization scheme. Any participation that requires signifi-
cant expenditure might be promoted by increased rewards when compared to simpler
cases. As one of the challenges facing the design and development of mobile applica-
tions for environmental and health monitoring, management of user incentiviztion

benefits the quality and quantity of data shared.

5.1 CYANOTRACKER STUDY

In an effort to determine how users are motivated to participate in citizen science
projects and how to best design gamification mechanisms to promote user engage-
ment we have conducted an anonymous survey using the Qualtrics software. There

were a total of twelve questions on this survey, each of which was optional. Some of
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the questions were demographic in nature, while others related to the motivations
and incentivization to participate in citizen science applications.

These questions included: asking how often respondents have participated in
citizen science projects, asking what motivating factors might have them participate
in CyanoTracker, what types of incentives might motivate them, and etc.

We received 116 results from this survey from students, professors, staff, industry
professionals, and farmers. A comparative study of each question was completed for
each question by age group. Respondents were divided into six age groups. These
were: 18-24, 25-34, 35-44, 45-54, 55-64, 65+. The respondents were also considered

along gender lines. The results of this survey are discussed in the next section.

5.2 SURVEY RESULTS

The demographics of the respondents were as follows: approximately 40 percent of
respondents were in the 18 to 24 year age range. Of these, about 73 percent of
them were male while the remaining 27 percent were female. In this group about 95
percent of users were students, with about 5 percent as private industry employees.
About another 23 percent of the respondents fall into the next age group, 25 to 35
years of age. In this group we find that about 46 percent of them were male whilst
the remaining 54 percent were female. In the remaining age categories we find about
16 percent of respondents in the 35 to 44 year range, 9 percent in the 45 to 54 year
range, 6 percent in the 55 to 64 year range, and about 6 percent in the 65 years and
above [17].

Based on these demographic results it can be seen that we primarily reached
younger adults. Many of these respondents were students. This may have had
an effect on the likelihood and participation habits of engaging in citizen science

projects reported by users.
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How often have you participated in citizen science projects
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Figure 5.1: CyanoTracker survey results—past participation. Figure credit [17]

5.2.1 PAST PARTICIPATION

Respondents were asked “how often have you participated in citizen science
projects?” The results of this question are shown in Figure|5.1| The results indicate
that as we look to older age groups we find users were more likely to have partici-
pated in one or more citizen science projects. The likelihood of a user having never

participated in a citizen science project diminishes as we look to older age groups.

5.2.2 LIKELIHOOD OF PARTICIPATION

The question was asked: “how likely are you to participate in CyanoTracker?” The
responses available were: “definitely”; “likely”, “not likely”, and “not sure.” The

results of this question are found in Figure We find that as we look into the
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How likely you are going to participate in CyanoTRACKER
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Figure 5.2: CyanoTracker survey results—Ilikelihood of participation. Figure

credit [17]

older age groups there are more and more users who will either “definitely” or

“likely” participate in the project.

5.2.3 MOTIVATIONS

Users were asked: “what motivates you to participate in CyanoTracker?” The pos-
sible responses include general concern about the environment, concerns about pet
health and safety, concern for neighborhood ponds and lakes, some token gift or
reward, and other. The results of this survey question are found in Figure We
find that, overwhelmingly, users were most motivated by a general concern for the
environment. Secondarily users appear to be worried about local lakes or ponds.

These bodies of water are more relevant to users due to their proximity:.
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5.2.4 EFFECT OF INCENTIVIZATION

Respondents were asked how their “level of participation will be affected if incentives
are provided.” The options provided include: “more”, “the same”, “less”, and “not
sure”. The results of this survey question are seen in Figure We find that users
in the 18 to 24 year age group are much more likely to participate provided there
are incentives provided. Older respondents tended to care less about the incentives.
Many users over 34 appear to indicate they will participate the same whether there

were additional incentives or not.
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Figure 5.4: CyanoTracker survey results—effects of incentivization. Figure

credit [17]
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5.2.5 INCENTIVE DESIRABILITY

Users were also asked: “what types of incentives attract you the most?” The options
provided included: a certificate of recognition, some type of credit counted towards
coursework, recognition via social media, and other incentives. The other incentives
listed by individuals included money, the reputation of the study, and the posi-
tive impact on the environment. The overall results of this question are seen in
Figure |5.5 We find that users in the 18 to 24 year old range may be significantly
more interested in earning some credit for classes for than other potential rewards.
Courses concerning the environment or ecology might offer extra credit for partici-
pation in relevant citizen science projects. These users appeared to be less motivated

by recognition by certificates or on social media [17].

5.2.6 PILLSAFE INCENTIVIZATION MECHANISM

In PillSafe, incentivization was implemented with lessons learned from the motiva-
tion survey. The basic principles established are that there should be some base-
line points rewarded for participation. Features such as the first user report, loca-
tion “cooldown” upon repeated reporting, and a recommendation system should
then affect this reward. Additionally users have an associated “level” that they can

improve over time. These components are described more fully in [17].
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Table 5.1: PillSafe incentivization components

Component Points
Baseline reward 5 points
First report 60 points
30th report 50 points
Same lake from same user within 1 week | restricted
User level upgrade 100 points
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CHAPTER 6

PRIVACY

Privacy is a primary issue facing citizen science applications. A tradeoff must be
established between the utility of data provided to the project and the protection
of user privacy in the process. This is essential to promote participation of as many
individuals as possible. By providing privacy options that satisfactorily protect users’

privacy, we reduce the number of potential users we turn away.

6.1 CYANOTRACKER

Privacy in CyanoTracker is an issue as user’s geographical location is involved. Par-
ticularly privacy-conscious users may be uncomfortable participating unless there
are privacy protection mechanisms in place. These properties ought to be config-
urable to address the varying privacy expectations users have.

A first improvement involves the ability to define a privacy area in which the
user’s location will not be reported. This area might be defined to include the user’s
residence or workplace. Any reports from within this area could be stripped of
geolocation data.

When reports are filed, it is important to maintain geolocation features of the
report and any submitted images. One way to improve privacy in this situation while
maintaining data important to the system is to simply delay the report submission.
This benefits a traveling user by never revealing where the user is, but instead may
reveal where the user was. This applies except in those circumstances where the

report comes from a predefined privacy area.
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6.1.1 POINT-OF-INTEREST NOTIFICATION

In the CyanoTracker project, there are specific locations of particular interest. These
may be locations of cyanobacterial activity in the past, those which have not been
observed recently, or may be suggested by predictive modeling. Instead of passively
waiting for a user to happen upon the location, a desired feature of the CyanoTracker
application is to provide users hints or notifications of nearby points-of-interest.
The addition of this feature benefits both the user and the CyanoTracker group.
The incentivization rewards are increased due to their increased value. The project
benefits through receipt of this valuable data, while the users benefit by earning
additional rewards.

A basic query to the CyanoTracker system of this type might ask: “what are the
POIs within 25 miles of my current location?” Further, while a user is traveling they
may be alerted to the presence of nearby valuable points of interest. The distance a

user may be willing to travel could be customized to suit.

6.1.2 PRIVACY-PRESERVING POINT-OF-INTEREST NOTIFICATION

One potential issue here is that some users may be hesitant to share their precise
location with the service. Servicing only nearby POI requests makes this a particular
issue, as it requires some knowledge of the user’s location. In order to meet these
simultaneous demands, we first obfuscate the user’s location by randomly offsetting
their location, requesting POIs in a larger area surrounding this new location, and
then allowing the device to do the final filtering based on the actual location and
travel radius.

Additionally the service may not want to share all available points of interest
with all users and instead only give information on those that are known to be

nearby. This bi-directional restriction of information exposure benefits both parties.
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Figure 6.1: CyanoTracker Test Points of Interest

The code to determine points within a given radius from a selected point is
depicted in Figure[6.2] This filtering can be done on the device to narrow the selec-
tion down from those in the privacy radius to those in the travel radius. The entire
program listing is found in appendix.

A user’s location is obfuscated by the pseudocode outlined in[6.3]| where random()
returns uniformly-distributed real values in [0,1) and a Point has both a lat
and lon member. A random angle is chosen in [0,360) along with a distance in
[0, privacyRadius). Figure [6.4] depicts these components. The smallest circle is the
user’s travel radius; this is the distance they may be willing to travel to fulfill a POI

request. The mark at the center of this circle is the current location of the device.
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returnPoints = []
for point in allpoints:

if dist <= radius:
returnPoints.append (point)

return returnPoints

def getNearby(allpoints, devicelLocation, radius):

dist = vincenty(devicelLocation, point).miles

Figure 6.2: CyanoTracker Nearby Location Filtering Code

The larger diameter circle that is still centered on the user’s current location is

the privacy area. This is the area from which a location will be chosen at random

by the device. This location is then used as the center of the search area and is

communicated with the service to determine nearby points of interest. The device

itself then performs the final proximity measurements to determine which available

points are, in fact, within the selected travel threshold. The pseudocode for this

process is listed in Figure 6.5, where “device” provides information about the mobile

device, “service” provides access to the CyanoTracker web service which answers

POI queries.

angle = random() * 360.0

return (float(thelocation[latIndex])+

float (thelLocation[lngIndex])+

def getObfuscatedLocation(theLocation, privacyRadius):

distance = random() * (privacyRadius/degreeDistance)

math.sin(math.radians (angle))*distance,

math.cos(math.radians (angle))*distance)

Figure 6.3: Location Obfuscation Pseudocode
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Figure 6.4: CyanoTracker Location Obfuscation Visualization

def privatePoints(allpoints, devicelLocation, travelRadius,
privacyRadius):

returnValues = []

obfLoc = getObfuscatedLocation(deviceLocation,
privacyRadius)

privList = getNearby(allpoints, obflLoc,
privacyRadius+travelRadius)

return privlist

Figure 6.5: Privacy-preserving POI Request

6.1.3 EXPERIMENT

In order to test this setup an experiment has been conducted which considers the

overhead incurred by this privacy-preserving point-of-interest querying. This over-

head is the number of POIs returned by the service which are within the user’s

privacy radius but not contained within the user’s travel radius.

20



The experiment has been conducted on two synthetic data sets. In each, 300
points were chosen as points-of-interest from the southeastern United States. These
points were limited to the following states: Tennessee, North Carolina, South Car-
olina, Mississippi, Alabama, Georgia, and Florida. In the first, all 300 locations
were randomly distributed across this entire area. The points generated in the first

dataset are depicted in Figure [6.6]

. J"";‘

Figure 6.6: CyanoTracker Uniformly distributed POIs

Considering that locations relevant to the CyanoTracker project are not neces-
sarily uniformly distributed through space, and rather may have several near one
body of water, a second data set was created by finding 100 randomly distributed
points. These points were then used as cluster centers and used to locate 3 points

in that nearby vicinity. In this way small areas of cyanobacteria activity that are in
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close proximity may be simulated. The results of this point generation may be seen

in Figure

P -

Figure 6.7: CyanoTracker Clustered POls

A set of 300 simulated smartphone locations was also created for use in
both experiments. These device locations were treated as uniformly distributed
throughout the same geographic area. The result of the device location distributed
can be seen in Figure[6.8] The locations for the three sets were all chosen at random

using the QGIS desktop software version 2.8.6-Wien.

6.1.4 RESULTS

The results of the experiment show that the overhead increases as the privacy radius
is increased. This overhead is also increased with the use of clustered points-of-

interest.
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Figure 6.8: CyanoTracker Device Locations

Figure[6.9|depicts the results measured for the 10-mile travel radius configuration
with both clustered and uniformly distributed points of interest. We find that there
is a small increase in the overhead for the clustered POI configuration.

The results for the 30-mile travel radius are depicted in Figure We find a
slightly more pronounced increase in both the overhead difference incurred with the
clustered POIs as well as with the total overhead compared to the smaller travel
radius.

Figure [6.11] we find an even more pronounced overhead difference between the

clustered and uniformly distributed POls.
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CHAPTER 7

EXPERIMENTAL EVALUATION

7.1 CYANOTRACKER

In order to evaluate this reporting system, an experiment has been conducted to
measure the time, bandwidth, and estimates of the energy requirements associ-
ated with the reporting process. Six test report configurations have been used (see
Table [7.1)).

Tests were done using both Wi-Fi and cellular network access. Measurements
for both energy and time were taken with varying degrees of signal strength and
quality. Table lists the test reporting locations used in these experiments.

All tests have been performed using the Android reporting application. The test
device used was a Samsung Galaxy S6 running Android 6.0. In order to facilitate

making energy and time measurements, customized version of the application was

Table 7.1: CyanoTracker Test Reports
Config Description File Size
1 Blank form, no image 0
2 Default form, no image 0
3 Default form, tiny image 1 MiB
4 Default form, small image 2 MiB
) Default form, medium image | 4 MiB
6 Default form, large image 8 MiB
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Table 7.2: CyanoTracker Test Locations

Location Description Signal
WiFi, strong -45 dBM
WiFi, medium | -64 dBm
WiFi, weak -76 dBm
Cellular 4G LTE | -93 dBm

Saw»

made which dit not require interaction with the user interface. This version was
created to repeat each test ten times and to report the total time spent or energy
consumption estimate.

In order to determine the bandwidth requirements, the six test reports were filed
from the mobile device while running a packet sniffer. The total size of transmitted
data was recorded at the network level to account for protocol overhead. The band-
width requirement effects both the time and energy. The bandwidth consumption
of the application appears to be almost entirely dependent upon the presence (and
size) of any image attachments. These results are depicted in Figure This is not
very surprising considering the text report fields are simply UTF-8 characters. The
app limits the total length of these fields to be less than 1,024 characters. These
elements therefore contribute up to 1 kilobyte, whereas a 4-megabyte image will be
4,000 times larger.

The estimated energy requirements of the application were measured on the
mobile device to consider the impact on the battery life. In order to make these
measurements an application known as the PowerTutor monitor was run during the
report filing process. The effect of report size on energy consumption was measured

for the test report configuration. These results are depicted in Figure [7.2]
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Figure 7.1: Bytes overhead by report size

These measurements were taken for each of the test report locations. Ten samples
were taken each time and averaged. The results are displayed in Figure These
results indicate that having a strong connection reduces the energy consumption
associated with the report filing process. Wi-Fi appears to provide a significant
advantage. This strengthens the argument for delayed report submission during
periods of poor network connectivity or low battery life.

The time to report has been extracted from the traces collected previously.
Each value represents the average of ten values recorded. The results are found
in Figure [7.4] This similarly shows that the time to submit is improved greatly by

on stronger network connections. As the user should not be expected to actively
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wait on the device for report submission, queued and background submission is a

desirable alternative.

7.2 PILLSAFE

In order to evaluate the PillSafe system, several experiments were performed to
measure the response time and bandwidth consumption. Additionally, the decom-
position of response time into the network transfer time and the actual execution
time has been considered. Figure shows the response time measured over three
different network configurations for three different requested products. In each case,

the average of 10 requests was taken. In all three cases the response time over the
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cellular network is several times larger than that of the ethernet or Wi-Fi connec-
tions. Even over a cellular connection, however, the response time was adequate for
the application.

The bandwidth requirements to satisfy requests were measured by capturing
packets between the client and server during the processing of a request. These
traces were then analyzed to determine the amount of network bandwidth used.
The results of this experiment are shown in Figure [7.6] It is clearly seen that the
state transfer methodology incurs a significant overhead compared to centralized
state that does not require as much network bandwidth. In this case it is the larger

profile and administration history of user 2 that leads to the increased overhead.
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The response time as it relates to a user and the chosen product was measured
and recorded. These measurements were taken to determine how response times
would be affected by the growing size of the user profile and the chosen drug product.
The results of this experiment are depicted in Figure 7.7} The results show that the
response times are not heavily related to the size of the profile and are instead more
likely the result of overhead.

An additional test was performed to determine the response time behavior as
the record length grows substantially. This was done with both the centralized state
methodology as well as with state transfer. The results of this experiment are found
in Figure [7.8] The results show that the centralized state method remains feasible

for longer.
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Response times are composed of both an actual execution time as well as the
time spent doing the network transfer. This proportion is depicted in Figure [7.9]
It can readily be seen that a large portion of the response time is spent doing the

network transmission.
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CHAPTER 8

CoNCLUSION & FUTURE WORK

In this work three key challenges facing mobile applications for environmental and
health monitoring have been investigated. These challenges considered the context of
interactions with citizen science applications, the motivations of users and potential
incentivization strategies, and provisions to help accommodate privacy-conscious
users and enable their participation. This work provides a conceptual framework for
understanding these concepts and explores their application through two case-study
projects. This framework describes important considerations to be made by citizen
science application designers.

The capture and use of contextual information related to reports allow citizen
science applications to simplify the reporting process by automatically capturing
relevant data. This reduces the burden on the user and increases the data collected
by the project. Application designers should identify key elements of context and
determine how best to integrate them into the reporting process.

Adequate consideration of user motivation, report valuation, and potential incen-
tivization schemes promote user interaction and seek to additionally improve the
quality of submitted data. Application designers must identify these motivations in
a project-by-project basis and establish incentivization schemes which reward users
based on the value of their contributions to the project.

The creation of adequate privacy controls permits the participation of users who
might otherwise be reluctant to engage with a project. These controls must strike

a balance between privacy and the quality of data reported. Application designers
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must determine to what degree the accuracy of various aspects of the report is
important and how a tradeoff can be made to improve the privacy of users. These
controls are ideally flexible so that those who demand more privacy may be appeased
while less concerned users may contribute more openly.

Future work in the area ought explore user motivation and incentivization in
greater detail, surveying users from more diverse backgrounds and exploring addi-
tional report valuation mechanisms. Additional means of trading off privacy and
report detail should be explored to improve the flexibility of these controls and to
soften this gradient.

Through the completion of this work it is found that effective management of
interaction context, user incentivization, and optional privacy controls benefit par-
ticipatory sensing mobile applications for environmental and health monitoring by

improving the quality and quantity of data shared.

8.1 FUTURE WORK

8.1.1 CYANOTRACKER

There are at least two useful remaining additions to the CyanoTracker application.
These include an enhancement to notify users of nearby points of interest based
more appropriately on the distance that must be traveled via roads. The second
is to improve the context-awareness of the application to determine the mode of
transportation of the user to more effectively determine the proximity of these points
of interest. For example if the user is in a boat the ease of accessing a location may

be greater than if the user was in a car on a nearby road.

NEARBY LOCATION ENHANCEMENTS

The nearby location feature of the CyanoTracker app is limited by the fact that it

only considers straight-line distance between two points. Users, however, are typi-
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Figure 8.1: CyanoTracker Nearby Location

cally going to be required to travel by roads or paths or may be blocked by geograph-
ical features. As a result it may take considerably longer to arrive at a location than
it might originally be thought by straight-line distance. In this way the application
is currently considering what might be the best-case scenario for travel to a location
of interest.

A more realistic estimate may be provided by use of adequate trip planning
software. There are already APIs available that can facilitate resolving GPS coordi-
nates to nearby street addresses. These addresses could then be used to query a trip
planning service like the Google Maps API to determine how far by automobile a
location of interest may be. This will help to ensure that we do not falsely suggest
locations that are actually much further away than expected after considering the

reality of driving to a location.
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CONTEXT-AWARE BEHAVIOR

An improvement to the context-aware behavior mechanism that builds on the pre-
viously mentioned enhancements to nearby location is the ability to notice whether
a user might be in a boat on a body of water. If this is the case then the time and
distance requirements to travel to a region of interest may be dramatically different.
By careful examination of GPS coordinates and the nearby roads and geography we

may try to determine whether the user is on the water.

8.1.2 PILLSAFE

A useful extension to the PillSafe service is to enhance the system to allow for the
reporting of side effects. This provides additional useful information for researchers.
In this way the researchers would also have a rich history of the user medication
administrations as well as the patient health record, as well as timestamps of the
potential causes and effects. This adds an additional citizen-science component to
the PillSafe application.

In this case the basic interaction with the system is to say “I’m experiencing side
effect X.” The additional context of the interaction is the administration history and
the patient profile. One question to consider is how much of the history should be
included. The answer to this may depend on issues such as the medication(s) in

question and features of the EHR.
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APPENDIX A

MEDICATIONS USED IN PILLSAFE

Table A.1: Medications Used in PillSafe

Drug

Purpose

NDC

Acetaminophen

Aluminum Hydroxide

Aspirin

Brompheniramine Maleate
Cetirizine Hydrochloride
Chlorpheniramine Maleate
Dextromethorphan Hydrobromide
Diphenhydramine Hydrochloride
Docusate Calcium

Docusate Sodium

Guaifenesin

Ibuprofen

Lansoprazole

Loperamide Hydrochloride
Magnesium Hydroxide
Meclizine Hydrochloride

Naproxen

Internal Analgesic
Antacid

Internal Analgesic
Antihistimine
Antihistimine
Antihistimine
Antitussive
Antihistamine / Sleep Aid
Laxative

Laxative
Expectorant
Internal Analgesic
Acid reducer
Antidiarrheal
Antacid / Laxative
Antiemetic

Internal Analgesic

49035-457-01
11822-0880-7
49035-370-12
52083-681-90
49035-458-95
30142-463-62
62750-042-10
49035-026-20
0363-0257-01
0363-6550-56
0363-0640-08
10202-647-62
49035-411-01
21130-375-22
21130-321-71
49035-403-19
49035-098-27

Continued on next page
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Table A.1 — continued from previous page

Drug | Purpose NDC
Nicotine Polacrilex | Smoking Cessation 59779-918-52
Omeprazole | Acid reducer 0363-0007-03
Phenylephrine Hydrochloride | Nasal Decongestant 49035-131-68
Pseudoephedrine Hydrochloride | Nasal Decongestant 0363-0423-21
Ranitidine | Acid reducer 49035-608-09
Sennosides | Laxative 49035-348-08
Simethicone | Antiflatulent 55315-530-60
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APPENDIX B

SAFETY PREDICATES USED IN PILLSAFE

In order to represent the safety precautions found on common over-the-counter

medications, the PillSafe system implements the following predicates which operate

on user objects. Each item below includes a pseudocode implementation.

hasCondition

The purpose of this method is to determine whether the list of conditions on a
user profile includes the argument conditionName.

boolean hasCondition(conditionName){
for condition in getConditions ():
if condition.name == conditionName:
return true
return false

exceedsDrugDoseInWindowHours

The purpose of this method is to determine whether a user has exceeded a given
dosage of a particular drug in a given timeframe (designated in hours).

boolean hasCondition(conditionName)q{
for condition in getConditions():
if condition.name == conditionName:
return true
return false
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prescriptionListContains

The purpose of this method is to determine whether a user’s list of medications
includes a prescription of a given name.

boolean hasCondition(conditionName){
for condition in getConditions():
if condition.name == conditionName:
return true
return false

allergyListContains

The purpose of this method is to determine whether a user’s list of allergies
contains the provided argument.

boolean allergylListContains(allergyName){
for allergy in getAllergies():
if allergy.name == allergyName:
return true
return false

taking AnyPrescription

This method determines if there are any entries in the user’s prescription drug
list

boolean takingAnyPrescription(){
if size(getPrescriptionList()) > O:
return true
return false
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belowAge

This method determines if the user is below a provided age.

boolean belowAge (theAge){
if getAge() < thelge:
return true
return false

aboveAge

This method determines if the user is above a given age.

boolean aboveAge (thelAge){
if getAge () > theAge:
return true
return false

takingAnyDrug

This method determines if the user has any drug administrations in the recent
history. There is an important problem here related to what time frame we should
consider. For the purposes of this project, considering many product labels do
not specify a window regarding this rule, we have (semi-arbitrarily) chosen two

days.

boolean takingAnyDrug(){
if size(getAdministrationsInTimeFrame (2,
TimeUnit.DAYS)) > O0:
return true
return false
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isTakingDrug

This method determines if the user is taking a given drug by examining the
recent administration history. There is an important caveat here in that we have
chosen the time window for consideration to be two days.

boolean isTakingDrug(drugName) {

admins = getAdministrationsInTimeFrame (2,
TimeUnit .DAYS)
for (Administration a : admins):
for (DrugDose dd : getDrugs(a)):
if dd.getDrug () .getName () == drugName:

return true
return false
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APPENDIX C

CONDITIONS USED IN PILLSAFE

Table C.1: Conditions Represented in PillSafe

Number | Condition

1 | Asthma
2 | Bloody or black stools
3 | Breast-feeding
4 | Chronic bronchitis
5 | Cough accompanied by excessive phlegm (mucus)
6 | Diabetes
7 | Difficulty in urination due to an enlarged prostate gland
8 | Difficulty in urination due to an enlargement of the prostate gland
9 | Emphysema

10 | Glaucoma

11 | Heartburn

12 | Heart condition

13 | Heart disease

14 | High blood pressure

15 | History of stomach problems

16 | History of stomach problems such as heartburn

17 | Hypertension

Continued on next page
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Table C.1 — continued from previous page

Number | Condition
18 | Irregular heartbeat
19 | Kidney disease
20 | Liver cirrhosis
21 | Liver disease
22 | Magnesium-restricted diet
23 | Pregnancy
24 | Sodium-restricted diet
25 | Stomach ulcer
26 | Thyroid disease
27 | Trouble or pain swallowing food
28 | Trouble urinating due to an enlarged prostate gland
29 | Vomiting with blood
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APPENDIX D

CYANOTRACKER PRIVACY-PRESERVING POI MATCHING

#!/usr/bin/python

import sys

import argparse

import math

from random import random

from geopy.distance import vincenty

latIndex = 0
IngIndex = 1
degreeDistance = 69

def handleargs ():

parser = argparse.ArgumentParser (description =
"dissertation script -- privacy preserving location
matching")

parser.add_argument (’deviceFile’, action="store",
type=str, default=None, help="the input device
location file")

parser.add_argument (’poiFile’, action="store", type=str,

default=None, help="the input poi location file")
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parser.add_argument (’travelRadius’, action="store",
type=float, default=10.0, help="the user’s

willing-to-travel radius")

return parser.parse_args ()

def getObfuscatedLocation(thelLocation, privacyRadius):
angle = random() * 360.0

distance = random() * (privacyRadius/degreeDistance)

return (float(theLocation[latIndex])+
math.sin(math.radians (angle))*distance,
float (thelLocation[lngIndex])+

math.cos(math.radians (angle))*distance)

def getNearby(allpoints, devicelLocation, radius):
returnPoints = []
for point in allpoints:

dist = vincenty(devicelLocation, point).miles

if dist <= radius:

returnPoints.append (point)

return returnPoints

def privatePoints(allpoints, devicelLocation, travelRadius,

privacyRadius):

returnValues = []
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obfLoc = getObfuscatedLocation(deviceLocation,
privacyRadius)

privList = getNearby(allpoints, obflLoc,
privacyRadius+travelRadius)

return privlist

if __name__ ==
pargs = handleargs ()
deviceFileName = pargs.deviceFile
poiFileName = pargs.poiFile

travelRadius = pargs.travelRadius

deviceFile = open(deviceFileName, "r")

poiFile = open(poiFileName, "r")

devicesRaw = [tuple(x.strip() .split(",")[1::-11)

for x in deviceFile.readlines ()]

devices = [tuple([float(z[1]), float(z[0])]) for z in

devicesRaw]

pointsRaw = [tuple(x.strip().split(",")[1::-1])

for x in poiFile.readlines ()]

points = [tuple([float(z[1]), float(z[0])]) for =z in

pointsRaw]

for pr in range(1,101):

privCount = 0

36




]
o

travCount

]
o

overCount

for device in devices:
priv = getObfuscatedLocation(device, pr)
privPts = privatePoints (points, device,
travelRadius, pr)
travelPts = getNearby(privPts, device,
travelRadius)

overCount += len(privPts) - len(travelPts)

print str(pr) + "\t" + str(overCount)
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